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1 Introduction1
Even in jurisdictions with relatively simple financial systems, there can be a large number of firms of
different sizes undertaking a range of activities with complex operations. Supervisors on the other hand
are resource constrained, requiring them to prioritize rigorously. Risk-based supervision (RBS) increases
the effectiveness of supervision through improving supervisory outcomes whilst also increasing
efficiency through improved resource allocation and processes. It involves allocating resources to the
areas of greatest risk. Risks are not eliminated under RBS, but supervisors are able to address them in the
most efficient and effective way in pursuing their objectives. This document describes the principal
features of RBS and sets out a number of the main operational and managerial issues that supervisors
encounter when moving to a risk-based framework.
Most supervisory bodies are required to meet objectives that are typically set out in statute. These
objectives usually focus on the protection of users of financial services, the maintenance of financial
stability and the prevention of financial crime. Detailed objectives vary from country to country and
where there are multiple supervisory bodies in a country across supervisors. RBS needs to reflect these
differences in these objectives, and the risks to achieving them.

2 Characteristics of Risk-Based Supervision
RBS is fundamentally different from compliance-based approaches that focus largely on the extent to
which firms adhere to rules, requirements and directives, often involving a rigid on-site inspection
schedule and penalties for non-compliance. RBS by contrast is largely outcomes and principles based. It
seeks to assess, within a forward looking perspective and making extensive use of judgement, the most
important prudential and conduct risks posed by firms to supervisory objectives and the extent to which
firms are able to manage and contain these. RBS has a number of defining characteristics which
distinguish it from other approaches.
2.1

Risks are addressed in a systematic manner giving priority to what matters most.
•

1

The focus in RBS is on the most important risks. That is to say those risks which, were they to
crystallize, would have the greatest detrimental impact in terms of the supervisor’s objectives.
These are outcomes which would, for example, cause maximum damage to users of financial
services or create serious financial instability. Such outcomes will usually be linked to the firm’s
own well-being. Risk-based supervision considers a combination of the impact that crystallization
of risks would have and the likelihood that this will occur. The very highest impact firms and
activities will be those which are judged to be a potential source of systemic risk in that failure
would result in extensive losses to consumers, a wider economic impact and costs extending
beyond those directly accruing to the owners of the firms concerned.

This note was prepared by Paul Wright on behalf of Toronto Centre.
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Chart A: Likelihood and Impact
Likelihood – How likely is it that the risk (to the firm or the supervisory body’s
objectives) will crystallise?
Impact How much
would it matter
(to the firm or
the supervisory
body’s
objectives) if
the risk
crystallised?

Low
(Very unlikely)

Medium low
(Unlikely)

Medium high
(Quite likely)

High
(Very likely)

High
(A great deal)

Medium high
(Quite a lot)
Medium low
(Not much)

Low
(Hardly at all)

•

RBS requires the assessment and consistent grading or scoring of institutions and issues,
usually on a matrix or scoresheet (an example is shown in Chart E). This provides a useful aid to
structured thought and a consistent basis for comparing institutions, groups of institutions or
market/sectors in assessing comparative risk and in prioritising.

•

RBS recognizes that risks can originate from a variety of sources and that it is necessary to
take a broad perspective. Risks arising in the wider economy (macroeconomic) or at an industry
or sector-wide level (macroprudential) need to be considered alongside firm-specific ones. Firms
cannot directly control these wider issues, but they have potential implications for their risk
profiles. They need to be recognized and their consequences managed.
Chart B: Wider Context for Supervision
Macroeconomic
risks

State of the economic cycle
Interest rate expectations
Inflation expectations

Sector and
macroprudential
risks

Competitive conditions
Profitability pressures
Sector –wide changes in
credit/underwriting conditions

Firm
specific
risks

Business risks
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2.2
Risk-based supervision is dynamic and forward looking. It allows risks to be identified and
addressed early.
•

Some supervisory scoring systems provide an essentially ‘static’ view of risks in firms, focusing
only on areas of risk, the adequacy of risk management and of financial strength today. In
contrast, RBS seeks to identify emerging areas of risk and the adequacy of management and
financial resources to address these. This, in turn, supports early intervention by supervisors
aimed at heading off emerging risks before they become serious.

•

This forward-looking approach provides the basis for an effective dialogue with supervised
firms. Well-run firms should have a similar risk-based focus so that the adoption of RBS by the
supervisor will allow greater alignment of approaches and permit a richer discussion of the things
that matter. Firms’ and supervisors’ views of the most relevant risks will inevitably diverge at
times but having a risk-based focus will greatly facilitate dialogue around this. In some cases, the
adoption of RBS by the supervisor will itself encourage firms to adopt an improved risk focus,
recognizing the importance of this to their own sound management.

•

The adoption of a dynamic, forward looking approach allows supervisors to assess the
effectiveness of their interventions and to adjust these if necessary. More narrow compliancebased approaches may involve a fixed schedule of firm visits to undertake compliance checks
which is relatively invariant to perceived risks. RBS, by contrast, is a dynamic and continuous
process that involves planning, risk assessment, execution of the supervisory programme and
regular monitoring and evaluation on a risk-based cycle. While the intensity of the processes
involved will depend on the impact and risk of the firm(s) concerned, this cycle is a feature of all
risk-based supervision.

•

In practice, continuous supervision is likely to be suitable (and possible) only for the largest,
highest impact firms. However, the assessment of past actions and a forward-looking assessment
of risk are important aspects of RBS and should apply to all firms. This requires specific
approaches for smaller firms; one such approach is discussed in section 4 below.
Chart C: Continuous/Dynamic Nature of RBS
Note: frequency and intensity of actions will reflect assessed impact/risk

Monitor
remediation
and risk
profile

Plan
supervisory
work

Review

On/off site

Agree
remediation

Update risk
profile
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2.3
Risk-based supervision supports improved decision making and the most effective use of
scarce supervisory resources.
•

All supervisors have to prioritize and many would already claim to do so on the basis of risk.
RBS however provides a systematic and rigorous foundation for this. Firms and issues are
classified on a consistent basis so that a particular rating (for example that a particular activity or
business line is ‘medium high’ risk) has a specific meaning which is commonly understood
throughout the supervisory body. Mechanisms for promoting and supporting such consistency are
discussed further in section 6 below.
Box 1: Illustrative definitions of ratings for inherent risk

High

Medium high

Medium low
Low

In the absence of substantial and urgent remediation, there is a high probability of loss
that will impair capital leading to potential damage to depositors/policy holders with
twelve months
In the absence of remediation, there is a significant probability of loss that will impair
capital, possibly leading to damage to depositors/policy holders in the foreseeable
future
There is some need for action in a limited number of areas but the likelihood of losses
leading to damage to depositors/policy holders is small
No significant remediation is required and losses leading to damage to depositors/policy
holders are very unlikely

•

Some supervisory bodies have responsibility for more than one sector. They may, for example,
have responsibility for banking and insurance, others for insurance and pensions. Risk-based
approaches are applicable to all sectors – albeit with some necessary changes to the details of
the frameworks. Properly applied, RBS provides a basis for assessing comparative risks across as
well as within sectors.

•

RBS provides a rigorous basis for the allocation of scarce resources. In providing a common
framework for assessing risk in the context of supervisors’ given objectives, it creates a sound
analytical basis for the principle that resources will be allocated to the areas of greatest risk.

•

Many supervisors use RBS to formulate ‘baseline’ allocations of staff resources to firms posing
different levels of risk. In practice, the main driver of perceived risk in formulating the baselines
will often be impact. A starting expectation may, for example, be that a large, high impact firm
will require an input of X persons per year regardless of the likelihood of risks materializing,
while a small, low risk one may warrant an input of only Y person days. Such estimates should
however be regarded as minima to be adjusted on the basis of the specific risks attaching to
individual firms (and hence the required intensity of supervision), experience over time and
management decisions. Supervisory bodies need to stand ready to devote resources beyond the
baseline levels to firms, including smaller ones, that are assessed as being high risk. In order
adequately to address the risks to consumers who deal with the smallest firms, supervisory bodies
need to put in place strategies to ensure that the total resource devoted to them is deployed in the
most efficient way possible (4.1 below). Although they can be no more than starting points,
baselines are nevertheless valuable in creating expectations about broad patterns of resource
allocations and hence as an input to management planning.
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Box 2: Illustrative staff allocation by impact category
Source: Central Bank of Ireland: ‘PRISM explained’ – February 2016
Note: the figures given were tentative/illustrative and subject to revision

2.4

Impact category of firm

Supervisory allocation (person years)

Ultra-high
High
Medium-high
Medium-low

8
2-4
0.5-1
0.1-0.2

RBS is not confined to firm-facing supervision.

The principles of RBS can be applied to processes such as authorization/licensing and enforcement as
well as firm-facing supervision. All of these activities entail risks – new firms posing high levels of risk to
the supervisory body’s objectives may seek licenses or questions may arise about the most effective use
of resources enforcement issues. Supervisory bodies for example need to weigh the costs and benefits of
deploying their limited enforcement resources in high impact cases against the potential demonstration
effect of using enforcement to address issues in smaller firms. Similar issues may arise in the assessment
of the adequacy of prospectuses/offer documents. While this note is concerned principally with firmfacing supervision, the principles of RBS are applicable to these wider areas.

3 Principles of Risk-Based Supervision
The precise application of RBS will – and should – vary from supervisory body to supervisory body
depending on their specific objectives and the characteristics of their financial system. There are however
a number of principles which are ‘universal’ in that they underpin RBS wherever it is operated.
3.1
As discussed below (Section 8) other, less risk-based supervisory approaches may be appropriate
for some businesses and activities and can exist alongside RBS. Where RBS is applied, however, it needs
to be consistent in its application. Firms will be dealt with in a differentiated manner, receiving different
amounts of supervisory attention depending on their impact and the risks they pose and not all risks will
be addressed in all firms. But decisions about these matters must be taken on a consistent and systematic
basis.
3.2
RBS needs to take account of relevant information both from within and outside of the
supervisory body. This will include (but is not confined to)
•

Information about the wider economy which may have a bearing on risk (Chart B). For example,
a change in the interest rate environment will have an impact on savings behaviour or returns on
assets held by life insurers. Supervisory bodies do not normally undertake their own
macroeconomic analysis; it is necessary for them to identify the best source for this, which will
often be the central bank.

•

Intelligence regarding the wider industry or sector (Chart B). A widespread change in lending
practices for example will affect credit risks in banks or a ‘search for yield’ in a low interest rate
environment will affect investment preferences. Supervisory bodies may have in-house facilities
for monitoring these kinds of macroprudential risks. If not, they need to identify the best source
of this information. Macroeconomic and macroprudential information will be directly relevant to
the supervision of the largest firms. For smaller ones it may figure less directly but will still form
part of the wider context within which risks, perhaps for categories of firms, should be assessed.
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•

Supervisory information about the wider financial group of which the firm may form a part.
A bank or insurer in one jurisdiction may, for example, be part of an international group in which
case information exchange with other national supervisors, often in the form of a college, will be
essential to arrive at a coherent picture of risk. The bank or insurer may also form part of a
domestic conglomerate, parts of which are supervised by other agencies within the jurisdiction.
Here too information exchange will be critical if risks are to be fully understood and addressed.
This illustrates the paramount importance of consolidated supervision of group which have
international or cross- sectoral activities.

3.3
In order to be effective, RBS depends heavily on the application of an agreed framework
supported by the appropriate infrastructure. RBS will not be effective if it is applied partially or
inconsistently. More details of the framework are provided in section 4 below. Broadly, however, this
means:
•

The use of a common framework throughout the organization. This consists of the tools,
documentation and decision-making processes that support RBS along with the approach to
assessing and acting upon identified risks. The specific risks that need to be assessed will differ
across sectors – as between banks, insurance firms and pension funds, for example. There
nevertheless needs to be general agreement on, and acceptance of, such a comprehensive
framework which conforms to risk-based principles and whose details are tailored to the needs of
the supervisory body, the risk characteristics of different sectors and the specifics of the financial
institutions in the jurisdiction. The framework should be ‘owned’ by a designated group of staff
with the authority to ensure that it is applied consistently throughout the supervisory body.

•

Front line supervisors need to be clear about what is expected of them in terms of the time
they will allocate to firms, the balance between on- and off-site work and the tools available to
them. It is particularly important that they are supported in their use of risk-based judgement.

•

Supervisors need to be provided with clear guidance and assessment criteria for the operation
of RBS. This should not take the form of rigid templates but guides to decision making which
will assist staff in assessing business or inherent risks, making consistent use of ratings and in
forming judgements about the adequacy of controls, management and governance. RBS is, above
all, a judgement-based framework and staff need to have extensive support to enable them to
make sound and consistent assessments. It needs to be made clear that where supervisors have
followed agreed processes and made reasonable decisions on the basis of the information
available to them, they will be supported even where risks crystallize and things subsequently go
wrong.
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Box 3: Example of Guidance Note (sometimes called a ‘risk card’) – assessment criteria for
supervisors
Example – Internal Audit
Functions and objectives of
Internal Audit

Aide memoire on (generic) key functions and objectives of Internal Audit

Necessary characteristics

•
•
•
•
•
•
•
•
•
•
•

Has a clear mandate, objectives and responsibilities
Clear and coherent organizational structure
Adequately resourced with skilled and competent staff
Clear, well documented methodology and ways of working
Agreed and documented planning framework
Clear and appropriate reporting lines which demonstrate independence
Appropriate relationship with senior management and Board
Regular and effective engagement with Audit Committee
Challenging and cooperative relationship with senior management
Pro-active in planning, execution and follow up with respect to findings
Regularly reviews its own effectiveness

Acceptable

•
•
•
•

Needs improvement

•
•
•
•

Fully meets or exceeds requirements
In line with/exceeds industry best practice
Multiple examples of high level of effectiveness
Meets expectations taking into account nature and complexity of
institution
In line with industry sound practice
Generally effective
Identified deficiencies not critical and remediable
Acceptable in many respects but significant areas where improvement is
needed
Areas of weakness not critical but need to be addressed
Does not meet accepted industry practice in all respects
Widespread/fundamental areas of weakness
Multiple instances of where characteristics and/or performance need to be
improved
Shortcomings could prove critical if not addressed

Performance criteria

Ratings criteria
Strong

Weak

•
•
•
•
•

•

The issue of consistency is a serious challenge for supervisory systems based predominantly on
judgement and the application of principles. It is inevitable that, absent mechanisms to promote
consistency, different supervisors will assess and rate risks differently and make a range of
judgements about the appropriate responses. The guidance referred to above is one important
mechanism to promote consistency. These need to be supplemented with oversight and quality
control mechanisms which enable peers and managers to review assessments and decisions in
order to ensure consistency of approach. These include supervisory panels (see section 6.2
below).

•

The systematic collection of information on matters such as the allocation of staff resources, the
use of tools and the evolution of firms’ risk profiles also represents an invaluable source of
management information. This allows the management of the supervisory body to have an
overview of whether its objectives are being pursued in the most efficient and effective manner.
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3.4
A key feature of RBS is that it is forward looking. Some ratings-based approaches have the
disadvantage that they are capable of providing only a ‘point in time’ assessment of risks today. An
important principle of RBS is that, conducted effectively, it is capable of identifying risks at an early
stage so that the necessary remediation can be undertaken before these can crystallize and cause damage.
Such a forward-looking approach aims to address the following questions:
•
•
•

How are the risks to the business (or in some cases, the financial system) likely to develop, taking
into account such factors as the wider economy, trends in the wider sector or industry, and the
strategy and business model of the firm?
Are the controls, management and governance of the firm sufficiently robust to ensure that these
risks can be managed?
Are the financial resources of the firm sufficient today and will they remain so for the foreseeable
future?

Depending on the assessment of these issues:
•

What remedial action is the firm required to take to ensure that the level of (net) risk it poses is
acceptable both now and in the future?

3.5
Supervisors should always aim to ensure that their actions are proportionate. This is one of the
key elements of RBS – risks are classified according to their importance to supervisory objectives, which
allows resources to be allocated appropriately and remedial action to be proportionate to the risk
identified.
3.6
Above all, RBS is concerned with outcomes. Compliance based regimes typically focus
narrowly on specifying rules or directives and assessing compliance with these. The emphasis on post
facto compliance sometimes results in particular prominence being given to sanctions or punishment for
transgressions. Whilst RBS can be used to address both prudential and conduct risks and enforcement has
a role in underpinning it, the focus is more broadly on the promotion of good outcomes (such as ensuring
that customers are treated fairly) and the avoidance of bad ones (such as losses to users of financial
services resulting from firm failures). Risk is assessed in this broad context and remedial tools are more
often used pre-emptively to promote desired outcomes. This is a more challenging approach than a pure
compliance based one, but it is better able to identify and address a broader range of risks in a timely way.

4 Risk Based Processes
The precise way in which RBS is conducted can (and should) vary among different supervisory bodies. It
is important that the detailed mechanisms adopted are attuned to the objectives and capabilities of the
body and the characteristics of the financial system in the jurisdiction in which it operates. It is important
that, in adopting a risk-based approach, supervisory bodies devote time and thought to what will work in
their jurisdiction rather than merely importing a framework that has been developed elsewhere.
Against this background however it is possible to identify a number of processes and mechanisms which
need to feature in any risk-based framework.
4.1
Development of a framework for assessing impact. As noted earlier, there are two dimensions
of risk – the impact of adverse outcomes should they occur and the likelihood of these. In practice, impact
tends to be the starting point for many supervisory decisions. Firms will typically be classified on the
basis of the potential impact of problems at the firm, with the expectation that high impact firms (for
example those with extensive retail operations and/or interconnections throughout the financial system)
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will tend to receive more attention than lower impact ones. For many supervisory bodies, therefore, a
starting point for RBS is a methodology for assessing impact.
•

Supervisors should consider adopting the methodology set out by the Basel Committee for
assessing whether banks are systemic (DSIBs). This provides a methodology for assessing
firms in terms of range of criteria including size and interconnectedness2. Supervisors judging
that insurers in their jurisdictions may be of potential systemic importance should refer to similar
assessment criteria published by the International Association of Insurance Supervisors (though
this was developed specifically with reference to globally systemic firms)3.

•

A similar methodology may assist in identifying those firms which are high or medium impact
but may not be classified as systemic. In practice, the supervisory body will need to exercise
judgement as to where the cut-off point between ‘systemic’ and ‘other, non-systemic’ firms
should come. This will be an important part of decision making regarding impact. Such decisions
will partly reflect the supervisory body’s view about its risk tolerance (see section 7.4 below).

•

Supervisory bodies also need to develop strategies for dealing with low impact firms. The
logic of RBS is that such firms individually will receive less supervisory attention than higher
impact ones. In practice they will often individually attract a very small proportion of the resource
allocated to larger ones. This is certainly not to say that they should receive no attention however;
consumers are at direct risk from the failure of firms with which they do business, large or small.
Small firms can also be a source of risk collectively, in circumstances where numbers of them
may fail at the same time as a result of correlated risks such as a downturn in a sector to which
they are jointly exposed. It is necessary to develop constructive and proportionate ways to engage
with them. Thematic or horizontal work may be a means of approaching this dilemma.

2

Basel Committee on Banking Supervision, A Framework for Dealing with Domestic Systemically Important Banks,
October 2012, https://www.bis.org/publ/bcbs233.pdf.
3
International Association of Insurance Supervisors, Globally Systemically Important Insurers: Updated Assessment
Methodology, June 2016, https://www.iaisweb.org/page/supervisory-material/financial-stability-andmacroprudential-policy-and-surveillance/file/61179/updated-g-sii-assessment-methodology-16-june-2016
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Chart D: Firm specific vs Thematic work
Firm specific

Institution
1

Institution
2

Institution
3

……………………..

Institution
n

Each has a full, firm specific assessment and programme
Supervisor
1

Supervisor
2

Supervisor
3

Institution
2

Institution
3

………………….

Supervisor
n

Thematic

Institution
1

Institution
n

Supervisor

Theme/specific area of investigation – eg internal audit

4.2
Identification of areas of risk focus. RBS explicitly recognizes that not all firms pose the same
level of risk and that within firms, not all activities are equally risky. The areas on which supervisory
resources are focused should reflect this. It is therefore essential to identify which activities within firms
pose the greatest risk to supervisory objectives and therefore warrant the most attention. This is the
starting point for the completion of a risk matrix (Chart E).
Risk-based supervisory bodies approach this in a variety of ways. In some cases, the focus is on
significant activities – those which by dint of their nature and importance are capable, should risks
crystallize, of posing significant risks to a large number of its customers, the firm’s stability or even its
survival. Examples of significant activities could be unsecured lending, custodian services or the writing
of reinsurance. Other supervisors focus on whole business units or, in the case of firms with a limited
range of activities, the firm as a whole.
In deciding on the appropriate areas of risk focus, supervisors should ask themselves what level of
detail (firm, business unit or significant activity) will provide the most useful basis for forming the
necessary picture about risk. There is sometimes a temptation to become increasingly granular – for
example in focusing separately on consumer, retail mortgage and credit card lending when, in reality, this
does not reveal a significantly different picture of risk from looking at retail lending as a whole.
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Chart E: Elements of a Risk Matrix
Net
risk
(e)

Direction

Financial
resources
(f)

Risk Management

Internal Audit

Senior Mgmt

Board

Risk management and
governance (d)

Financial
crime/ML
Conduct

Underwriting

Operational

Market

Inherent risks (c)

Credit

Macroprudential

External
risks (b)

Macroeconomic

Area of
Focus (a)

A
B
C
Overall
rating

Notes:
• This is a simplified risk matrix as might be applied to a bank. A comparable risk matrix for an insurer or
pension provider would have a different selection of inherent risks.
• The exact form the risk matrix will take will differ from supervisory body to supervisory body depending on
the nature of their objectives, financial institutions and methodological preferences.
a) May be significant activities, business unit or whole firm. May also include enterprise-wide activities
such as ALM or IT. See paragraph 4.2
b) See paragraph 3.2 for discussion of macroeconomic and macroprudential risks
c) The table shows a sample of inherent risks only. Other ‘generic’ ones may include legal, reputational,
strategic, IT. Relevant inherent risks will differ according to sector – eg underwriting risk (insurance)
or investment risk (pensions). See paragraphs 4.3 and 4.4
d) The table shows a sample of risk management, internal audit and governance functions only. Others
will include compliance, actuarial, financial management. See paragraph 4.5
e) Net risk is inherent risk as mitigated by risk management and governance. See para 4.6 and 4.7
f) Financial resources will usually refer to capital adequacy in this context though some supervisory
bodies also assess firm-wide liquidity and earnings at this point. See paragraph 4.9

4.3
Identification of risk exposures. Having identified the appropriate organizational level on which
to focus (such as significant activity or business unit) it is necessary to identify the types of risk being run
and the levels of these (Chart E).
a) As noted above (paragraph 3.2) there needs to be an established set of processes for assessing risks
which are external to the firm being assessed. These are principally macroeconomic and
macroprudential risks. Supervisory bodies need to identify the best source for such information and
then develop a ‘house view’ about these broader risks and a means of ‘hard wiring’ into supervisory
processes a requirement to consider the implications of these external issues for their risk
assessments.
b) Supervisors then need to assess the types of risk being run within the areas of risk focus (significant
activity, business unit, etc.). These are often termed inherent risks.
•

The most important inherent risks differ across sectors. In most banking activities for example,
credit risk will figure prominently as will market risk where the bank undertakes extensive
trading activities. For life insurers, key inherent risks will be interest rate risk (the possibility that
returns on assets fail to match those on its long-term obligations to policy holders), liquidity risk
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arising from uncertainty about the timing of redemptions, valuation risk on long term liabilities
and insurance underwriting risk embodied in the life cover it has written.
•

Any firm, from whatever sector, providing products that require complex or extensive processing
will run operational or IT risk, while all firms with retail customers run the risk of their products
being mis-sold (conduct risk). This risk is particularly acute where products are complex and/or
of long maturity so that the consequences of mis-selling may not be apparent for several years.
Similarly, firms in all sectors are susceptible to financial crime or being used for money
laundering.

•

There are well established definitions for certain types of inherent risk and methodologies for
assessing these. These include credit risk, market risk, interest rate risk, insurance underwriting
risk and to some extent operational risk.

•

The definitions of some other types of inherent risk are less universal. Some supervisors include
legal, reputational and even IT risks within operational risk for example. There is also debate
regarding the scope of strategic risk – whether this should include the absence of a viable
strategy for example or be confined to instances of particularly risky or high impact strategic
change.

•

Supervisory bodies also need to consider whether some risks – such as liquidity and IT risk –
should be considered at the level of the individual risk area or are pervasive (and often centrally
managed) such that they should best be considered at an enterprise-wide level.

•

Most supervisors have a remit to eliminate or reduce money laundering, terrorist financing and
other forms of financial crime. The application of RBS to these issues is fairly straightforward
in terms of assessing the impact and likelihood of these types of activity and the effectiveness of
the controls designed to prevent it. As with IT and liquidity however, the question arises as to
whether it is appropriate to consider this at a disaggregated level (business unit, or significant
activity) or at an enterprise-wide level.

•

As noted earlier, in the case of groups, it is essential for supervisors to have a view of risks in the
consolidated group, whether the group undertakes one activity (e.g., banking) across national
borders; several activities (e.g., banking and insurance) within a single jurisdiction; or both (see
para 4.8 below).

Detailed decisions about the definition and treatment of risks need to be taken by the supervisory body on
the basis of what works best for them. As with the choice of the appropriate area of focus however,
the guiding consideration should be the definition and treatment which best allows supervisors to
form a coherent picture about the risks posed by the supervised entity. This by no means always
equates to the most granular treatment.
It should be emphasized that this stage of the process is solely about determining the types of inherent
risk that are being run – independently of the severity/extent of the risk and the effectiveness of any
controls. These are considered at the next stages.
4.4 Having identified the types of inherent risk being run, supervisors then need to assess the severity
or level of these. These will normally be reflected in a rating.
•

It is not possible to be precise about the level of risk. Where numerical data exists – for example
on loss rates on credit, actuarial data on insurance or value-at-risk in traded instruments, full use
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should be made of these. But the overall assessment of the extent of risk will also reflect
qualitative judgement about economic and market conditions, target customers and other relevant
factors.
•

For this reason, numerical ratings are best avoided. They create a spurious impression of
precision and often give rise to the temptation to aggregate scores in various ways so that
numerical totals come to supplant judgement. Many supervisory bodies find that categories such
as high, medium high, medium low and low work best in this context – involving an even number
of categories to avoid the tendency to default to a central ‘medium’ rating.

•

Experience with supervisory work will often create prior expectations of the levels of risk
associated with various types of activity. Residential mortgage lending for example is often found
to involve a lower level of credit risk than unsecured personal lending. Some supervisors have
translated this experience into ‘baseline’ scores which provide a starting point for the assessment.
A baseline for credit risk in residential mortgage lending might therefore be ‘medium low’. While
this may be helpful, it is important to remember: a) that baselines can only ever be extremely
approximate; and b) that they are only a starting point. Supervisors must actively consider
whether to override them on the basis of the available evidence.

4.5
Evaluation of controls, management and governance. The processes described in sections 4.2
to 4.4 above were aimed at identifying the ‘inherent’ risks being run (credit, operational, etc.) and the
levels of these. The overall risk being run by a firm however will also depend critically on how these risks
are controlled and managed. An important principle of RBS is that inherent risks are assessed separately
from the adequacy of controls, management and governance. Firms may, for example, have high levels of
inherent risk (as a result of targeting particularly high-risk segments of the market) but also operate
stringent controls which would mean that the overall or net level of risk is moderate or even low. In some
cases, weak controls and management may actually amplify the risks stemming from the business rather
than reducing them. It is important to consider these components of ‘net’ risk separately.
Chart F: Net risk
Basis for the
assessment of
capital adequacy

Inherent risk

Moderated by
controls and
management

Net risk

Basis for
supervisory &
remedial
programme

The evaluation of controls and management in the firm is therefore a key part of the overall risk
assessment. There are three broad elements to this part of the assessment:
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•

Evaluation of control functions. In most firms, controls are applied at two levels and it is
necessary to evaluate these separately. ‘Local’ controls are applied at the level of the business
unit or activity (such as local limits and sign-off procedures). High level, enterprise-wide control
functions such as Risk Management and Internal Audit in contrast are key aspects of the senior
management of the firm and should be fully independent of the business areas. While both are
important, the high-level functions require the closer scrutiny. The key question here is “how
effective are the firm’s internal controls in managing risk”?

•

Senior management. This will include all of the most senior management responsible for
managing the firm up to and including the Chief Executive Officer. It will include the heads of
functions that should be independent from the business lines such as the Chief Risk Officer, the
Chief Finance Officer and the Internal Auditor. The question here is “how effective is the senior
team in understanding, monitoring and controlling risk”?

•

The Board and Board Committees. The Board has the ultimate responsibility for setting the
firm’s strategy, including its appetite for risk, and ensuring that the mechanisms are in place for
managing the associated risks. It should be active in satisfying itself that controls are in place and
effective and should receive comprehensive (but also comprehensible) information to assure itself
that this is the case. The question here is “do Board members understand their responsibility for
risk and discharge it effectively”?

Many supervisors have traditionally sought to satisfy themselves only that high-level control functions
formally exist – that there is an Internal Auditor, a Board Risk Committee and so on. RBS requires
supervisors to go several steps beyond this. In addition to asking “are the structures in place?” it is
necessary to consider whether these are effective.
This is a challenging task, particularly in countries where there is no real tradition of detailed questioning
of Board members for example. In order to arrive at a comprehensive view of performance rather than
just characteristics, it is necessary to undertake fairly rigorous questioning. The following may assist with
this:
•

‘Open ended’ questions can be particularly useful. Board members should, for example, be able
to explain in their own words when the Board last discussed the firm’s risk appetite; what the
discussion concluded and what relevant developments have taken place since

•

This type of questioning will require the involvement of relatively senior staff. It is unreasonable
to expect junior supervisors to undertake these discussions unsupported.

•

It is important to have some written guidance governing the assessment of all high-level control
functions outlining what supervisors should expect to see and what constitutes sound practice.
Such guidance should cover governance and should not take the form of a check list of questions
but a reminder of the issues being investigated and what would constitute positive and negative
evidence.

4.6
When putting all this information together, it is necessary to consider net risk along two
dimensions.
•

If, for example, one of the key areas of focus (ie the basis for the ‘rows’ in the risk matrix (Chart
E) is retail lending, it is obviously necessary to consider both the inherent risks in this specific
activity and the extent to which it is subject to controls at both the local and enterprise-wide level.
How effective are the local controls in the retail lending area? Does the Board monitor retail
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lending (including the controls over it)? Has the area been subject to an Internal Audit with
appropriate follow up actions?
•

When arriving at the overall assessments however, it is also necessary to consider the adequacy of
high level controls and governance as a whole. The question here is ‘what does all of our
information tell us about the adequacy of risk management, internal audit and so on’? In terms of
the matrix, this is a ‘vertical’ perspective which goes beyond the risks in any one business area.

4.7
The assessment of business/inherent risks together with the effectiveness of controls,
management and governance allows the supervisor to arrive at a view of net risk, both by business
unit/significant activity and, by aggregation, for the firm as a whole.
4.8
As noted above, if the firm is part of a wider group, it will be necessary to arrive at a
consolidated view of the risks. Where the supervisor is the ‘home’ or ‘lead’ supervisor for a group an
RBS approach can readily be applied to the consolidated group, drawing on information from other
(international and/or domestic) supervisors. Where a supervisor is the host to a firm which is part of a
wider group and where the home or lead supervisory body is elsewhere, the situation is less
straightforward. Risks in the wider group such as the impact of intra-group transactions or of business
decisions taken elsewhere are clearly of relevance to the firm in the host jurisdiction. The group may also
operate group-wide controls in some areas and be a potential source of, or drain on, of capital. Careful
consideration needs to be given therefore of how to assess these risks and whether the wider group is, on
balance, a source of strength or weakness to the supervised firm.
4.9
This assessment of net risk leads naturally to the question of whether the firm’s financial
resources are sufficient to support the level of net risk it is running.
a)

The first element of this will be the current and prospective level of the firm’s earnings.
Supervisors should assess the sources, stability and reliability of future earnings streams. This is an
indicator of the profitability and financial well-being of the firm and retained earnings are an
important potential source of capital.

b)

The most fundamental aspect of a firm’s financial strength however is its capital adequacy. The
higher the level of net risk being run by the firm, the more capital/solvency will be required to
mitigate this. It needs always to be borne in mind however that the solution to an unacceptably high
level of net risk is to reduce it. Capital provides an important palliative but cannot provide a long
term offset to excessive net risk. Current international standards for the assessment of banks’ capital
and insurers’ solvency both draw on firms’ own assessments of current and prospective risks, the
effectiveness of controls and the adequacy of capital/solvency. These are the basis of the Internal
Capital Adequacy Assessment Process (ICAAP) for banks and the Own Risk and Solvency
Assessment (ORSA) for insurers. In assessing capital/solvency, the following points need to be
borne in mind:
•

Consistent with the forward-looking nature of RBS, it is necessary to consider not only the firm’s
capital position today but how it is likely to evolve and the adequacy of capital planning to
address this. This is consistent with ICAAP/ORSA approach

•

Whilst the clear trend in recent years has been for firms to take the lead in assessing
capital/solvency through the ICAAP/ORSA process, supervisors cannot necessarily accept
such assessments at face value. They should have in place processes for assessing – and where
necessary requiring improvements to – firms’ own assessment processes to ensure that they are fit
for purpose and can be relied upon.
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•

As with other parts of the supervisory process, it is possible in principle to consider capital either
at the levels of disaggregated business units/significant activities or enterprise-wide. Given
the role of capital in supporting risk taking throughout the business, the latter approach is
generally preferable. The assessment of capital adequacy and future planning are a key part of
senior management responsibility in any firm and should also be a key focus of the Board.

•

There should be no trade off except in the very short term between capital and risk. If net risk in
a firm is judged to be unacceptably high, the first priority is to implement the remedial measures
that will reduce it. Capital is a valuable short-term risk mitigant while this is taking place but
cannot substitute for effective remediation.

4.10
In addition to considering the adequacy of capital the light of the assessment of net risk, some
supervisors choose also to assess the adequacy of the firm’s liquidity at this stage. This would be an
alternative to the possible approach noted earlier (para 4.3) in which liquidity and its management can be
treated as enterprise-wide inherent risks (that is, a separate ‘row’ in the matrix). In designing their risk
frameworks, supervisors need to decide, partly on the basis of their experience and the way firms organize
themselves, which approach is likely to provide the better overall assessment of liquidity risk.

5 Documentation
Whilst the emphasis in RBS is on doing rather than writing, it needs to be supported by comprehensive
documentation. The following are the minimum requirements for this:
5.1
A short note – no more than 20 pages – outlining the objectives of RBS and the approach and
methodology of the supervisor. This document should be published with the object of explaining to all
stakeholders, including supervised firms, how the supervisory body goes about its work and what is
expected of the parties involved.
5.2
The risk matrix on which findings are summarized to arrive at a picture of risk in the supervised
institution. While the form of this will depend on the supervisory body’s detailed objectives and the
characteristics of the firms, it is likely to include the elements shown in Chart E. It should involve
separate evaluation of: i) inherent risks; ii) controls, management and governance; and iii) financial
resources (capital and sometimes liquidity – see paragraph 4.10 above). It is important to remember and
to emphasize to supervisory staff that the matrix is a tool and an aide to structured thought, not an end in
itself. They key issue is not so much the precise form of the matrix but the requirement that important
risks need to be captured somewhere and that this is done consistently throughout the supervisory body.
5.3
Supervisors should also produce for publication a broad guide to supervisory intervention.
Some supervisors have found it useful to identify 4-5 broad levels of concern, ranging from ‘no
significant perceived problems’ through to ‘imminent insolvency’, and to indicate the broad types of
supervisory actions that it can be expected to take at each of these. These will range from monitoring,
through remedial action, the triggering of recovery plans and ultimately resolution. Such published
material is valuable in shaping firms’ expectations regarding the types of supervisory actions they can
expect as well as providing a good discipline to supervisors. Supervisory bodies should also have an
internal view (probably not for publication) about likely thresholds for supervisory intervention. It may
be decided, for example, that all risks rated high and medium high will be followed up for high impact
firms but only those rated high will be addressed for the smallest. Alternatively, all high and medium high
risks will be followed up for all firms, regardless of impact but the intensity of monitoring will differ.
These questions need to be addressed by the senior managements of supervisory bodies as part of their
consideration of risk tolerance (see 7.4 below) and need to be documented clearly for internal use.
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Box 4: Supervisory Intervention Framework
Based on net risk categories: Low, Medium Low, Medium High, High plus additional category for firm
facing imminent insolvency
Net Risk
Score

Meaning

Supervision/recovery actions

Resolution actions

Low

Minimal risk to
viability
Low to moderate
risk to viability

Normal monitoring

Resolution planning

Normal monitoring and reporting
Address any (minor) deficiencies
Recovery planning

Resolution planning
Resolvability assessment

Medium
high

Risk to viability
without
significant
corrective action

Intensified engagement with plan for
potential resolution
Clarify issues for possible deposit
guarantee activation

High

Imminent risk to
viability

Address deficiencies
Possible business or management
changes
Possible limits on distributions
Possible higher capital/liquidity
Firm to implement decisive remedial
action
Possible triggering of recovery plan
Possible management changes
Higher capital/liquidity

Resolution

Insolvency or
winding up

Medium
low

All necessary actions taken in
preparation for resolution
All necessary preparatory actions
ahead of possible deposit guarantee
activation
Trigger resolution plan
If appropriate place into special
resolution regime
Possible activation of deposit
guarantee scheme

5.4
Internal background papers and guidance notes. These notes (sometimes called ‘risk cards’
serve at least three purposes:
•

To remind supervisors of the issues they need to cover in assessing risks

•

To outline the standards expected of supervised firms. They should provide indicators of what
good and poor practice looks like. In many cases, sound practice will be well established and may
even be a legally requirement, such as the existence of an Audit Committee of the Board. In other
areas however, such as the establishment of risk appetite statements or the engagements of boards
in controls to ensure fair treatment of customers, sound practice may still be emerging. In such
cases supervisory bodies should draw on their experience and observation to indicate to firms and
supervisors alike what developing sound practice looks like

•

To provide guidance on scoring and other judgements that supervisors will need to make. The
existence of all expected characteristics (functions and committees) as well as demonstrable
evidence of their effectiveness will typically attract a low risk score. Where effectiveness is not
clear and cannot be demonstrated however, the scores will reflect this.

5.5
It cannot be emphasized too highly that completing the matrix is not an end in itself. Once
completed, the supervisory team should stand back and consider whether it accurately reflects its
considered view of the risks in the institution – ‘the risk story’. If it does not, there are two possible
explanations:
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•
•

The structured process of completing the matrix may indeed have provided insights into risk
which should be incorporated into a revised story; or alternatively:
The scores in the matrix need to be revisited.

In either case, comparing the matrix with wider perceptions of risk provides an important reality check.
5.6
Documentation of findings. While the matrix summarizes the supervisory findings, these need to
be documented in more detail. This can be done in quite a pro forma way but it is important that the
following are recorded clearly: a) the perceived risk; b) the evidence supporting the allocated risk score;
c) discussions and exchanges that have taken place with the firm regarding remediation, including
timescales. Whilst these documents will be for internal use, it should always be borne in mind that they
will be basis for justifying the risk assessment and required supervisory actions to internal stakeholders
and the firm itself.
5.7
Communication with the supervised firm. A key stage of the RBS process is a
communication, usually in the form of a letter, with the supervised entity outlining the main findings and
required remediation, including timescales. This letter should follow an agreed format and be perfectly
clear. The desired outcome is for the receiving institution to agree with the risk assessment and to put in
place a set of agreed remedial actions. To this end the letter should be specific regarding the areas of
highest risk and required remediation but not overly-detailed. Some supervisors include in the letter a
summary risk rating (such as ‘overall medium high risk’), but fine detail (such as individual matrix
scores) should be avoided as firms may cavil over this, creating a distraction from the main objective.
Consistent with the risk based approach, the time allocated to evaluation of risk, the design of the
remedial programme and monitoring/follow up will broadly reflect the impact of the firm (Section 4
above). Significant risks need to be addressed wherever they are found but higher impact firms will, in
general, attract more intensive (and extensive) supervisory attention than lower impact ones.

6 Peer Review and Quality Assurance
In any supervisory regime it is essential that the treatment of firms is fair, proportionate and consistent.
Ensuring this is challenging in a judgement- and principles-based regime given the legitimate and
inevitable variation which will arise between individuals and teams in their assessments of risk. It is
therefore important to put in place mechanisms to provide the maximum possible assurance in this
respect. There are three essential safeguards:
6.1
The creation of a ‘Practices Group’. Such a group effectively ‘owns’ the supervisory
framework. It provides the internal documentation and guidance notes and authorizes any changes to the
framework. Group members should also take part in discussions about risk, including panels (see below),
to advise on methodology and consistency issues. It is recognized that in some supervisory bodies it may
not be practicable to create a sizeable group specifically to undertake this function. It is however essential
that such a function exists even if it involves staff with other responsibilities. It must be headed by an
individual with sufficient standing and authority to provide effective ownership and control of the
supervisory framework.
6.2
The use of supervisory panels. Panels should examine all significant risk assessments and
supervisory programmes. The supervisor and/or team undertaking the assessment should present their
findings to a panel consisting of representatives from the senior management of the supervisory body; the
Practices Group; any necessary specialist staff (e.g. legal or accounting) and other supervisors unrelated
to the assessment in hand. The purpose of the panels is to provide independent scrutiny and challenge and
to promote consistency. Panel members will quickly develop a sense of how issues are dealt with in a
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range of contexts and will be able usefully transmit this to individual supervisors and teams whose
perspective is inevitably narrower. It is up to the specific supervisory body to decide whether the panel
should be advisory with decisions remaining with the supervisory team, perhaps on a ‘comply or explain’
basis, or whether the panel is the formal decision maker. As a general matter the former, advisory, role is
preferable.
6.3
A Quality Assurance function. This function, which has some similarities to a supervisionspecific internal audit, should be charged with examining, on a sample basis, supervisory cases at stages
throughout the cycle, from planning through to communication with the firm. Its task is to ensure that
processes are followed correctly, documentation is complete, clear and meaningful and that
communication with the firm is appropriate. The individual(s) undertaking this role need to be thoroughly
versed in supervisory processes but independent from existing supervisors. They need to be of sufficient
seniority to have authority and influence and should report to the Head of the supervisory function.

7 Cultural and Managerial Challenges
The adoption of RBS is sometimes seen, mistakenly, as largely a technical matter. In reality, a significant
and deep-rooted change management programme needs to accompany its introduction if it is to be
successful. Senior managements in supervisory bodies need visibly to embrace RBS and to understand
and accept its implications. Staff members need to feel supported in stepping into what for many will be a
radically new way of doing things. Toronto Centre has published a number of guidance notes on
addressing the management and cultural challenges involved in implementing new approaches to
supervision4. These are available on the Centre’s website.
7.1
Internal communication at all levels is critically important. Senior management need to
demonstrate not only that they are committed to RBS but that they fully understand its implications and
accept these. One of the key features of RBS is that conscious decisions will be taken either not to do
things – or to do less of them than in the past. This itself entails risk and management need to demonstrate
that they understand this, both in terms of their own decisions and in supporting decision making more
widely.
Staff will often feel uneasy about the introduction of RBS, either because they feel they will be unable to
do as good a job as in the past, especially in respect of smaller firms, or they will be blamed if matters to
which they have assigned a lower priority go wrong. Staff members need explicit reassurance that,
provided they have followed procedures and made reasonable risk-based decisions, they will be supported
even when things do go wrong.
External communication is also critical. Supervised firms need a good understanding of how RBS
works; what it means for them and what will be expected of them. Other key stakeholders will include the
central bank, finance ministry and politicians – not least to explain the limitations of RBS and the fact that
unwelcome outcomes will still occur from time to time. The point needs to be made that bad outcomes
will happen whatever the supervisory regime, but that RBS is more efficient and effective than the
alternatives and permits rational decision making about risk.
7.2
RBS needs to be supported with extensive training. Importantly, this is not just about training
front line staff on technical matters such as how to fill in the matrix. Training is required at all levels
4

See for example Managing the People Aspects of Supervisory Change (December 2016),
http://res.torontocentre.org/guidedocs/Change%20Management%20FINAL.pdf, Decision Making (October 2015)
https://res.torontocentre.org/guidedocs/Decision%20Making%20FINAL.pdf, and Implementing an Action Plan
(August 2015) https://res.torontocentre.org/guidedocs/Implementing%20an%20Action%20Plan%20FINAL.pdf.
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(including at the very top) and must cover issues such as how to interact with firms and risk-based
decision making. The visible and active engagement of senior staff in training sends a strong signal about
their commitment to the process.
7.3
One of the most valuable outcomes from RBS is the ability to allocate supervisory resources on
the basis of risk and hence greatest need. In practice this is quite challenging: it is necessary to introduce
reasonable flexibility while maintaining some of the continuity that staff and supervised firms value.
Getting this balance right is a key task for management in an RBS regime.
7.4
Management of supervisory bodies also need to develop and articulate the supervisory body’s
risk tolerance. The introduction of RBS does not eliminate risk. It represents a rational and systematic
way of prioritizing aimed at identifying and minimizing residual risk in the financial system. There needs
to be an explicit recognition at all levels in the supervisory body that adverse outcomes will occur and
responses to these will be governed largely by whether they are within or outside the range of acceptable
outcomes implied by the risk tolerance.
7.5
RBS can only work where there is a rational and transparent framework for decision making.
Generally speaking, front line supervisors should be expected to make decisions only on the basis of
immediate supervisory and technical considerations. At this level it is important that ownership and
accountabilities are clear – specifically who signs off on the risk assessment; who signs the letter to the
supervised entity; whether the panel is advisory or has formal decision making powers.
It is inevitable that decisions will sometimes be over-ridden, for example on wider, including political,
grounds. It is essential that there is clarity about which senior staff are expected to make decisions on
these wider grounds and that there is transparency and accountability around this process. Front line,
particularly junior, supervisory staff must be clear that they are not expected to take account of such wider
factors but that mechanisms exist by which they can be appropriately escalated.

8 The Use of RBS Across Sectors
RBS was developed principally to address prudential risks affecting banks and life-insurers. Forward
looking, outcomes focused approaches naturally lend themselves more readily to such risks than to more
binary compliance issues. RBS can, however, be applied a wide range of supervisory issues with the
proviso that most supervisors employ a mix of rules/compliance- and principles-based approaches and
that the balance between these will vary according to the activities and risks being addressed.
Whilst there is a clear distinction between risk- and compliance-based approaches to supervision, it is
possible to over-simplify this. The following need to be borne in mind:
•
•
•

Enforcement is by no means a feature only of compliance based regimes. It has a role to play in
reinforcing RBS
RBS has a significant role in promoting sound conduct. In seeking to ensure that customers are
treated fairly for example, an RBS approach assesses the risks of customers being unfairly treated
and the adequacy of controls to prevent this.
There may be some circumstances in which a simple compliance/enforcement based regime may
be more effective in achieving supervisory goals than a more nuanced risk-based one. The key
requirement is that supervisors consider carefully what is likely to prove most effective in
achieving their objectives.

This note has focused principally on the application of RBS to banks and life insurers. The following
section briefly outlines its potential application to other sectors.
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8.1

General (non-life) insurance

The most significant prudential risks in this sector are typically underwriting risk (including catastrophe
risk) and the credit risk involved in the use of reinsurance (both of which are drivers of solvency) and the
operational risk embodied in claims management processes.
General insurers are susceptible to conduct risk, albeit involving rather shorter time horizons than in the
case of life insurers. Here too, a combination of RBS and conduct-based supervision may be appropriate.
As with life insurance, the risk based component can be extended beyond prudential issues to include a
broad, outcomes-focused assessment of controls over, for example, selling practices. Once again,
judgement will be needed as to whether an RBS or compliance approach (or a mixture) is the most
appropriate way to address what have traditionally been seen as conduct risks.
8.2

Pensions

The key prudential risks facing defined-benefit pension providers are investment risk and valuation risk
(the risk that the methods and assumptions used to estimate the value of plan assets and liabilities will
result in values that differ from experience). As with life insurance, the evaluation of these risks is highly
complex, involving technical actuarial assessment. The challenge for supervisors is not to second guess
these assessments but to ensure that they are being undertaken and managed properly.
In some cases, pensions providers will be not-for-profit entities that do not hold capital which would
otherwise provide a buffer against errors in valuation. Pension plan boards and trustees may also consist
of members of the plan who have a direct interest in its performance but lack the technical expertise to
judge the long term management and performance of the pension fund. As in other sectors, key functions
may be outsourced to external providers, introducing additional risks which need to be assessed and
managed.
In addition to these prudential risks, pensions companies will also be expected to comply with conduct
rules, particularly those relating to treating customers fairly. The long-term nature of the business means
that mis-selling for example may not become apparent to the consumer for many years. In these
circumstances it is particularly appropriate to adopt a risk-based approach which aims to assess the
inherent risks and the effectiveness of controls to prevent these at the outset rather than to await the
consequences – often many years later – and then apply sanctions to the firm concerned.
8.3

Securities broker dealers

Areas such as advising and dealing in securities on behalf of customers have traditionally been more
subject to conduct regulation than prudential. At the retail level, securities firms are required to establish
customers’ attitudes to risk and to sell products which are suitable in that context. Client money is
rigorously separated from the firms’ own funds and capital requirements tend to be lower and to have the
characteristics of working capital.
Whilst the supervision of such firms has traditionally been tilted more towards conduct than prudential
approaches, there is nevertheless scope for the application of risk-based methodologies. Some firms will
run higher inherent risks than others – for example in terms of the products they offer and their target
customer bases. It is also possible and appropriate to assess the effectiveness of firms’ controls,
management and governance in incentivizing appropriate behaviour on the part of front line staff as well
as back office activities such as record keeping.
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Summary
The supervisory challenges posed by different sectors vary widely. In most cases, a judicious mix of
prudential and conduct supervision will be warranted, with the proportion of these differing by sector.
The supervision of a large bank will typically involve more of a focus on prudential than that of a small,
retail based securities firm. It is wrong to conclude however that risk-based approaches are applicable
only to prudential supervision or to specific sectors. Even where there is a preponderance of conductbased supervision, RBS can inform the frequency and intensity of supervision, the identification and
calibration of inherent risks and the effectiveness of controls. RBS in other words can improve the
efficiency and effectiveness of all supervision.

Concluding Comments
All supervisors have to prioritize their work. Many would already claim to do this on the basis of risk.
Devoting more time to firms and issues perceived to be of highest risk is common sense. RBS however
provides a rigorous framework for assessing and addressing risks and for the efficient allocation of
resources. This note has set out a number of important principles and approaches to RBS but there can be
no fixed template. Supervisory bodies need to design structures and approaches that are best suited to
their needs. Toronto Centre has wide experience of assisting with the implementation of RBS in a wide
range of countries and contexts and is committed, as part of its mission, to continue to do so.
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Introduction1
Financial supervisors can be responsible for meeting a wide range of supervisory objectives. Their
objectives might be prudential in nature, such as mitigating risk to the financial system, promoting the
safety and soundness of financial institutions, and protecting their customers or investors from undue loss.
But their objectives might also be related to the operation of markets: maintaining the fairness and
efficiency of markets, promoting market development, and advancing financial inclusion. The mandates
of some supervisors focus on just one or a few of these objectives, while other supervisors might be
expected to deal with the full range.
Similarly, the scope of some supervisors extends across the entire financial system, while others are
limited to a particular sector or subsector. Some supervisors cover a wide geographic area, perhaps even
beyond national boundaries, while the jurisdiction of others is limited to a political subdivision of their
country.
In spite of this diversity, all supervisors have at least one thing in common: they need to organize
themselves in a manner that will help them to achieve their supervisory objectives. Appropriate
organizational choices can enable supervisors to identify and respond to risks in order to achieve their
objectives. But a dysfunctional organization can impair a supervisor’s ability and willingness to act
effectively and efficiently, and cause their failure to achieve supervisory objectives.

Objectives
No organization is perfect. Each organizational alternative comes with trade-offs to be weighed. For
example, many countries are consolidating the supervision of various sectors within one agency. This can
offer a range of benefits, such as greater operational efficiency and lower risk of supervisory gaps and
overlaps. However, as research has shown, it is not a panacea:
“Our findings leave little doubt: consolidation in supervision and good supervisory governance
are negatively correlated with resilience; the degree of involvement of the central bank in
supervision did not have any significant impact on resilience. Finally, the impact on resilience of
the supervisory regimes is deeply intertwined with the quality of public sector regulation in
general, and with the degree of financial liberalization in particular. Each supervisory feature
can have a different impact depending on the overall setting.”2
Organizational alternatives exist at several levels. The broadest level is the institutional architecture,
which defines the institutions involved in supervision and their respective responsibilities. Another level
is the organizational structure within a particular supervisory institution; this structure might be the way
its staff have been organized into various departments. This can be extended, for example, to alternatives
for organizing the work processes within and among departments, and to alternatives for managing
human resources and organizational culture.
This note is designed to help guide a supervisor toward making appropriate choices when considering the
suitability of organizational alternatives in the context of its particular circumstances. The next section of
the note discusses the role that supervisory objectives and international standards might play when
considering organizational alternatives. It is followed by sections that discuss organizational alternatives
at each of the levels mentioned above: institutional architecture, organizational structure, and other issues.

1
2

This note was prepared by Michael Hafeman on behalf of Toronto Centre.
See IMF, 2011, “The Economic Crisis: Did Financial Supervision Matter?” page 22.
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Supervisory Objectives and International Standards
To be successful, any organization–-including financial supervisors and the entities they supervise–should have clear objectives, a way to identify risks to the achievement of those objectives, and a wellorganized way to achieve the objectives.
Supervisory objectives should be a fundamental point of reference when assessing organizational
alternatives. Would the proposed alternative achieve its objectives, or would it impede the supervisor in
attaining their success? Would a different approach be even better? Unfortunately, answering such
questions is not always straightforward. Supervisory objectives are typically driven by legislation, which
is not always clear. Also, as highlighted above, some supervisors can be responsible for a wide range of
objectives. These objectives sometimes compete for attention and resources, and might even conflict with
one another. So an organizational alternative might enhance the achievement of one objective, while
detracting from the achievement of another. Compromises might have to be made, but such decisions
should at least be informed by an assessment of their potential effects on the success of the supervisor.
In assessing the success of financial supervisors in the aftermath of the Global Financial Crisis, the IMF
identified two main drivers of supervisory effectiveness: an ability to act, and a willingness to act.3 It
noted that the ability to act is enhanced by factors such as:
•
•
•
•
•

legal authority
adequate resources
clear strategy
robust internal organization (where decision-making processes are well-defined and supervisors
are accountable), and
effective working relationships with other agencies.

The willingness to act is enhanced by factors such as:
•
•
•
•
•
•

a clear and unambiguous mandate
operational independence
accountability
skilled staff
a healthy relationship with industry (where the supervisor is able to dialogue with industry, but
maintain an arm’s-length relationship), and
an effective partnership with boards.

The factors mentioned by the IMF are reinforced by the international standards for financial
supervisors.4 Although the international standards differ from one another to take account of the unique
characteristics of each financial sector, there is considerable commonality in their expectations regarding
the operation of supervisory institutions. They highlight the need for a clear supervisory mandate and
objectives, operational independence, adequate powers and resources, skilled staff who observe high
professional standards, clear and consistent processes, accountability, transparency, protection of
confidentiality, and the exchange of information with other supervisors.

See IMF, 2010, “The Making of Good Supervision: Learning to Say ‘No’.”
See BCBS, 2012, “Core Principles for Effective Banking Supervision”; IAIS, 2015, Insurance Core Principles;
IOPS, 2010, “Methodology for Review of Supervisory Systems using IOPS Principles”; IOSCO, 2013,
“Methodology for Assessing Implementation of the IOSCO Objectives and Principles of Securities Regulation”
3
4
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Consideration of these identified success factors and international standards might raise many questions,
the answers to which can help to guide decisions regarding organizational alternatives. For example,
would a proposed change in organizational structure help to enhance the clarity and consistency of
supervisory processes? Would it contribute to the ability to attract, develop, and retain skilled staff?
Would it enable the organization to make use of its limited resources more flexibly and effectively?
Would it facilitate the exchange of information with other supervisors, both within the organization and
externally?
Accordingly, it can be useful to develop a set of criteria that you can use in assessing various
organizational alternatives. The criteria should reflect your own supervisory objectives and other
organizational objectives and constraints, such as service standards and budget constraints. The criteria
should also reflect the scope of your considerations; for example, the criteria that are relevant when
considering institutional architecture will probably differ from those that are relevant when considering
organizational structure, or the way tasks are allocated within a department.

Institutional Architecture
The institutional architecture identifies the institutions involved in supervision, and defines their
respective responsibilities. Although they can greatly affect the way financial supervision is carried out,
decisions regarding the institutional architecture are typically made by politicians and other policymakers, rather than the supervisors themselves. Nevertheless, supervisors might be able to influence
decisions regarding institutional architecture. But even if their influence is limited, they still have to live
with the outcome of these decisions. So it is useful for supervisors to understand the various alternatives
and their potential implications on the conduct of supervision.
The institutional architecture in a jurisdiction often evolves over time and can become quite
complex. It will reflect the history, politics, and culture of the jurisdiction. If it is to be effective, it should
also be appropriate to the level of economic development of the jurisdiction, the nature and scope of its
financial system, and the financial and human resources available to carry out supervision. For example,
if there are no publicly traded securities or private-sector pension plans in a jurisdiction, then it might well
be inappropriate to establish separate institutions to regulate and supervise the securities and pensions
sectors.
Complexity in the institutional architecture can take various forms. In some cases, there are supranational
arrangements through which at least some aspects of supervision are carried out at a regional level;
examples include the European Union-level supervisory institutions, bank supervision in the Eastern
Caribbean region, and insurance supervision in francophone West Africa. In other cases, the
responsibilities for supervision within a jurisdiction might be shared between institutions operating at the
national level, and those operating within a political subdivision. Responsibilities for the supervision of
various financial sectors might be handled by separate institutions, integrated into a single supervisory
institution, or something in between. Responsibilities for the supervision of a financial sector might be
handled by the same institution responsible for its regulation, or not. Banking supervision might be
handled by the central bank, or by a different institution, or shared between them. Conventional banks and
insurers might be supervised by one institution, while microfinance entities and microinsurers are
supervised by another. Prudential supervision and market-conduct supervision might be carried out by the
same institution, or separately. Responsibility for macroprudential supervision might be assigned to one
institution, or handled through collaboration among several supervisory institutions, the central bank, and
the finance ministry. In some jurisdictions, some aspects of supervision are carried out by self-regulatory
organizations and consumer protection schemes, such as deposit insurers. Almost certainly, there are
other forms of complexity than those mentioned above. Accordingly, before considering any significant
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changes to the institutional architecture, it is essential that policy-makers have a clear picture of the
current architecture and understand any legal, or other, constraints to changing it.
Much has been written about various institutional architectures and their advantages and disadvantages:
For instance, a document prepared by the OECD provides general guidance on designing a policy
framework for financial regulation, including the institutional architecture,5 and suggests several
principles for design: maximize synergies (of policy objectives, policy instruments, information,
expertise, and administration); ensure consistency and coherence in the use of policy instruments; align
incentives and minimize potential conflicts; promote accountability; and minimize risks for the taxpayer.
These principles reinforce and expand upon the possible criteria for assessing organizational alternatives
that were discussed in the previous section of this note.

A G30 Report Identifies Four Basic Models:
Institutional, functional, integrated, and twin peaks, and discusses the advantages and disadvantages of
each, the highlights of which are described below. This comprehensive report compares and analyzes the
approaches to institutional architecture taken in 17 jurisdictions.6
(1) Institutional
The institutional model assigns supervisory responsibilities based upon the legal status of the
financial institution. There are separate supervisors for banks, insurers, pension plans, and securities
firms.
An advantage of the institutional model is that each financial institution is supervised by just one
supervisor. This enables the supervisor to focus on a single sector, and to develop a high level of
knowledge about its operations and expertise in supervising it. Each financial institution deals with the
same supervisor on every issue, which helps to keep things simple. Traditionally, this has been the most
commonly used model.
Unfortunately, the institutional model is not responsive to the current market situation in most
jurisdictions. Product lines have been blurring across institutional lines, which creates possibilities for
regulatory arbitrage. Also, in many jurisdictions, financial institutions are members of groups that include
institutions from other sectors. They might share staff, systems, and business activities among the various
institutions within the group. A supervisor whose scope is limited to a particular type of financial
institution might therefore have difficultly forming a complete picture of the risks to which that institution
is subject. Assessing the risks of the group as a whole, and taking action in response to those risks will
require cooperation among the various supervisors responsible for the members of the group. From the
point of view of the group, it must deal with multiple supervisors, perhaps even on the same issues. This
model can also make it difficult to identify and mitigate systemic risk.
(2) Functional
The functional model assigns supervisory responsibilities based on the business being transacted,
without regard for the legal status of the financial institution. For example, if a single entity is
engaged in banking, securities, and insurance activities, each of these lines of business is overseen by a
different supervisor.

See OECD, 2010, “Policy Framework for Effective and Efficient Financial Regulation, General Guidance and
High-Level Checklist”
6
See G30, 2008, “The Structure of Financial Supervision, Approaches and Challenges in a Global Marketplace.”
5
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The key advantage of the functional model is that it facilitates consistent treatment of activities.
Supervisors can develop technical expertise on particular business activities, and thus might reduce the
potential for regulatory arbitrage.
However, business activities must be delineated clearly enough so that their supervisor can be determined.
Each entity might be monitored by multiple supervisors, and disputes among the supervisors might
impede product innovation. The involvement of multiple supervisors might also make it difficult to
develop an overview of the risk profile of an entity, a financial group, or the market as a whole.
(3) Integrated
The integrated model has a single supervisor, who is responsible for all aspects of supervision,
across all sectors.
Consolidating all supervision within one supervisory institution deals with many of the disadvantages of
the institutional and functional models. It helps to ensure a level playing field in the market and to reduce
the opportunities for regulatory arbitrage. It helps the supervisor to develop risk profiles of individual
entities, financial groups, and the system as a whole. Since each entity and group deals with only one
supervisor, this model should facilitate communication and help to reduce the regulatory burden. It also
provides opportunities for the supervisor to take advantage of economies of scale, and to achieve
synergies in the use of skilled staff. Accountability is enhanced, because it is always clear which
supervisor is responsible for any supervisory failure. These advantages have led many jurisdictions to
move toward an integrated model.
But the integrated model can also pose some challenges. Balancing multiple supervisory objectives with
respect to a single sector can be hard enough, but doing so across all financial sectors is even more
difficult, particularly in maintaining focus. In a larger jurisdiction, the scope of responsibilities of an
integrated supervisor might be too big to manage effectively. In this model, the need to communicate
among various supervisory institutions is replaced by the need to communicate across divisions within the
institution, which can be no less challenging. A trade-off for the enhanced accountability for supervision
is the concentration of the risk of supervisory failure. A poorly managed integrated supervisor could
compromise the safety of the financial system as a whole, not just a particular sector.
(4) Twin Peaks
The twin peaks model separates supervisory responsibilities in accordance with supervisory
objectives. One supervisory institution is responsible for prudential supervision, across all sectors.
Another supervisory institution is responsible for market-conduct supervision, across all sectors. A
variation of this model splits the responsibilities for prudential supervision, with one supervisory
institution dealing with microprudential supervision and another with macroprudential supervision.
Separating supervisory responsibilities in accordance with supervisory objectives deals with some of the
challenges of the integrated model. It enhances the supervisors’ ability to focus on more consistent,
supervisory objectives, and helps to ensure that market conduct receives adequate attention. It can help to
keep the size of the supervisory institutions more manageable, reduce the concentration risk of
supervisory failure, and provide a “second set of eyes” that can help to identify risks in the financial
system. These advantages have led some jurisdictions, such as the United Kingdom, to move from an
integrated model to a twin peaks model.
The twin peaks model means that each financial institution will be supervised by two supervisors, perhaps
even with respect to some of the same business activities. The demarcation between prudential and
market-conduct issues is not always clear, and this might lead to supervisory gaps or overlaps. The
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supervisors will need to communicate with one another to form an overall view of an entity or a group,
and their conflicting objectives might make it difficult to agree on intervention actions.
It is clear that no model of institutional architecture is perfect. The situation in a particular
jurisdiction will affect the relative importance of the various advantages and disadvantages of the
models. For example, if the financial system in a jurisdiction is relatively small and simple, the synergies
available through the integrated model might make it the most appropriate alternative. But if the financial
system is large and complex, the twin peaks model might be more appropriate. A jurisdiction in which
there are no financial groups operating might find the institutional model or the functional model most
appropriate, whereas a jurisdiction in which the financial system is dominated by financial groups might
opt for the integrated model or the twin peaks model.
But there is no need to adopt any one of these models of institutional architecture in its entirety. In
fact, there are probably relatively few jurisdictions that have done so. The approaches can be mixed to
develop hybrid models that will best respond to the situation in a particular jurisdiction. For example, the
banking and securities sectors might be supervised by the central bank, while the insurance and pensions
sectors are supervised by another institution. Or the central bank might be responsible for microprudential
supervision of banks and for the coordination of macroprudential supervision, while another institution is
responsible for microprudential supervision of non-bank financial institutions and the supervision of
market conduct across all sectors. In a growing number of jurisdictions, macroprudential supervision is
led by one institution, such as the central bank, and carried out collaboratively with the finance ministry
and the financial supervisors, wherever they might be situated.

Organizational Structure
The next level at which organizational alternatives might be considered is the organizational
architecture of a particular supervisory institution. Conventionally, organizational architecture
consists of the formal organization (organizational structure), informal organization
(organizational culture), business processes, strategy, and human resources.7 This section will focus
on organizational structure, such as the way staff have been organized into various departments.
Supervisory objectives, which should help to drive strategy, were discussed in an earlier section, while the
other aspects of organizational architecture will be touched on in both this section and the next.

Organizational Structures can be categorized into Three Basic Types:
Pre-bureaucratic, bureaucratic, and post-bureaucratic.8 Most supervisory institutions have
bureaucratic structures, although some small ones might be of the pre-bureaucratic type. Pre-bureaucratic
structures are common in smaller organizations, although they are most appropriate when the tasks of the
organization are simple in nature, which financial supervision is generally not. Such organizations are
typically characterized by centralized control and little standardization of the tasks.
Bureaucratic structures are commonly used by larger and more complex organizations. They often have a
vertical structure, sometimes with many (too many) layers of management. There is a degree of
standardization of the tasks, and staff are given clear, defined roles and responsibilities. There is respect
for merit, and good performance is rewarded. Such structures work particularly well with a commandand-control style of management, the acceptability of which might differ by jurisdiction. Bureaucratic
structures can discourage innovation, although this is probably less of a concern for a financial supervisor
than it would be for a financial institution or other commercial enterprise.
7
8

See Wikipedia, “Organizational Architecture”.
See Wikipedia, “Organizational Structure”.
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Some supervisory institutions fall into the post-bureaucratic category. Such organizations are still
structured, but the structure might be flatter and less oriented toward a top-down approach to decisionmaking. For example, the organization might have a matrix structure, which is a way of combining the
functional and divisional approaches. A post-bureaucratic type of organization is suited to a management
style that seeks to involve and motivate staff in the achievement of organizational objectives, using
techniques such as total-quality management, and the management of organizational culture.

There are Two Main Types of Bureaucratic Structures: Functional and
Divisional.
Functional Structures:
•

•
•

are organized in accordance with the various functions carried out by the organization.
Functional structures are common among supervisory institutions, particularly those that supervise
a single sector. For example, the structure might include three main departments: regulation,
supervision, and administration.
An advantage of a functional structure is that the staff within each department specialize in a
particular function, so they will become efficient in certain tasks.
A disadvantage of such a structure is that communication is often upward and downward within
the organization, which can compromise cooperation among the various departments.

Divisional Structures:
•

are organized into self-contained divisions, each of which carries out a full range of functions.
For example, an integrated supervisory institution might include divisions such as banking,
insurance and pensions, capital markets, and non-bank financial institutions. Each division would
carry out regulation, supervision, and administration functions related to its assigned financial
sector. Another integrated supervisor might choose to organize itself according to its supervisory
objectives. In this case, for example, its divisions might include macroprudential supervision,
microprudential regulation and supervision, market-conduct regulation and supervision, and
market development.
• The advantage of a divisional structure is that it can be more readily aligned with supervisory
objectives and the structure of the financial system than a functional structure can be. Such a
structure also tends to be more flexible than a functional structure and facilitates the delegation of
authority. It is still possible to develop specialized functional expertise within a division, while at
the same time obtaining a broader understanding of the area of supervision assigned to it.
• The disadvantages of such a structure are the potential for rivalries among divisions and the possible
duplication of resources and efforts. For example, other divisions might believe that banking
supervision receives a disproportionate share of attention and resources. Or the development of
separate supervisory information systems by each division can be a poor use of scarce resources.
• Supervisors often develop organizational structures that are hybrids of the functional and
divisional models. They do so to try to capture the advantages of each, while minimizing the
disadvantages. For example, an integrated supervisor might be organized into the following main
divisions: regulation and enforcement; finance, administration, and technology; market
development and communication; supervision of financial groups; supervision of independent
financial institutions; supervision of pensions; and supervision of capital markets and
intermediaries. The first three divisions would conduct activities related to all financial sectors and
the needs of the entire organization.
The Matrix Structure:
•

is a hybrid in which an individual or work unit might report to two managers, one responsible
for a function and the other responsible for a division. For example, the bank supervision unit
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•
•

might report to both the head of supervision (who is also responsible for the supervision of other
sectors) and the head of the banking division (who is responsible for all banking-related matters,
including regulation, supervision, enforcement, market conduct, and market development).
Matrix structures can operate more horizontally than either functional or divisional structures, so
that communications are quicker. They also facilitate the development of specialized expertise and
the selection of the most suitable individuals to deal with a particular issue.
However, matrix structures can be quite complex, and individuals might be torn between the
competing demands of more than one manager. Such structures typically have a higher ratio of
managers to workers than do functional or divisional structures, which can be costly.

Organizational Design involves both Differentiation and Integration
Differentiation means dividing the work of the organization into reasonable tasks. Integration means
coordinating the activities of the organization into a meaningful whole. For example, a supervisory
institution might differentiate supervisory activities into off-site analysis and on-site inspection. But to
be effective, it needs to have mechanisms for coordinating the off-site and on-site supervision activities
and the integration of the findings into its risk assessments. Sometimes this might be done by grouping
organizational units with similar orientations and tasks; for example, having both the off-site and on-site
units report to the same manager. But this might also be done by using a matrix structure or forming
supervision teams with representatives of relevant units.

Criteria for Organizational Design
When considering alternative organizational structures, it is obviously important to assess how well they
support the criteria you have established, whether related to supervisory objectives, international
standards, or other objectives and constraints. There are also some general criteria for organizational
design that might usefully be considered:
•
•
•

•
•

Simplicity: Keeping the structure as simple as possible helps those within the organization, and
those outside it, to understand who is responsible for what. It can also help to enable decisionmaking and the simplification of business processes.
Flexibility: The structure should help the organization to adapt to changing circumstances, such as
evolution in the financial sector, seasonal workloads, and dealing with crisis situations.
Reliability: The structure should support effective supervision, with consistent and high quality
outcomes. For example, a centralized, information-technology department might be best able to
develop the expertise needed to develop and maintain systems that will support data collection and
analysis, and the management of supervisory workflow.
Economy: All organizations have limitations on their resources, so it is important that they operate
efficiently.
Acceptability: The structure of the organization should be acceptable to those who deal with it,
particularly those who work within it from day-to-day, but also those on the outside.

Although the structures of supervisory institutions might follow one of a few basic models, the
potential variations are almost infinite. It can be useful to learn from the experiences of other
supervisors in structuring and governing their organizations, as you consider alternatives for your
own. In addition to speaking with other supervisors, reading their annual reports, and reviewing their
websites, international organizations can be sources of examples and comparative information. For
example, the IMF produced a paper that examined the governance practices of regulatory and supervisory
institutions.9 The IOPS has published several working papers on the organization of pensions
9

See IMF, 2009, “Governance Practices at Financial Regulatory and Supervisory Agencies”.
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supervisors.10 And the reports on the observance of standards and codes that are prepared as part of the
Financial Sector Assessment Program (FSAPs) of the IMF and the World Bank often include information
about how supervisors are structured and governed, and how they operate.11

Other Issues and Alternatives
As complicated as they might be, the issues of institutional architecture and organizational
structure might not be the most difficult challenges involved in creating an effective supervisory
institution. Supervisory institutions, like any other type of organization, are operated by people. Getting
enough capable people into place, and getting them to work together to achieve the objectives of the
organization, involves much more than just drawing appropriate boxes on an organizational diagram. This
section will briefly discuss just a few of the challenges in doing so.
Attracting and retaining enough capable people to meet the needs of the organization is a
significant challenge for many supervisors. Budgets, staffing levels, and salary ranges are often
constrained, which can make it very difficult to compete with financial institutions for staff. Also, it might
be very difficult to find people with specialized technical expertise, such as actuaries, in the local market.
Supervisors have used a variety of techniques, such as the following, to deal with these issues:
Hire a mix of new graduates, or relatively inexperienced people, and those with long industry
experience or specialized expertise.
Sometimes, experienced people near the ends of their careers welcome the chance to apply their
knowledge and experience in a different setting, particularly one that provides a public service,
such as financial supervision. They not only contribute directly to dealing with difficult issues,
but also help to train and mentor the less experienced staff on technical matters, industry
operations, and management issues.
Establish groups of technical specialists within the organization.
For example, there might be groups of specialists on actuarial matters, accounting, investments,
information technology risk, capital, and anti-money laundering. The specialists work with
regulation and supervision staff on policy issues, off-site analysis, and on-site inspection. They
also provide a valuable training resource.
Use outside experts.
The reasons for doing so might include the following: dealing with gaps in internal resources,
taking action more effectively and efficiently, obtaining information or advice, solving problems,
permanently improving organizational effectiveness and efficiency, and building capacity through
training and development.12
Use project teams and committees.
There can be many reasons that people need to work together with others outside their
departments, or on tasks different than their usual assignments. For example, they might need to
implement an action plan to develop new supervisory methodology, or to collaborate to supervise
See, for example, IOPS, “Structure of Pension Supervisory Authorities and Their Approaches to Risk-Based
Supervision”.
11
See the IMF or World Bank websites and search by jurisdiction.
12
For more information on this topic, see the Toronto Centre’s Supervisory Guidance Note, 2012, “Using Outside
Experts.”
10
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a financial conglomerate.13 The mechanism and governance structures used can vary with the
nature and scope of the activity. For example, if an action plan is being implemented by three
staff within a single department, one of them could be designated as project leader and be
required to submit a one-page progress report to the head of the department each month. If the
implementation of an action plan calls for significant resources, or involves people from different
departments, the governance structure might include a project team, a steering committee, and
senior management. Project teams and committees can be formed as needed and dissolved when
their assignments have been completed.
Implement a multifaceted training strategy.
Even the smallest supervisory institutions often make use of a wide range of training and
development opportunities. The regional and international programs offered by the Toronto
Centre and other organizations are often an important part of the training strategy, particularly for
the development of the staff members who are considered to have the highest potential. But an
effective training strategy should also incorporate elements such as an induction program for new
staff, self-directed learning that makes use of international supervisory materials, on-the-job
training, internal training seminars led by staff, internal training seminars led by outside experts,
and the certification and continuing professional development programs of professional bodies.
Reward good performers.
Regular performance assessments can help to identify the best performers among the staff. It is
good practice to establish individual performance objectives for each individual and to tailor their
training and development plans to help them achieve their objectives. In most jurisdictions,
supervisors can reward the best performers by paying them at the high end of the salary range for
their position. Some supervisors also pay bonuses based on the achievement of individual and
organizational objectives. But good performers can also be rewarded in ways other than
financially. For example, they might be assigned to work on the project team that is leading the
implementation of a key action plan. They might be rotated among positions, or departments, to
provide help them develop wider and deeper expertise, which should benefit both them and the
organization as a whole.
Organizational changes, even those that are well-considered and supportive of the
organization’s objectives, can be disruptive and should be actively managed.
Organizational changes can affect the roles and responsibilities of individuals, their relationships
with others in the organization and outside of it, the way their various tasks are to be performed,
and how they see their future prospects. Change management can help an organization and the
individuals within it to make transitions successfully, without undue disruption. Change
management techniques can include involving staff in the design process, planning the transition
carefully, communicating the status of the transition regularly, providing training and coaching
using pilot testing, and phasing-in the changes.

Conclusion
Financial supervisors can be responsible for meeting a wide range of supervisory objectives and the scope
of their mandates can differ considerably. But all supervisors need to organize themselves in a manner

For more information on this topic, see the Toronto Centre’s Supervisory Guidance Note, 2008, “Implementing an
Action Plan.”
13
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that will help them to achieve their supervisory objectives. No organization is perfect and each
organizational alternative comes with trade-offs to be weighed.
Supervisory objectives should be a fundamental point of reference when assessing organizational
alternatives. Various objectives sometimes compete for attention and resources, and might even conflict
with one another. Compromises might have to be made, but such decisions should at least be informed by
an assessment of their potential effects on the success of the supervisor in achieving the objectives.
Supervisory effectiveness is driven by an ability to act and a willingness to act. The factors that can
enhance these drivers of effectiveness are reinforced by international standards for financial supervision.
It can be useful to develop a set of criteria that you can use in assessing various organizational
alternatives. The criteria, such as your objectives and constraints, and the scope of the changes being
considered, should be tailored to your situation.
The institutional architecture identifies the institutions involved in supervision and defines their respective
responsibilities. It often evolves over time and can become quite complex. Before considering any
significant changes to the institutional architecture, it is essential that policymakers have a clear picture of
the current architecture and understand any legal or other constraints to changing it.
There are four basic models: institutional, functional, integrated, and twin peaks. The situation in a
particular jurisdiction will affect the relative importance of the various advantages and disadvantages of
the models. But there is no need to adopt any one of these models of institutional architecture in its
entirety. The approaches can be mixed to develop hybrid models that will best respond to the situation in
a particular jurisdiction.
Organizational architecture consists of the formal organization (organizational structure), informal
organization (organizational culture), business processes, strategy, and human resources. Organizational
structures can be categorized as three types: pre-bureaucratic, bureaucratic, and post-bureaucratic. There
are two main types of bureaucratic structures: functional and divisional, but supervisors often develop
hybrids, such as matrix structures. Organizational design involves both differentiation and integration,
and should consider the criteria of simplicity, flexibility, reliability, economy, and acceptability. Although
the structures of supervisory institutions might follow one of a few models, the potential variations are
almost infinite.
As complicated as they might be, the issues of institutional architecture and organizational structure might
not be the most difficult challenges involved in creating an effective supervisory institution. Attracting
and retaining enough capable people to meet the needs of the organization is a significant challenge for
many supervisors. Examples of techniques used by supervisors to do so include: hiring a mix of people;
establishing groups of technical specialists; using outside experts; using project teams and committees;
implementing multifaceted training strategies; and rewarding good performers.
Organizational changes, even those that are well-considered and supportive of the organization’s
objectives, can be disruptive and should be actively managed.
The consideration of organizational alternatives can be a complex exercise, with many options to be
examined, objectives and constraints to be observed, and trade-offs to be weighed. But the rewards in
doing it well can be substantial: a supervisory institution that meets its objectives and provides a
satisfying work environment for its staff.
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Introduction1
Overview
This Supervisory Guidance Note (“SGN”) is designed help managers in supervisory agencies improve the
likelihood of successfully managing changes. The focus of this SGN in on managing the people aspects
of change in order to reduce stakeholders’2 resistance to change and improve support for change. The
scope is on the stakeholders’ emotional, behavioural and thinking reaction to change. This approach is
referred to as “change management”. Change management as defined here does not consider any broader
aspects of thinking or behaviour other than resistance or support for change. There are many other
definitions of change management (e.g. change management regarding the testing of new versions of
software) used in other situations.
Change management is not a standalone set of actions but should be considered when applying leadership
skills covered by other SGNs. There are three key SGNs for which change management may be integral:
•
•
•

Decision Making – when considering alternatives in the process of making a decision, it can be
helpful to know who might resist the implementation, and the reasons for resistance.3
Action Planning Guide – once you know who is resisting and why, you can plan actions to reduce
that resistance.4
Implementing an Action Plan – during implementation you need to confirm that resistance is
declining as well as deal with new sources of resistance that naturally arise during
implementation.5

Two other SGNs for which change management could play a significant role are:
•
•

Contingency Planning for Financial Crises – during crises, many additional stakeholders may be
impacted, potentially with major emotional and behavioural reactions.6
Organizational Alternatives for Supervisors – there is the potential for major resistance when
considering changes which directly impact individuals e.g. who they report to, roles,
responsibilities, skills, etc.7

This SGN first provides the context of what is driving change in financial services supervision. Then
change management is defined and the need for it discussed. Principles and tools are then outlined. The
overall change management process is laid out. This overall process is then mapped to specific change
management considerations in Decision Making, Action Planning and Implementing an Action Plan.

1

This note was prepared by Tom Koor on behalf of Toronto Centre.
Stakeholders are the individuals, groups, organizations or systems that are affected by the change. The stakeholder
may perceive the effect as positive or negative. See Toronto Centre Supervisory Guidance Note (SGN) Action
Planning Guide (cited below) for further discussion of stakeholders.
3
For more information see Decision Making (Toronto Centre Supervisory Guidance Note, October 2015).
4
For more information see Action Planning Guide (Toronto Centre Supervisory Guidance Note, October 2015).
5
For more information see Implementing an Action Plan (Toronto Centre Supervisory Guidance Note, August
2015).
6
For more information see Contingency Planning for Bank Resolution and Financial Crises (Toronto Centre
Supervisory Guidance Note, October 2015).
7
For more information see Organizational Alternatives for Supervisors (Toronto Centre Supervisory Guidance
Note, January 2016).
2
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What Might Drive Change in Financial Services Supervision?
New or revised supervisory business processes, roles, skills, etc. can be driven by:
•

•
•

New laws and regulations – these may not have been initiated by the supervisor. They can arise
from new international standards, the need to supervise new types of financial institutions (e.g.
microinsurance, microfinancing, fintechs), or deal with the implications of new types of
technology (e.g. blockchain)
New or revised supervisory internal policies and strategies (e.g. risk based supervision) which
have been initiated by senior supervisory management.
Other institutional changes initiated for other reasons (e.g. new information technology systems,
human resources reforms, etc.).

Changes such as these have the potential to impact:
•
•
•

Stakeholders within the supervisory agencies;
Stakeholders within regulated entities; and
Other stakeholders, including the customers of regulated institutions, safety net providers such as
deposit and policyholder protection schemes, and the finance ministry.

What is Change Management?
The purpose of change management is to decrease individual resistance to change or increase support for
regulatory, supervisory, or other changes. This support or resistance may be logical/factual or based on
emotion. Change management focuses on modifying the individual’s mindset, emotions and behaviour
regarding their resistance or support of change. People often have an emotional attachment to the status
quo. This support or resistance may be logical/factual or based on emotion. This is where many change
management efforts fail – the efforts are focused only on capturing the “minds” of people, rather than the
“hearts and minds”. Individuals may need to be persuaded and influenced to change their emotions and
behaviour regarding their change support or resistance, because only asking them to change may not be
effective. Change management is comprised of principles, tools and processes.8

Why is Change Management Important?
What Does Change Management Need to Consider?
Change management needs to shift mind-set, emotions and behaviour. This shift is driven by both
emotional and logical factors. Research shows that if the individual mind-sets are considered, then 74%
of change efforts are successful, while if individual emotions and mindsets are not considered, then only
20% of change efforts succeed.9
If you have both emotional and logical support (i.e. hearts and minds), you can have a successful change
project. Logic and facts alone are often not enough. There are many situations where emotional
arguments will win over logic and facts.

Adapted from definition in Wikipedia Contributors, “Change Management,” Wikipedia,
https://en.wikipedia.org/wiki/Change_management, and The World Bank, Communication for Governance &
Accountability Program, “Change Management.”
http://siteresources.worldbank.org/EXTGOVACC/Resources/ChangeManagementweb.pdf
9
“The Science of Organizational Transformations,” McKinsey Survey (September 2015). Accessed January 2017.
8
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Why Do Major Projects Often Fail?
People end up not supporting the change and in fact often resisting the change. What causes the
resistance? Any aspects of the change which directly impact the individual, and are perceived negatively,
will result in resistance. The organization itself might be undergoing major change but that will not cause
resistance if the individual is not directly affected. Thus “small” changes impacting individuals have the
potential to cause major resistance. This resistance is often related to stress and worry.
Most people prefer stability to the uncertainty associated with change, and see more reasons for “don’t
do” rather than “must do”. People look for reasons that activities cannot or should not be done. People
don’t carry out activities or the activities are late. The quality and intent of the change is not carried out –
people focus on being able to “check off” that they did something, while the underlying objective of the
change is not achieved.
The failure may be evident only far after implementation is complete. This is often seen when companies
undertake major mergers or acquisitions and the expected revenue increases and cost reductions do not
occur, at which point observations are then made that the “company cultures” were not considered, which
is fundamentally that the resistance and support of the internal stakeholders’ groups was not assessed and
planned for during decision making, planning and implementation.
Why Do People Resist?
Three types of personal impacts drive individual resistance:
•
•
•

If day-to-day behaviour needs to change (e.g. processes/procedures, how to interact and work
with others inside or outside the organization).
If the individual’s environment changes (e.g. salary, who they work for, who their colleagues are,
the work space, the technology they use).
If the individual’s perception of their identity, value or their future is threatened (e.g. career path,
chance for promotion, perceived status, value of their knowledge, skills and past experience).

People will resist if:
•
•
•
•
•

They perceive the personal impacts as negative. This perception aspect is critical. Leaders and
third parties might view a change as minor; however, the individual perception can be quite
different.
They do not know what the personal impact is, but speculate negative impacts.
They feel they have lost control or cannot influence their future.
They do not understand or believe “what’s in it for me”.
They start to lose trust in their leadership, due to the perception that the leadership is not listening
to their concerns and issues.

Leaders may find change management difficult because the approach can be very different from their past
experience. Past experience may often have focused on using analysis and logic to enable change.
Formal authority (i.e. the “Manager” tells people to do things differently) may have been the basis for
driving change. If the leader is instead faced with a situation involving resistance and stress, a successful
change will require consideration of emotions and perceptions.
How Does Resistance Manifest Itself?
The reaction to a change is on a spectrum, from enthusiastic support to active resistance. An individual’s
reaction can vary, in terms of how they perceive the overall change vs. how they perceive the aspects that
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directly impact them. For example, people may agree with a company’s need to restructure in order to
survive but may resist the specific changes impacting them.
The following table illustrates some of the behaviours associated with each possible reaction to change.
Active resistance

Passive resistance

Takes deliberate
action to resist the
change, and cause
failure.
Spreads destructive
rumours.

Voices opposition.
Allows failures to
occur.
Ignores policies.

Apathy /
Compliance
Shows lack of
interest. Has no
negative or positive
feelings regarding
the change.
Goes along with the
change.

Agreement

Enthusiastic support

Agrees with the
change and helps
but with limited
positive emotions.
Follows policies.
Avoids failures.

Champions the
change.
Spreads positive
rumours.
Seeks ways to
enable success.

View resistance to change, and resistors, as positive. Resistance indicates issues that management should
address. Do not blame or judge the people who are resisting.
Resistance, to some aspects of a change, can occur at all levels of an organization. Most people often
have some resistance to some aspect of a change. People may not be consciously aware that they are
resisting. Remember that silence does not mean enthusiastic support.
Most small changes generate little emotional reaction and thus fall into the “Apathy / Compliance”
category. Major or transformational changes have the potential to generate a strong reaction –
enthusiastic support or active resistance.
Those leading change need to identify any stakeholders and individuals whose authority and influence
combined with their resistance can cause the change to fail. Similarly, to identify any stakeholders and
individuals who are critical to enabling success.

Integrating Change Management into Broader Decision Making, Action
Planning and Implementation
Typically change management principles, tools and processes will be integrated when applying the skills
covered in other SGNs such as those addressing Decision Making, Action Planning and Implementing an
Action Plan, rather than as a separate project. The decision making, planning and implementation leaders
need to assess the need for change management and only incorporate the principles and tools (discussed
later) necessary for success. Rarely would a change project require the use of the full range of principles,
tools and processes.
The need for change management is determined by two factors: how significant is the change in terms of
how it impacts the individual, and what has been the organization’s past experience with changes which
impact the individual. The greater the impact to individuals and the less experience the organization has
had with successful change, the greater the need for change management.
The organization’s past experience with changes which impact the individual considers: whether or not
these types of changes have occurred before; what the result was (i.e., the degree to which individuals
accepted and implemented the changes and the achieved the goals outlined in the action plan); and the
approach used to plan and implement these changes. The decision making, planning and implementation
leaders need to focus change management principles, tools and processes on those stakeholders whose
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support is critical to project success (and whose support is weak) or whose resistance can cause project
failure (and whose resistance is known to be significant).

Approaches to Change Management
Overview
The change management principles and tools discussed in this SGN are based upon third-party research,
which has found them to be effective. There isn’t just one single universal change management
framework, but rather a holistic assembly designed to address different aspects of change management.
Decision making, action planning and implementation all draw upon these principles and tools. Making
decisions which are accepted, preparing plans which are achieved and successfully implemented all
require understanding of the potential degree of resistance and way to mitigate resistance.
Much of traditional communications is one way (e.g. sending out emails, documents, PowerPoint
presentations, etc.). The intent is to distribute facts, information or knowledge to the stakeholders. There
may be some procedures to confirm that the stakeholders have received or understand the content of the
communications. This one-way communication may lead to the failure of change management, which
should focus on understanding what the stakeholders perceive or feel.
Two-way communications include opinions, perceptions, worries, concerns and questions being
communicated to those who are driving change. They in turn process that information and then share it
back with stakeholders to build and confirm mutual understanding. The communications back to the
stakeholders often also includes facts, information and knowledge as part of the process to address
concerns and thus reduce resistance.
Group Change Management is intended to work with larger groups of people, the organization as a whole
and even include external stakeholders. One-way communications often form a major part of Group
Change Management. It is comprised of a set of eight principles which address emotions and perceptions
to some degree. The principles are described in a later section of this note.
Individual Persuasion is targeted at the emotions and behaviours and can be used with small groups and
individuals – especially those who are critical to success or can cause the entire change to fail. The four
tools (Obtaining Accountability, Gaining Trust, Assessing Acceptance and Four-Box Persuasion) are
described in further detail in the Individual Persuasion Section.
Persuading stakeholders to change can be done once there is clarity around the future, understanding of
who the stakeholders are, how they are impacted and why they might resist. There are three categories of
stakeholders:10
•

10

•

Outward: Consumers; supervised entities and their owners, directors and managers; trade
associations; other supervisory agencies; the media.
Upward: Senior managers and the board of your agency; the legislative bodies in your
jurisdiction; the government ministry responsible for the financial sector.

•

Inward: Your staff and peers.

The “OUI” framework from the SGN Action Planning Guide, p. 3.
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All the above principles and tools fit into an overall change management process, described in a following
section.

Group Change Management - Principles
Group Change Management is intended to work with larger groups of people or the organization as a
whole. In most change management situations, you would at least apply the following eight principles as
a checklist to determine if any changes are required to the project activities. These eight principles can be
used as input to planning the current change as well as understanding past changes. They are based on
research as to why major changes have succeeded or failed.11
These principles start to be used when past changes have not met objectives or the proposed project is
different from past changes and is seen to have more potential for resistance. You can use the following
principles to review your plan to determine if there are activities and outcomes which address each
principle.
•
•

•

•

•
•

•
•

Increase urgency:
o Management and staff need to understand why they have to change now.
Build the guiding team:
o There is a core group with enough authority and commitment to drive the change
forward. The core group must include line management, and not be only support
functions or external advisors.
Get the future vision right:
o A clear, specific and easily understood vision that provides clarity regarding the future.
This future vision includes an outline of the transition from the past to the future. Ideally
the vision tells a story of the future which is compelling, inspiring, believable and
achievable. The stakeholders should be able to see themselves in this future vision.
Without a clear picture of the destination, people can easily remain in the status quo.
Communicate the future vision and ensure that people understand:
o Everyone should have a common vision of the future.
o Everyone can see themselves in the future vision.
o Communications is a two-way process. The dialogue and questioning creates the
understanding and buy-in.
Stakeholders are making decisions based on the future vision, rather than the current situation.
Achieve short-term wins:
o Some results are achieved in the short term, which reduces resistance two ways: smaller
changes may have less resistance; and successful short-term wins increase credibility of
the overall plan while also producing more change champions.
Don’t let up:
o Don’t declare success too early. Maintain the sense of urgency and continue driving
change.
Institutionalize the change and make it part of the culture:
o Management processes such as leadership development, succession plans and promotions
reflect the new future vision.

Individual Persuasion
Individual Persuasion is focused on the emotions and feelings of stakeholders. There are four sets of
individual persuasion tools:
11

John Kotter, “Leading Change: Why Transformation Efforts Fail,” Harvard Business Review (January 2007).
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•
•

•
•

Obtaining Accountability: appropriate stakeholders (often those actually undergoing change)
need to take accountability for results and for the planning and implementation to achieve those
results. Without that accountability, there is a high risk of failure.12
Gaining Trust: stakeholders need to trust you to enable the process to gain commitment to change
and to reduce resistance. Without trust, there is a high likelihood of change failure, because
people will not believe the facts, the rationale for the change and the underlying decision making
and planning.13
Assessing Acceptance: you can now assess where stakeholders are in their support of change and
make plans to mitigate their concerns.13
Four-Box Persuasion14: This tool can be used to help structure one-way communications
(PowerPoint, etc.) regarding both facts, stakeholders’ concerns and how to address them. In order
to create the required information, the tool is first used in two-way communications in order to
have dialogue with and gain information from stakeholders as to their perceptions of issues
causing resistance and views on mitigating actions.

Obtaining Accountability Tool
The probability of change success increases when stakeholders take accountability for the implementation
plan and to deliver the outcomes. This require two-way communications. Listening, discussing and
gaining input are key – communications is more than just presentations, emails, etc. A key characteristic
of successful communications is demonstrating to the stakeholders that they have been listened to.

Type of conversation
Initiative conversation

Understanding
conversation

Performance conversation

Closure conversation

Purpose of the conversation
• Proposing something new – beginning to create the future.
• Sharing new ideas, goals, and visions with the people who have to
implement them.
• Helping people understand the meaning of the change and how it
relates to them.
• Building awareness and knowledge so that people can see how to
participate and support the new future.
• Recognize that understanding by itself does not imply acceptance or
cause action.
• Requesting people to make promises regarding specific actions or
results.
• This is the first step in people accepting accountability to take action to
achieve results.
• Acknowledge the facts – what results have been achieved and what’s
incomplete.
• Acknowledge common complaints.
• Apologize for mistakes and misunderstandings.
• Amend broken promises.
• Appreciate people and recognize contributions.

12

Jeffrey Ford and Laurie Ford, The Four Conversations: Daily Communication That Gets Results (San Francisco:
Berrett-Koehler, 2009).
13
Robert Jolles, How to Change Minds: The Art of Influence Without Manipulation (San Francisco: Berrett-Koehler,
2013).
14
For more on the Four-Box Persuasion Tool, see page 14 of this SGN, and the SGN Implementing an Action Plan,
p. 2.
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People who have made a promise to do a task and have scheduled a specific time to review results are
likely to complete the task 95% of the time. 15 Successful change management requires that the people
who are going to change are part of the planning process. They need to develop and own the action plans,
as well as review and provide input to the plans. Change management risks failure if people are presented
with actions plans and told to execute them. Often people will need assistance preparing their action
plans. However, the plan ownership and accountability must still clearly remain with the change leaders.
Nature of the performance conversation
If someone hears an idea/action.
If someone consciously decides to adopt the idea/action.
If someone decides when they will execute the action.
If someone plans how they will execute the action.
If someone makes a commitment to a third party that they will execute the
action.
If someone has a specific appointment to review accountability and results
with the third party they made a commitment to.

Likelihood to doing
task
10%
25%
40%
50%
65%
95%

As implied by the table above, the greater the degree to which people who have to change are involved
with planning and implementing the change, the greater the likelihood of success.
Gaining Trust Tool
Establish trust
You have to determine what stage people are at in terms of committing to change. Often people have not
made the personal decision that they need to change. How do you influence people and enable them to
progress through the different stages to make a commitment to change?
Influencing how people think and feel is based on largely on trust. Even if there is an “expert”, that
expertise will not persuade people if there is little trust. You create trust with those you are trying to
influence by asking open questions and listening. Note that “making statements” does not create trust.
This is where many change management efforts fail – the efforts are too focused on one-way
communications which only make a series of statements.
There are four steps to gaining trust:
•

Ask open questions (i.e. cannot be answered with a “yes” or “no”). Most people want to tell their
stories and will do so, to the degree that they are comfortable.

•

Actively listen to the response. Think about and understand what the person is saying. See how
it relates to the change you want to occur. Demonstrate active listening by “playing back” what
you have heard, either in conversation or documentation.
Ask follow-on questions which will help move the conversation in the direction of enabling
understanding of what the change is and why it’s important to change.
Avoid bringing up or discussing problems the person has. At this point in time you’re trying to
build trust. It’s too early to start discussing problems and potential solutions.

•
•

15

Ford and Ford, The Four Conversations.
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One example of listening is the approach used by some regulators with external stakeholders:
•
•
•
•

Publish a consultative document seeking feedback on proposed regulatory changes.
Ask for formal inputs and suggestions.
Have meetings with stakeholders to gather their input.
Publish and share the input received, perhaps with the regulator’s assessment and an explanation
of the changes made to the originally proposed regulatory change.

Understand urgency
Once you have established trust, then you can move onto urgency. At this point in time people
understand there is a problem and they trust you. Urgency means that people believe they need to do
something about the problem now.
The trust relationship enables you to ask difficult questions, such as: What will happen if the organization
does not change? What will happen if the individual does nothing? This can be a difficult discussion,
because the “do nothing” option may result in personal issues. Change to behaviour and mindset often
occurs because the issues of the “do nothing” option exceeds the concerns and worries regarding the
option to change.
This can be a complex process. People may “hope” that something happens so that they will not have to
change. Given that they trust you and believe that you can help them, you can relieve some of the
feelings of stress and worry.
Commit to change
By this point in time, people trust you, understand that there is a problem and they understand the urgency
to change now. The four steps to take at this point are:
•
•
•
•

Reconfirm that the change is better than doing nothing and has benefits. You should be able to
answer the “what is in it for me” question that people are thinking about.
Ask for commitment to action.
Discuss the logistics of moving forward. This reinforces commitment to change. It is difficult to
maintain commitment if someone doesn’t know what to do next.
Reassure people that they have made the right decision. It’s very natural for people to
immediately question what they have decided. Reassurance maintains that commitment.

How to handle objections
People will object to change, because they fear the change, believe there is no need to change or believe
there is no need to hurry. When you hear objections:
•
•
•

Clarify the objection and seek out any underlying root causes (which may require asking “why”
several times).
Acknowledge that the other person’s concerns are valid. If you reject their emotional perception
of issues, you destroy trust and increase resistance.
Respond to the concern, in terms of possible mitigation. You may have to get back to people at a
future date.
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•

Sometimes the objection does not go away or you’re not able to respond. The active listening
you just employed is often enough create trust and to gain support, even if you are not able to
address their concerns.

A discussion about objections can be quite negative. Try to end the discussion by on a positive, forwardlooking tone by reminding people of:
•

•

What the change is:
o What you’re trying to change.
o When to change.
o Why this change is important.
The required resources and approach:
o Who is involved.
o Where the resources will come from.
o When the change will get done.

Assessing Acceptance Tool
You need to know where people are in their thinking in order to make decisions, prepare action plans and
monitor action plan implementation. Your tasks could vary significantly. For example, if everyone
believes they have an urgent need to make the change quickly versus believing no change at all is
required, this will have a big impact on your actions and communications.
People very naturally are resistant to change
Most people are naturally resistant to change which impacts them personally in some way. The greater
the number of changes and the greater the magnitude of each change, the greater the resistance to change.
Why do people resist change?
•
•
•

They fear change.
They perceive no need for change.
They are in no hurry to actually change.

You need to understand at what stage people are in their thinking process before you can persuade them
to change. You need to get input from people. This can be done by:
•
•
•

Asking people, individually or in groups/town halls.
Management meetings may identify concerns that both staff and management have.
Conducting surveys.

People also want to know that they have been heard and understood. This can be as simple as “playing
back” in a conversation what you’ve heard or be as formal as sharing the results of a survey. This step
can reduce resistance by demonstrating to people that they have been heard.
The six stages of acceptance
When a problem or proposed change is first discussed, various stakeholders may be in very different
stages of acceptance, ranging from not believing there is a problem through to being committed to the
change in order to resolve a problem which they believe requires immediate action. Thus, you need to
understand what stage of acceptance people are at, in order to plan your communications. There are a
range of stages.
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Stage 1 Satisfied with current personal situation
People are convinced they have no problems (or opportunities) which impact them personally and no
need to change. People may believe the broader organization has a problem and that “someone else”
needs to change.
Stage 2 Acknowledgement
People admit they have a problem (or opportunity) that requires change. But at the same time, they may
state that they do not want to do anything right now. People can be “stuck” in the acknowledgement stage
for two reasons:
•
•

They are afraid to change.
They perceive the problem is small or unimportant, or the problem can be dealt with at a future
time (sometimes people hope that someone else will have to deal with the problem in the future).
You need to think about the priority of this initiative relative to all the other priorities people
have. If this initiative is just one more priority, at the end of a long list of priorities, there is the
risk that it is seen as unimportant.

Stage 3 Decide to take action
People have made the decision to take action now. At this point they both acknowledge that the problem
(or opportunity) exists and that there is the urgent need to change. The focus here is on short-term action.
It is easy to decide to do something in 10 years’ time if nothing must be done in the short term.
Stage 4 Investigation
People look for a solution. The degree to which people can provide input to a solution or help craft the
solution increases the probability of success. Often the organization has limited choice regarding the
direction but people can still be involved in the Action Planning, which provides a sense of control over
the future, reducing resistance and stress.16
Stage 5 Selection
People pick a solution. There are two aspects to this:
•
•

The decision as to the direction and future vision (which is often made by the leadership team,
board of directors, minister) may not involve many of the stakeholders;
The creation and agreement on the action plan(s) may have involved many stakeholders.

Stage 6 Reconsider
It is inevitable that some people will regret their decision and regret the solution they picked or supported.
People will need to be reminded as to why they decided to take action. This often happens when
implementation begins and starts to directly impact stakeholders.

16

For more on action planning, see the SGN Action Planning Guide.
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Four-Box Persuasion Tool
Earlier principles and tools have enabled you to build a picture of the future which stakeholders can
understand, conduct the two-way communications to understand stakeholders’ concerns and reasons for
resistance, ensure that you are trusted by the stakeholders and that they have committed to action.
The four-box communications tool assembles the above into four steps, shown in the diagram below.
There can be numerous stakeholders (e.g. within the regulator/supervisor, regulated institutions, and even

third parties such as the public) and each may require their own analysis using the four-box tool. This
tool can be used to assemble a formal one-way communications package or used to structure dialogue and
discussion with stakeholders.
Many change leaders tend to focus on Step 1 (why change) and Step 2 (the benefits of change). Many
stakeholders tend to focus on Step 3 (their concerns, worries, uncertainties, reasons not to change, etc.).
Step 1 Dialogue as to why stakeholders must change
Often people start out being comfortable with the status-quo and resisting any change. This steps helps
stakeholders understand why the status quo is unacceptable and the negative consequences of the status
quo (i.e. not changing). The dialogue will help you identify the stakeholder concerns and reasons not to
change. Ideally, the stakeholders will perceive a compelling reason to change and take personal action.
In addition to the organization’s need for change, you’ll use facts and examples that resonate with the
people who are being asked to change. Focus on down-to-earth examples rather than “conceptual” or
“high level”. Never focus on issues regarding individual people, but rather the status-quo problems and
opportunities.
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Step 2 Dialogue as to the benefits of change
This step starts with a clear, easy-to-understand picture of the future, how it’s different from today and
factual reasons as to why change is required. Accompanying this is an outline of the path to the future.
The stakeholders need to be able to see themselves in the future picture.
This combination of the goal and the path can help reduce resistance. For example, if the path shows the
future comes about in stages, over time, with involvement along the way, resistance will be lower than if
the future change were to occur in one step, in the near term with no consultation.
This dialogue focuses on what the stakeholders perceive as the benefits of change. You are able to paint
the picture of organization and department benefits, but the individual stakeholder benefits depend upon
what they perceive. This may require extensive discussion to build understanding. This dialogue may also
identify additional concerns and reasons for resistance.
Step 3 Stakeholder concerns and resistance
This dialogue is key to building trust. You are able to validate your understanding of stakeholder
concerns and reasons for resistance. The demonstration that you want to and are starting to understand
the stakeholder needs and concerns is key to building and retaining trust.
You don’t need to have all the answers, in fact should not have them all when gathering input. The
stakeholders want to feel that they are providing input and influencing the change.
Step 4 Dialogue as to what does not change
You need to confirm what will not change. You are reassuring that you understand what stakeholders
perceive as valuable or important. This step helps decrease resistance by reducing rumours and
speculation as to “what else” might be changing.

Change Management Process
Overview
The following steps should be considered in most change projects. Small changes may only require
reading the list to confirm that there are no significant issues. As you go through this list, consider how
any required activities can be included in your Decision Making, Action Planning or Action Plan
Implementation.
Some change management activities might be part of a formal Communications Plan, which could be
developed to support decisions, planning and implementation. The Communications Plan often focuses
on the formal communications processes, such as presentations and announcement meetings, which are
often handled by the person normally responsible for Communications. The “softer” aspects of Change
Management, such as Individual Persuasion, are integrated with broader project activities.
Required depth and breadth of Change Management
In many cases, the organization will have had significant degrees of success with past changes and there
are no major trust or relationship issues. Often the change will only require the use of the Four-Box
Persuasion Tool combined with some consideration of the 8 Group Change Management principles,
especially:
•

Communications as to why the change is important to the organization and the individual.
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•
•

Clarity regarding accountability for results and benefits.
Providing any required training for planning, implementation and ongoing operations.

When there is increased risk of resistance to change or there have been issues regarding the success of
past change, some or all of the 8 Group Management Principles can be used to define additional decision
making, planning and implementation activities. When there is the risk of major resistance to change and
relationship or trust issues, you then may need to deploy both Group Change Management and Individual
Persuasion.
There is overlap between Group Change Management and Individual Persuasion. Persuasion tools can be
used on large numbers of people and many of the Group Change Management actions can be deployed
when dealing with individuals. The determination of the approach to use is done in Step 1B Readiness
Assessment, of the Change Management Process.
Step 1A The Future Vision
This step is done in parallel with Step 1B, the Change Readiness Assessment. Your stakeholders are all
the people who are affected by the change. This includes both the people you know will be directly
affected by the change as well as people who may either believe or worry that they will be affected by the
change. People outside the organization may be stakeholders.
You need to paint a picture of the future. The people affected by the change will need to see themselves
in this picture. And they need to understand how the future is different from today. The picture includes
aspects of the project e.g. what’s in scope (and out of scope), who will and will not be affected, and what
the objectives are.
Your future vision should include an outline of the path to the future. The path can be an important
method of decreasing resistance and increasing support e.g.:
•
•
•

A phased approach over time means that the initial resistance will be lower because it will be
focused on a smaller change (rather than one large change).
Assuming the initial phases are successful, there will be more champions of the change and
uncertainly and doubts will decrease as short term wins are demonstrated.
A phased approach provides the opportunity for more two way communications and dialogue
along the way, which again reduces resistance.

This needs to be an achievable future or else a situation where there is no option other than to attempt to
achieve it. The Change Readiness Assessment in 1B will consider the degree to which the future is
achievable and identify any change management issues.
People will want to know priority relative to other projects and ongoing work activities. There will be a
limited number of projects that can be undertaken, given the resources and the capabilities of the people –
once again, a check to confirm the feasibility of the change.
Recognize that a “perfect” change management solution is not required. Many people may simply “go
along with” the change. Focus on what is critical for success – the specific people and groups that need to
change and the minimum changes in thinking and behaviour.
This step uses the Group Change Management Principles and concludes with:
•

A picture of the future and path to the future.
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•
•

Identification of the specific concerns and reasons not to change for each stakeholder – and the
implication of this to success. This enables creation of a plan to address concerns.
Have the core team and champions been identified and are they committed? Note that there may
be champions in the regulated institutions as well as the regulator/supervisor.

Step 1B Change Readiness Assessment
This step is done in parallel with the creation of the future vision of the change set out above. The future
vision may be revised as a result of the Change Readiness Assessment. This iterative process between
change leaders and stakeholders builds a more achievable vision because the process helps reduce
stakeholder resistance and increase support. A vision done in isolation risks failure because the sources
and causes of resistance are unknown.
This step focuses on how ready people are for the change, and the degree to which they will support or
resist the change. It is helpful to identify who believes nothing needs to be done versus those who
understand the need to make the change now.
The questions to consider at this step include:
•
•
•
•
•
•
•
•
•

How disruptive will the change be to the organization as a whole and to individuals or groups?
What has been the history of implementation success? Why have people supported, or resisted,
changes in the past? What has been the outcome?
What is the expected resistance from those who will need to change?
How important is the change to the leaders who need to champion it on an ongoing basis?
How many other changes will be occurring at the same time? Most people can only absorb or
deal with a finite amount of change. There can be other changes in the organization. People may
have changes in their personal lives.
What is the existing stress level?
Is the change consistent with the culture?
Are the necessary skills and experience available for action planning and implementation? What
training is required? Do internal resources need to be supplemented?
Are there trust and relationship issues?

The tools used in this step are:
•
•

Where are people at in their acceptance?
The four-box persuasion tool, to structure information collection and preparation for future
communications.

This step concludes with:
•
•
•

An understanding of the degree to which stakeholders accept the change – and would resist or
support the change.
An understanding of why the stakeholders would resist, including validation by the stakeholders
that these are their concerns.
A determination of what change management principles and tools are needed and to what degree
they need to be deployed.
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Step 2 Implementation Planning
At this point you are ready to start with implementation planning. The stakeholders who are critical to
success or are able to cause failure must understand the future vision, understand why change is required,
believe that action is needed now, and that their key concerns will be addressed.
The questions for you to consider include:
•
•

Are the implementation leaders committed?
Does the implementation plan contain a clear picture of the future, outlining any changes in
thinking and behavior?

•

Are the initial change management issues identified, prioritized and dealt with by appropriate
action plans? A critical component of this is training. In addition to technical training regarding
new standards and approaches, training may also include:
o New ways to have meetings and dialogue with regulated institutions and others.
o New ways to communicate risk-based judgements, to ensure that stakeholders understand
the rationale and analysis that has led to conclusions.
o New ways to build trust and relationships with stakeholders.
Is there a process to identify any changes in resistance/support or any new issues during
implementation? This is especially important with a phased approach, in which new stakeholders
may become engaged over time and must be convinced to support or minimize their resistance to
the change.
Is there a method to confirm that thinking and behaviour have actually changed at the conclusion
of implementation?

•

•

A key component of the implementation plan is communications:
•
•
•
•

Implementation should include ongoing communications of short-term successes, which helps
reinforce commitment to the change.
Each phase of the change should be supported by its own set of communications.
The plan should also address communications at the end of the change and provide for
recognition or celebration of success.
A critical communication is the initial project announcement.

At this point you can identify specific change management objectives, if required. The tools used in this
step are:
•
•
•

Obtaining accountability: to ensure that people make specific commitments to review results with
those they made the commitment to.
The four-box persuasion tool: you are building in the mitigating actions from the implementation
plan.
Assessing acceptance tool: to confirm that commitment remains and resistance is not increasing.

The implementation plan should also be reviewed using the Group Change Management Principles to
identify if there are any overall issues which might lead to failure.
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Step 3 Announcement and Communication
You may be announcing both the future and the project for achieving the future. There may have been
earlier communications to help stakeholders understand the need for change and you to understand the
readiness for change.
Two-way communications will continue over the course of the project and not be limited to the initial
announcement. With a phased approach, there will be an announcement and communication at the start
of each phase.
Identify the different stakeholders, both internal and external. In today’s internet and social media world,
informal communications to a broad community can occur. You need to think about how different
stakeholders, especially outside the organization, will perceive the announcement.
What formats will be used for the announcement? For getting feedback? Potential approaches include:
memos, emails, telephone conference calls, video conference calls, one-on-one, group meetings, social
media (blogs, chat rooms, twitter etc.). Even though today’s generation is very social media oriented,
face-to-face communications (even via video) is often the most effective.
Who does the communicating? Consider the different approaches. Often there is a “cascade” approach to
the announcement e.g.:
•
•
•
•
•

Starting with management.
Then there can be announcement to the staff.
Finally, the announcement might be shared externally.
This can be followed by internal group meetings.
The change may also require extensive external communications, including one-on-one and group
meetings.

When pulling together the communications plan, consider:
•

•
•
•
•
•
•
•

What the desired outcomes of the announcement are: to provide information; to start the
understanding as to why the change needs to occur and why it is urgent for the specific
stakeholder. The change may look different to each stakeholder e.g. some may feel little impact
while others will feel major impact.
What aspects of the change will generate the most resistance and issues – how can this be
addressed in the announcement?
The lessons learned from past changes – what worked and did not work.
When will implementation start? How will people be updated about implementation progress?
What are the immediate next steps?
What do the stakeholders need to do next?
How do people get answers to questions?
Consider having a list of Frequently Asked Questions (“FAQ”) and have answers available at the
time of the announcement and updated afterwards.

Put in place a process to get feedback regarding the announcement. This can range from questions that
management ask through to a comprehensive survey. Social media techniques (blogs, chat rooms, etc.)
can also be used to obtain feedback.
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There may be individual benefit to supporting the change as well as negative implications if they do not
support the change. Think about the degree to which these are publicly communicated, but management
also needs an answer to the question “What if I don’t support this”. What does the most senior person, or
leadership team, need to do to demonstrate commitment? What actions, behaviours and communications
are needed?
The tools used in this step are:
•
•

Four-Box Persuasion: to assemble one-way communications packages (e.g. email, letters, articles,
presentations, etc.).
Acceptance Assessment: broader and more detailed communication may cause additional or
different resistance to arise.

This step concludes with: all the stakeholders understanding the future vision, the path to the future, and
with reduced resistance because they see that their concerns have been heard and addressed.
Step 4 Execution
The action plan implementation or decision making activities include the change management activities.17
Step 5 Monitoring Implementation
The focus here is on monitoring change management implementation. Identify any new change
management issues or risks regarding the successful achievement of the change management objectives.
Take corrective action, if warranted. Often this identification of issues and risks can be done through the
existing formal and informal management processes or project processes. The tool used is Acceptance
Assessment to identify any additional or increased resistance.
Step 6 Evaluation and Lessons Learned
At this point the project implementation activities are complete. Assess what has been the actual change
in thinking and behaviour and what resistance and support remained at the end of the project.
What are the lessons learned? What worked well and did not work well? What should be repeated next
time and what should be done differently next time?
The tool used is Acceptance Assessment. This step concludes with:
•
•

Identification of how resistance may have changed during the change, and what issues, if any,
remain at the end of implementation.
Understanding how effective the Principles and Tools have been and identifying ways to improve
for the next change.

Note that although the implementation may be complete, there may still be outstanding issues. Also, the
true effectiveness of the implementation in some case may not be clear for some time.

17

For more on implementation planning see the SGN Implementing an Action Plan.
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Integrate into Decision Making, Action Planning and Implementation
This SGN has so far discussed: what is driving supervisory change; why do people resist change; what is
change management; what are change management principles and tools; what is an overall change
management process.
But how do you actually carry out change management? The activities set out in this SGN need to be
integrated into the tasks and activities set out in the related Decision Making, Action Planning Guide and
Implementing an Action Plan SGNs. This section illustrates how to do that.
Decision Making SGN
The decision to make regulatory changes may arise as a result of changes to global standards or decisions
outside the control of the regulator. But the path towards the future change often has components within
the regulator’s influence.
Steps 1A (Future Vision) and 1B (Change Readiness Assessment) comprise part of decision making.
Change readiness assessment can provide feedback regarding different options for the future and the path
for the future. You may need to weigh the benefits of different options versus the challenges of potential
resistance.
The change readiness assessment may be part of a broader readiness assessment, understanding the size
and nature of potential changes to processes, procedures, reporting, organization and roles, and
information technology.
Action Planning Guide SGN
Step 2 (Implementation Plan) and Step 3 (Announcement and Communication) activities form part of the
broader action plan. Many of the formal communication activities may be part of a broader
communications plan. Training in the people aspects of change may be part of a broader training plan.
You will need to include dialogue and persuasion activities (which may be informal) as part of the overall
action plan.
Implementing an Action Plan SGN
Step 4 (Execution) and Step 5 (Monitoring Implementation) are part of implementation activities. New
change management issues may arise because: stakeholders get actively involved and start implementing
changes; and change moves from a “theoretical discussion” to changes in what people do day-to-day.
Step 6 (Evaluation and Lessons Learned) activities focus on the change management aspects. This
evaluation may be part of a broader evaluation regarding the degree to which desired outcomes and
objectives have been achieved.

Conclusions
This SGN provides an overview of the change management concepts. Supervisory agency changes (e.g.
business processes, roles, skills, etc.) are being driven by: new laws and regulations; new or revised
supervisory internal policies and strategies; and other institutional changes (such as information
technology changes).
The purpose of change management is to decrease individuals’ resistance to change, and increase support.
This resistance is often emotional and based upon negative perceptions of how the change might directly
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impact them. Resistance is less likely regarding changes which are seen as impacting others or not
directly impacting the individual.
This resistance can cause the change to only partly succeed or even fail because the individual may delay
or not fully implement the change. Change management is specific to the concerns of each stakeholder:
Outward of the supervisory agency (consumers, supervised entities, etc.); Upward (legislative bodies in
your jurisdiction, etc.); and Inward (your staff and peers).
The foundation of change management is two-way communications – focused on understanding the
stakeholders’ concerns and demonstrating that you understand those concerns. There are 8 principles
which are the foundation of change management. They focus on ensuring that every stakeholder can
understand the future vision (and see themselves in it) and that stakeholders understand and are
committed to action starting now.
There are four tools which can be used to enable the achievement of the principles:
•

Obtaining Accountability: The appropriate stakeholders (often those actually undergoing change)
take accountability for achieving the results through their planning and implementation.

•

Gaining Trust: The stakeholders must trust you. Otherwise they won’t believe the facts you tell
them nor are they likely to reconsider the concerns which are causing their resistance.

•

Acceptance Assessment: in order to understand whether or not there is resistance, your need to
know (and monitor throughout the change) what stage are people at, ranging from don’t believe
there is any reason to change through to being committed to action now.

•

Four-box Persuasion: you need to collect both facts and resistance concerns by listening to
stakeholders and then assembling that information into a structured communication message,
using each of the four boxes. Persuasion has been occurring throughout the change management
process, not just with this with tool.

The principles and tools are assembled into a 6-step change process, starting with two parallel steps: The
future vision and change readiness assessment. Change management is not a standalone set of activities.
Each of the SGNs on Decision Making, Action Planning and Implementing an Action Plan include
certain steps that should be part of the change management process.
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Overview1
As a financial sector supervisor, you continually face a wide range of challenges, both large and small.
For all but the smallest challenges, an important first step in taking them on is to develop a plan of action.
This note provides an overview of issues related to the implementation of an action plan.
This note assumes that you have completed the planning process and have a clearly documented action
plan that you want to implement.2 The implementation process can vary significantly from one action
plan to another, depending on such things as the complexity of the plan, the number of people involved in
its implementation, their location within (or outside of) your organization, and so forth. You should adapt
the implementation activities described in this course to suit the characteristics of your plan and the
context in which you will be implementing it. For example, a relatively small project that is being carried
out entirely within one department can often be implemented with a much less formal governance
structure than a large, long-term project that involves people from across the organization.
This note covers the following aspects of plan implementation:
•
•
•
•
•
•
•

Action Planning
Selling the Plan
Establishing the Governance Structure
Creating the Working Plan
Managing the Project Team
Providing Accountability
Common Implementation Problems.

Action Planning
Assessment
As a financial sector supervisor, you continually face a wide range of challenges, both large and small.
For all but the smallest challenges, an important first step in taking them on is to develop a plan of action.
The action planning process begins with an assessment of the problem. This assessment involves
analyzing the situation, identifying the causes of the problem, evaluating the benefits of solving it and the
risks that may come from not doing so, and stating the challenge precisely in a problem statement. Armed
with a clear understanding of the challenge, you will be in an excellent position to develop a solution.

Preferred Outcome
To arrive at a solution, you must define the preferred outcome—where you want to go. With that target in
mind, you can outline the main steps of a plan to get there—what you want to do. As you develop your
plan, it is important to analyze the needs and interests of key stakeholders—those who have power to
influence the plan—and assess its effects on them. Informed by this analysis, you can develop a more
detailed plan—how you will get there.

1
2

This note was prepared by Michael Hafeman on behalf of Toronto Centre.
Please see the Action Planning note in this series.
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Action Plan
The detailed plan should include the activities to be undertaken within each of the main steps, the
resources needed for each activity, the timing, duration, and preconditions for each action, and the critical
path for the activities (the shortest time in which the project can be completed). Before finalizing the plan,
you should evaluate whether it will get you to where you want to go, in time, with the available resources.
The implementation risks must be considered and a contingency plan prepared—what if things do not go
as planned. You rightly expect financial institutions to recognize and manage the risks they face, and you
should do likewise!

Selling the Plan
Key Stakeholders
Sometimes you can develop an action plan and proceed directly to implementing it, without having to
convince others of its merits. This might be the case, for example, if the need for action has been identified
in your organization’s annual plan and the resources required to implement it are entirely within your
control. More often, however, key stakeholders must be sold on the need for action and the plan you have
devised.
The analysis of stakeholder needs and interests that you made during the planning process can also be very
useful as you seek support for your plan. In order to implement the action plan, your work priorities and
those of your staff, your peers in other parts of the organization, their staff, and even those at higher levels
in the organization might need to change. Human, financial, and physical resources might need to be
obtained or reassigned.
Some action plans will also require support from outside your organization. For example, if you intend to
revise capital adequacy requirements, industry input on the design of the requirements and participation in
testing the effects of proposed changes will be essential. Having a solid understanding of the needs and
interests of both internal and external stakeholders will enable you to devise a strategy to communicate with
them.

Four-Box Persuasion Tool
The four-box persuasion tool, shown graphically below, can help you formulate your message. As you
use it, consider each key stakeholder in turn.
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•
•
•
•

In box 1, you should consider what is wrong with the current situation and identify at least one
compelling reason that can be used to convince the stakeholder of the need to take action.
In box 2, you should identify the anticipated outcomes and benefits of implementing your plan,
focusing on those that relate directly to the stakeholder.
In box 3, you should consider what the stakeholder’s concerns about the change might be and
identify how you could alleviate those concerns.
In box 4, you should identify things valued by the stakeholder that will be preserved even if your
plan is implemented.

Approaches
The approach you need to take to communicating with the key stakeholders will depend on the situation.
In most cases, you will need to apply some persuasion. Negotiation of various aspects of the action plan,
such as timing and resource requirements, will often be required. You should listen carefully and consider
the input of all key stakeholders on the plan. Of course, this does not mean that you will always be able to
alleviate all of their concerns before proceeding with implementation. For example, an action plan
designed to correct a market conduct problem is unlikely to have the support of those engaged in
questionable conduct, but you should be prepared to explain how possible adverse effects of the plan on
others will be minimized.

Communication Techniques
A variety of communication techniques can be used to sell your plan. Formal presentations can be useful
in explaining the action plan to groups such as your staff, senior managers, and industry participants and
soliciting their input. One-on-one meetings are often essential in securing the support of individuals with
particularly important roles to play, such as the senior manager who must formally approve the action
plan and the project leader, if you will not be playing that role.
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Supporting materials may be required; they could include a plan summary, staff and financial budgets,
graphs, charts, a draft project charter, and so forth. If you are seeking external funding to support
implementation, for example from an international development bank, you will probably need to
communicate the information according to a specified process and proposal format.

Outcome
The outcome of this process of communication and selling should be an action plan that reflects the input
of stakeholders and is approved for implementation by those whose approval is required. For larger
projects, in particular, approval should be evidenced by the adoption of a formal, written charter. The
project charter describes the goals of the plan, provides evidence of the organization’s commitment to
proceed with its implementation, and helps to ensure accountability for the results.

Establishing the Governance Structure
The Need for Accountability
Financial sector supervisors are established to protect the public interest and are held accountable for
doing so through mechanisms such as reporting on their activities and results to a government ministry, a
legislative body, the industry they supervise, and the public. If the effects of your plan will be large, its
progress and outcome may well be reported through such mechanisms. However, it is important that those
involved in any project, regardless of its size, be accountable for its success. In the absence of
accountability, resources can be wasted, deadlines can be missed, and it is unlikely that the desired
outcome will be achieved. Establishing a clear governance structure and processes will help to keep the
implementation of a plan on track.

A Common Governance Structure
The governance structure should be appropriate to the nature of the action plan. For example, if a plan is
being implemented by three staff within a single department, one of them could be designated as project
leader and be required to submit a one-page progress report to the head of the department each month. If
the implementation of an action plan calls for significant resources or involves people from different
departments, a more formal governance structure is usually appropriate. A governance structure that often
works well for larger projects involves a project team, a steering committee, and senior management.
Each is discussed in the following sections.
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Senior
Management

Steering
Committee

Project Team

Project Leader
An action plan typically has many steps and requires the involvement of many people along the way. It is
essential that someone be designated to lead the implementation, with responsibility for organizing the
work and managing it from day-to-day to ensure that it is successfully carried out. This person, often
referred to as the project leader or project manager, should:
•
•
•

Be knowledgeable about the subject matter of the action plan
Be capable of organizing work and managing people
Have the respect of both those who will be involved in carrying out the work and those at higher
levels in the organization.

The project leader must also have adequate time available to devote to the implementation. For larger
projects, it is often desirable—and sometimes essential—that the role of project leader be a full-time
position. This will allow the project leader to focus on implementation of the plan, without having to
attend to competing priorities.

Project Team
The implementation of an action plan will often require the significant involvement of more people than
just the project leader. Although the need for such people will have been identified during the action
planning process, the individuals who will be involved must be selected before implementation can
proceed.
•
•

As a group, they should have the knowledge and skills needed to carry out the various steps in the
action plan, or at least be capable of learning what they need to know during the course of the
project.
Individually, they should have adequate time to devote to the implementation, be able to work
cooperatively with others, and be committed to the success of the implementation project.
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•

Finally, it is useful if they have skill sets that partially overlap, so that one person can cover for
another as needed.

Although you might not be able to meet all of these conditions, they provide a useful benchmark to aim
for.
Often, these individuals will come from different departments, so it is essential that their respective
managers agree to their involvement and accord the implementation high enough priority that progress
will not be unduly compromised by competing demands for their time. It is almost inevitable that
participants will face such competing demands, particularly if they are not assigned to the implementation
on a full-time basis, but senior-level advance commitment can help to keep conflicts within manageable
levels.
In some cases, persons from outside the supervisory authority will need to be actively involved in the
implementation. For example, industry representatives might work together with supervisory staff to
develop risk assessment criteria, or information technology consultants might be involved in the
development of a new supervisory information system.
The project leader and those with significant involvement can be formally designated as a project team.
The development of written terms of reference for both the project leader and the project team can help to
clarify their responsibilities and establish their accountability for the success of the implementation. For
example, the project leader should be able to hold members of the project team accountable for giving the
project sufficient time and priority to complete their respective implementation tasks properly and on
time.

Steering Committee
The implementation of a large and complex action plan often raises issues that cannot be dealt with solely
by the project team. For example, there may be points during the implementation where significant
decisions must be made about the subsequent course of the implementation, or the project leader might
find that additional resources are needed to carry out the work. Also, proper governance requires that the
project leader be accountable to someone for the progress of the implementation. A steering committee
can provide a mechanism for dealing with such issues.
A steering committee, as its name implies, should be responsible for ensuring that the plan
implementation is headed in the proper direction and moving at a reasonable speed. It can:
•
•
•

Monitor the progress of the project team
Assist the project leader in resolving resource problems and conflicting priorities
Take key decisions on the direction of the implementation.

The steering committee provides a connection between the project team and senior management, and
might also play an active role in dealing with key external stakeholders.
Members of the steering committee must be senior enough to have the authority needed to deal with its
responsibilities. Although they must be capable of understanding the issues that will arise and making
informed decisions, they need not be technical experts in the subject matter of the action plan. For
example, a steering committee for the implementation of a new information technology system might
need to be able to understand the expected costs, benefits, and risks of several alternatives, but would not
necessarily have to understand the technical aspects of the system design that underlies each.
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The steering committee should include representatives of each department with a significant interest in
the implementation of the action plan. This will ordinarily include the departments represented on the
project team, but might well include others. For example, although there might not be a representative of
the onsite supervision department on a project team to develop new capital adequacy requirements, the
need for that department to subsequently monitor compliance with the requirements makes it appropriate
that it be represented on the steering committee.

Senior Management
If the approval of one or more members of senior management was required before proceeding with the
implementation of an action plan, then senior management should also be involved in the governance of
the implementation. Senior management can play an important role in monitoring the progress of the
implementation and ensuring that it receives adequate priority and resources.
Some decisions may be of such importance to the organization that they need to be made by senior
management, rather than at the steering committee level. For example, an action plan to establish an
independent mechanism to deal with consumer complaints could alter the supervisor’s mandate, require
new legislation, and affect industry participants—all issues that would require decisions by senior
management.
Depending on the nature of the action plan, senior management oversight might require the involvement
of the entire senior management team or only a subset of it. Also, in a smaller organization, senior
management might also perform the role of the steering committee.

Creating the Working Plan
The Need for a Working Plan
A detailed working plan is needed to guide the day-to-day implementation and measure its progress.
Depending on the level of detail contained in the action plan and the complexity of the implementation,
little or no additional effort might be needed to prepare the working plan. However, particularly for larger
and more complex implementation projects, the action plan might not be sufficiently detailed to serve as
the working plan.
For example, an action plan to improve the supervisory information database might provide that the
project team will have three months to identify alternatives and recommend a solution, without specifying
the detailed steps that must be carried out to accomplish this, the time available to complete each step, and
the responsibilities of the various project team members with respect to each step. In order to manage the
work during the three-month period, such details are essential.

Preparing the Working Plan
The project leader and team will be largely responsible for carrying out the working plan and should be
held accountable for doing so. They should agree that the working plan is appropriate, in other words, that
the steps it contains are necessary, that no important steps are missing, and that the timeframes provided
for are attainable with available resources. Accordingly, the project leader and team should have primary
responsibility for—or at least actively participate in—the development of the working plan. Their
participation helps to build commitment to implementation of the plan.
Of course, compromises might be required to meet the overall objectives of the action plan. For example,
the time provided for various steps of the working plan might need to be shortened from what the project
team considers ideal in order to complete the implementation by a fixed deadline. However, all involved
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in the governance must take care to ensure that the working plan does not cross the boundary from
challenging to unattainable! If this boundary is not observed, the implementation is almost certain to
fail—with missed deadlines, poor quality, or both.
The working plan should be agreed to by the project team, the project leader, and the steering committee.
If it differs materially from the original action plan, the agreement of senior management is also essential.

Contents of the Working Plan
The working plan should include the project charter, which documents the goal of the project, its
structure, and the timeframe within which it should be completed. If there is any doubt as to the roles of
the various members of the project team, this information should be included.
The working plan should set out the detailed action steps to be performed. For each step, it should
identify the individuals responsible, the timeline for starting and finishing the work, and the other
resources needed. It should include a detailed budget of the resources needed for implementation,
including human, physical, and financial resources.
The level of detail should be adequate to ensure that all involved have a clear picture of what is involved.
For example, it might show the number of hours expected to be required of each member of the project
team, week-by-week, to complete the assigned tasks.
The decision points at which issues must be taken to the steering committee or senior management should
also be noted.
One tool that is often used to organize this information and make it easier to use is a Gantt chart. An
example of a Gantt chart for the initial stages of a hypothetical project with the goal of updating
legislation is provided below.
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Updating the Working Plan
The progress of implementation will be measured against the working plan, but rarely will
implementation go precisely according to the initial working plan. Therefore, the working plan will need
to evolve to reflect the reality of what has been accomplished and any changes in the outlook on the steps
that lie ahead.
For large projects, the effort involved in keeping the working plan up to date can be substantial. It can be
reduced by using project management software tools and by updating the working plan less frequently,
for example, monthly or quarterly, rather than daily or weekly. Any changes to the working plan that
would have a material effect on the achievement of the goal should be agreed to by the steering
committee and, if appropriate, senior management.

Managing the Project Team
Challenges of Project Management
The project leader has day-to-day responsibility for implementation of the plan and must manage the
project team to achieve successful implementation. The role of the project leader is similar to that of a
department manager, but differs in some important respects. Just like a department manager, the project
leader must ensure that team members understand their responsibilities, monitor their progress in carrying
out those responsibilities, and take action to deal with shortcomings in their performance. However,
unlike a department manager, the project leader often has limited authority over the team members.
For example, it is not unusual for members of the team to come from different departments than the
project leader, with the managers of those departments retaining the responsibility to conduct
performance appraisals, determine salary levels, and impose disciplinary measures. Also, unless
individuals are assigned to the project team on a full-time basis, the department managers would continue
to assign other work to them. This other work might be accorded a higher priority than project
responsibilities—either at the explicit direction of the department manager or implicitly, as the individual
seeks to please the person who controls his or her compensation. Such differences can make project
leadership both a challenging and a rewarding responsibility.

The Importance of Communication
To be successful, the project leader needs to be an active communicator and an effective negotiator. This
includes communicating with the project team members, both individually and collectively, to achieve
progress on plan implementation. It includes communicating with department managers to secure
appropriate representation on the project team and assistance in dealing with performance problems.
The steering committee can also be useful to the project leader in dealing with implementation challenges,
for example, by providing advice on alternative approaches and helping to obtain additional resources. As
part of the governance process, the project leader plays a key role in communicating progress to the
steering committee and senior management—and often to others both within and outside the organization.

Monitoring Individuals
The project leader will need to deal with team members both individually and collectively. Individual
team members will have tasks to carry out, as set out in the working plan. Ideally, all team members could
be counted on to complete their assigned tasks properly and according to schedule, and to voluntarily
inform the project leader of any problems that arise and seek assistance in resolving those problems.
Although some or even most might do so, it certainly cannot be taken for granted that all will do so.
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Therefore, the project leader will need to monitor progress and take corrective action, if necessary. Just as
with financial institutions, some individuals will need close monitoring and others not.

Taking Corrective Action
If an individual is not performing as required, the project leader will need to determine the reasons for the
problem in order to deal with it appropriately. For example, if the department manager is assigning too
much other work and leaving insufficient time for project work, the solution might be for the project
leader to remind the manager of the commitment of resources that had been made to the project. Perhaps,
a different person or an additional person might need to be assigned to the project team. In some cases,
for example, if the other work actually is of more immediate importance to the organization and no one
else can take on the project work, the working plan will need to be revised.
If the performance problem has arisen because the individual is not fully capable of carrying out the
assigned tasks, the project leader might need to provide technical or operational guidance to the
individual, or ensure that the individual obtains such guidance from someone else. In some cases,
unfortunately, team members might be incapable of meeting their responsibilities, even with guidance.
Perhaps they lack the necessary knowledge and experience, take insufficient care in their work, are
distracted by personal problems, or are simply lazy. The project leader will need to discuss remedial
measures with the person’s department manager, which might include seeking a replacement for the
individual on the project team.

Promoting Teamwork
Successful plan implementation often requires that individuals work cooperatively with other members of
the project team to carry out particular tasks. Of course, this is often the case within a department, also.
However, a project team is more likely to involve individuals with different professional training, types of
experience, and even personalities than might be found within a particular department.
Team members might also be working with each other for the first time, and lack the mutual trust and
respect that can come from longer association. Therefore, the project leader cannot assume that team
members will work cooperatively just because the working plan calls for them to do so. The project leader
must be attentive to potential problems in this area and work with the individuals involved to encourage
good teamwork.
In addition to working with team members individually, the project leader can also promote teamwork by
providing opportunities for the team to communicate actively with the leader and one another. Team
meetings can provide a formal opportunity for such communication. In some organizations, informal
social events, such as team luncheons, are also considered appropriate means for enabling team members
to become better acquainted and thus more comfortable in dealing with one another.

Purposes of Team Meetings
Although a project leader can monitor progress through written reports from and personal interaction with
individual team members, it is also useful to meet periodically with the team as a whole. Team meetings
can serve several purposes, including the following:
•
•

Facilitate the sharing of information by team members on the progress of their respective plan
implementation activities
Provide a forum for discussing issues of general interest that have arisen during the implementation,
for example, exploring potential solutions to a technical issue
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•
•

•

Assist the project leader to communicate the outcome of discussions with the steering committee
and senior management
Enable all team members to report on issues from their respective areas that might be of interest to
others. For example, a team working on the revision of customer due diligence requirements would
be interested in hearing from a member representing the onsite inspection department about a new
practice recently identified through an inspection
Discuss the need to make adjustments to the working plan.

Frequency of Team Meetings
To be most useful, team meetings should be held frequently enough to contribute to good communication
and keeping the implementation on track, but not so frequently as to add little value—or even detract
from value by using up too much valuable working time. The right frequency will vary from one situation
to another, depending on the characteristics of the implementation project, the size of the project team, the
level of activity at the particular point in the implementation, and so forth.
In general terms, it is seldom necessary to hold team meetings more frequently than weekly for the
purposes of communication and progress reporting, but if there is more than one month between meetings
communication might be inadequate. Team meetings might also be needed to solve specific
implementation problems, and such problem-solving meetings could be held as the need arises, rather
than on a regular schedule.

Conduct of Team Meetings
Team meetings need not be lengthy. It is good practice to define an agenda at the beginning of the
meeting, if not in advance, along with a time limit for the meeting. There should be adequate time for all
important matters to be communicated, and the project leader should encourage active participation, for
example, by asking each person to report in turn on the status of their work.
The project leader should keep the discussion focused on appropriate aspects of the implementation
project, ensuring that the meeting does not become a forum for discussing individual performance
problems—which are generally better handled one-on-one—or strays into topics that might well be
interesting but are not directly relevant to the implementation.
Furthermore, the project leader should keep in mind that not all problems raised by team members at a
meeting need to be resolved during that meeting. In many cases, a particular issue might be of direct
relevance to only a few of the team members, and a separate meeting can be organized in which they can
deal with it.

Providing Accountability
Levels of Accountability
As mentioned previously, an important reason for establishing the governance structure is to allow for the
effective oversight of plan implementation, including accountability for its success. However, merely
putting the structure in place does not ensure that accountability will exist. The project leader must
manage the project team effectively to hold its members accountable for their work—seeking the support
of department managers, if necessary.
The project leader is usually directly accountable to the steering committee, and indirectly accountable to
senior management, for the implementation of the approved working plan. In turn, the steering committee
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is accountable to senior management for its decisions that affect the direction of the implementation and
for providing adequate support for and oversight of the project leader. Ultimately, senior management is
accountable to external stakeholders, such as its board of directors, a minister, a legislative body, industry,
and the general public for the effective operation of the supervisory authority—to which the plan being
implemented should contribute.

Measuring Progress
In order for the steering committee and senior management to exercise their responsibilities, they must
have useful information about the plan implementation. To be useful, the information must be timely and
comprehensive, yet concise. The steering committee and senior management usually do not need or want
as much detail as is necessary for the day-to-day management of the project team.
The focus should be on progress against significant targets and resource budgets, major problems that
have arisen, and key issues to be decided upon. Progress might be measured by estimating the percentage
of the total work that has been completed by the reporting date—for each task individually, for a relevant
grouping of tasks, or for the entire implementation—and indicating how such percentages compare to
those anticipated in the working plan. At the same time, updated estimates of the completion dates would
be provided. Similar information might be provided with respect to the use of staff time, for example,
person-days or person-weeks, and financial resources.

Other Information Needs
In many cases, the project leader has the primary responsibility for providing such information. For
example, the project leader might routinely prepare written progress reports for the steering committee
each month and meet with it quarterly. Special issues papers might be prepared and presentations made to
inform the steering committee at key decision points.
Of course, if unanticipated issues arise that could have a significant, adverse effect on the course of the
plan implementation, the project leader should promptly inform the steering committee, rather than
waiting until the next regular report. Conversely, senior management should ensure that the steering
committee and project leader are informed of any changes in strategic direction and priorities that would
affect the implementation.
Generally, the steering committee and senior management appreciate—or even require—that those
reporting issues and problems to them accompany their reports with recommendations on how the
concerns might be resolved.

Common Implementation Problems
Why Problems Can Arise
So far, this course has focused mostly on things that might be done to achieve the successful
implementation of an action plan. Of course, problems can arise even if all of these things are done. If
they are done improperly—or not at all—the likelihood of problems can increase significantly. The types
of problems that you are most likely to encounter will depend on the nature of the action plan, the
decision making processes and culture within your organization, the individuals involved in the
implementation, and so forth. This lesson highlights a few common implementation problems, which you
might seek to avoid in your own plan implementation. They include:
•

Shifting priorities
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•
•
•
•
•

Scope creep
Unrealistic timelines
Unsuitable project team members
Insufficient attention to people issues
Inadequate testing.

Shifting Priorities
The plan implementation may be progressing well, when the project is terminated, suspended, or
significantly slowed because of the explicit or implicit decision to shift attention and resources to other
issues considered to be higher priority. Of course, sometimes this is entirely appropriate and unavoidable.
For example, if the financial sector is experiencing significant stress, it may be necessary to pull staff off
of projects so that the institutions can be more closely supervised. However, this problem can also arise if
the need to implement the plan has not been fully accepted by key stakeholders. Comprehensive
stakeholder analysis, effective selling of the action plan, and a clear project charter that has been signed
off by senior management can help to avoid this problem.

Scope Creep
During the implementation ideas arise for improving on the preferred outcome of the action plan and are
implicitly or explicitly incorporated into the working plan. If such changes are numerous or significant in
nature, the objectives of the implementation can become a moving target—which might never be reached!
Having a clear project charter at the outset of the implementation, requiring that the cost and time
implications of any material changes that are being considered be assessed, and requiring the written
agreement of the steering committee and senior management to such changes can help to avoid this
problem.

Unrealistic Timelines
The length of time available to complete one or more action steps is simply too short, deadlines are
missed, and the entire implementation falls behind schedule. Sometimes an action plan must be
implemented within a fixed timeframe, for reasons over which you have no control. In other cases, an
unrealistic timeline might be adopted because the amount of work to be done was underestimated.
The development of a detailed working plan can help to avoid this problem. If it shows the proposed
timeline to be unrealistic, steps that might be taken include securing additional resources, revising the
scope of the action plan, considering alternative approaches to implementation—for example, purchasing
a software package rather than developing a system inhouse, or convincing senior management to extend
the timeline.
One area in which unrealistic timelines are all too common is the time allotted for input by external
stakeholders. For example, if the project team needs six months to develop a draft of a new risk
management guideline, it is probably unrealistic to expect industry participants to review the draft and
provide written comments within a week or two.

Unsuitable Project Team Members
Individuals assigned to the project team are unable to carry out their assigned tasks, resulting in a delayed
or poor quality implementation or the shifting of their work to other members of the team. Most
supervisory authorities are quite busy and short of resources, which can make it difficult to find qualified
individuals who have enough time to participate on a project team.
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Sometimes, managers respond to this pressure by assigning their best staff to the team—but these same
individuals might already be assigned to other teams or have a heavy load of other work. In spite of their
qualifications and commitment, they are simply too busy to do a proper job. In other cases, unfortunately,
managers might assign individuals to a team who are performing poorly at their regular jobs—particularly
if the implementation offers relatively little direct benefit to the manager’s own department—in effect,
transferring a problem elsewhere.
Steps that can be taken to help avoid such problems include:
•
•
•
•

Carefully estimating the nature and amount of work required of each team member
Requiring that the project leader agree to the proposed team members
Encouraging managers to spread the implementation work among all qualified staff
Requiring the project leader to provide input on – or even agree to – the performance appraisals of
project team members.

Insufficient Attention to People Issues
The need for change is obvious to senior management and the project team does a good job in carrying
out the working plan, but the implementation is unsuccessful because of resistance to change by those
affected or inadequate training of staff on new processes. Although financial sector supervision can be
very technical in nature, it is nevertheless carried out by people—and the supervised entities are run by
people, also. It is sometimes easy to get caught up in the enthusiasm and technicalities of implementing
an action plan that is designed to improve things, and neglect the communication and training that might
be needed to prepare people for the changes.
Building communication, training, and change management activities into the working plan as explicit
steps can help to avoid such problems. Pilot testing of new systems and procedures can also help, by
enabling you to identify issues where additional communication and training might be needed and to
correct the deficiencies before full implementation is attempted.

Inadequate Testing
The implementation of an action plan results in the development of new or revised systems, policies,
procedures, or regulatory requirements, which are put in place—and soon reveal significant shortcomings.
This outcome is often the result of providing insufficient time or devoting inadequate attention to testing
before adopting the changes. Incorporating ample time for testing—by both project team members and
others—and for correcting any significant problems revealed by the testing in the working plan can help
avoid unpleasant surprises at the time of final implementation.

Summary
This note provided an overview of issues related to the implementation of an action plan.

Action Planning
•

An important first step in taking on a challenge is to develop a plan of action. The implementation
process can vary significantly from one action plan to another. You should adapt the
implementation approach to suit the characteristics of your plan and the context in which you will
be implementing it.
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Selling the Plan
•
•
•

Before implementation, key stakeholders often must be sold on the need for action and the plan
you have devised. The four-box persuasion tool can help you formulate your message to the key
stakeholders.
You might need to use persuasion or negotiate various aspects of the action plan, and communicate
using a range of techniques. You will not always be able to alleviate all stakeholder concerns before
proceeding with implementation.
Your action plan should reflect the input of stakeholders and be approved for implementation,
which should generally be evidenced by the adoption of a formal, written charter.

Establishing the Governance Structure
•
•
•
•

•

Each plan implementation should be subject to a clear governance structure and processes, to help
keep it on track and establish accountability for the results. The governance structure should be
appropriate to the nature of the action plan.
A structure often used for larger projects involves a project team, a steering committee, and senior
management. A project leader heads the project team, with responsibility for organizing the work
and managing it from day-to-day to ensure that it is successfully carried out.
The project team must have the knowledge and skills needed to carry out the various steps in the
action plan, and its members should have adequate time to devote to the implementation, be able
to work cooperatively with others, and be committed to the success of the implementation project.
The steering committee is responsible for ensuring that the plan implementation is headed in the
proper direction and moving at a reasonable speed. It should monitor the progress of the project
team, assist the project leader in resolving resource problems and conflicting priorities, take
decisions on the direction of the implementation, and provide a connection between the project
team and senior management. It might also play an active role in dealing with key external
stakeholders.
Senior management might need to make some important decisions, and their involvement can
ensure that an implementation receives appropriate priority and adequate resources.

Creating the Working Plan
•
•

•

A detailed working plan is needed to guide the day-to-day implementation and measure its progress.
The project leader and team should have primary responsibility for—or at least actively participate
in—the development of the working plan.
The working plan should include the project charter, the roles of the various members of the project
team, and the detailed action steps to be performed. For each step, it should identify the individuals
responsible, the timeline for starting and finishing the work, and the other resources needed. It
should include a detailed budget of the human, physical, and financial resources needed for
implementation, and identify the decision points.
The working plan should evolve to reflect the reality of what has been accomplished and any
changes in the outlook on the steps that lie ahead. Any changes to the working plan that would have
a material effect on the achievement of the goal should be agreed to by the steering committee and,
if appropriate, senior management.

Managing the Project Team
•

The role of the project leader is similar to that of a department manager, but differs in some
important respects. To be successful, the project leader needs to be an active communicator and an
effective negotiator.
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•

•
•

If an individual is not performing as required, the project leader will need to determine the reasons
for the problem in order to deal with it appropriately, for example, by providing technical or
operational guidance, discussing remedial measures with the person’s department manager, or
seeking a replacement.
The project leader must promote teamwork, both through interaction with individual team members
and by providing opportunities for the team to communicate actively with the leader and one
another.
Team meetings can facilitate the sharing of information by team members on the progress of their
respective plan implementation activities and the discussion of issues of general interest that have
arisen during the implementation. They should be held frequently enough to contribute to good
communication and keeping the implementation on track, but not so frequently as to add little value.
Special problem-solving meetings could be held as the need arises.

Providing Accountability
•

The project leader must manage the project team effectively to hold its members accountable for
their work. In order for the steering committee and senior management to exercise their governance
responsibilities, they need information that is timely and comprehensive, yet concise. It should
focus on progress against significant targets and resource budgets, major problems that have arisen,
and key issues to be decided upon.

Common Implementation Problems
•

If good plan implementation practices are done improperly—or not at all—the likelihood of
problems is high. Common implementation problems include: shifting priorities; scope creep;
unrealistic timelines; unsuitable project team members; insufficient attention to people issues; and
inadequate testing.
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Review Questions
True or False
Indicate whether each of the following statements is True or False. And answer key is provided on page
X.
1. The action planning process begins with defining the preferred outcome.
2. An action plan should include only the best estimate of the timing of each of the main activities,
rather than confusing matters by mentioning problems that might arise and the effects that they
might have on the timing.
3. The implementation process should be adapted to the characteristics of the action plan.
4. If senior management agrees to your action plan, it is not necessary to sell others on the merits of
implementing the plan.
5. The four-box persuasion tool is designed to help you determine the communication technique that
will work best with each stakeholder.
6. The communication and selling process should result in an action plan that reflects the input of
stakeholders and is approved for implementation by those whose approval is required.
7. A governance structure should be established for every plan implementation, regardless of size or
complexity.
8. A governance structure often used for large projects consists of a project team, a project leader, and
a steering committee.
9. All members of the project team should be expected to work full time on the plan implementation.
10. Members of the steering committee should have the authority to make necessary decisions about
the implementation, but need not be experts in the subject matter of the action plan.
11. Senior management oversight is important only if external stakeholders have an interest in the plan
implementation.
12. The project leader should have ultimate responsibility for determining the working plan, because
its purpose is to provide a basis for managing the day-to-day work of the implementation.
13. The working plan should include the project charter, detailed action steps, responsibilities of project
team members, resource budgets, and decision points.
14. It is relatively easy to keep a working plan up to date, as long as this is done on a daily basis.
15. The project leader has an easier job than a department manager, because the project leader does not
have the burden of conducting performance appraisals, determining salary levels, and imposing
disciplinary measures with respect to the members of the project team.
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16. The project leader should speak to each project team member at least once every day to monitor
their progress, so that prompt corrective action can be taken to deal with any problems that arise.
17. The project leader can encourage teamwork by counselling individual team members, holding team
meetings, and organizing informal social events.
18. To be most effective, team meetings should be held no less often than weekly.
19. The project leader should report directly to both the steering committee and senior management on
the progress of implementation of the approved working plan.
20. Progress might be measured by estimating the percentage of the total work that has been completed
by the reporting date for each task in the working plan and indicating how such percentages
compare to those anticipated in the working plan.
21. Priorities are established by senior management, so there is little that a project leader or steering
committee can do to avoid shifting priorities that might affect the implementation of an action plan.
22. Preparing a detailed working plan can help avoid the problem of unrealistic timelines.
23. A person can be a good teamworker, knowledgeable in the subject matter of an action plan,
committed to its success, and still be unsuitable as a member of the implementation project team.
24. Pilot testing is an essential element of a working plan to implement new computer systems, but is
generally unnecessary in other types of implementations.
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Answer Key
True or False
1. The action planning process begins with defining the preferred outcome.
False. The action planning process begins with an assessment of the problem. A clear understanding
of the situation enables you to define a preferred outcome that solves the actual problem, which might
differ from your initial estimation of the problem.
2. An action plan should include only the best estimate of the timing of each of the main activities, rather
than confusing matters by mentioning problems that might arise and the effects that they might have on
the timing.
False. As you prepare an action plan, implementation risks should be considered and a contingency
plan prepared. Many risks, if realized, can significantly delay implementation, and the contingency
plan should deal with such possibilities.
3. The implementation process should be adapted to the characteristics of the action plan.
True. The implementation process can vary significantly from one action plan to another, depending
on such things as the complexity of the plan, the number of people involved in its implementation,
their location within (or outside of) your organization, and so forth.
4. If senior management agrees to your action plan, it is not necessary to sell others on the merits of
implementing the plan.
False. The agreement of senior management might be necessary, but there are many situations in
which this alone is not sufficient to establish a successful starting point for the implementation. For
example, if your peers or subordinates are not convinced of the need for change, their lack of support
could impede the progress of implementation or cause it to fail.
5. The four-box persuasion tool is designed to help you determine the communication technique that will
work best with each stakeholder.
False. The four-box persuasion tool can help you formulate your message, but you will then need to
determine which communication technique will work best with each stakeholder. For example, you
might use one-on-one discussions with peers, provide written materials to a funding agency, or make a
formal presentation to senior management.
6. The communication and selling process should result in an action plan that reflects the input of
stakeholders and is approved for implementation by those whose approval is required.
True. For larger projects, in particular, approval should be evidenced by the adoption of a formal,
written charter.
7. A governance structure should be established for every plan implementation, regardless of size or
complexity.
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True. Establishing a clear governance structure and processes will help to keep the implementation of
a plan on track and provide accountability. The governance structure should be appropriate to the
nature of the action plan.
8. A governance structure often used for large projects consists of a project team, a project leader, and a
steering committee.
False. In addition to these elements, the governance of large projects also typically involves senior
management oversight of the steering committee.
9. All members of the project team should be expected to work full time on the plan implementation.
False. It is easier for both the project leader and the individual members to manage their work if the
members are working full time on the implementation. However, because of the need to get other
work done at the same time, it is often impossible to assign all (or any) team members on a full-time
basis.
10. Members of the steering committee should have the authority to make necessary decisions about the
implementation, but need not be experts in the subject matter of the action plan.
True. Although members of the steering committee must be capable of understanding the issues that
will arise and making informed decisions, they need not be technical experts in the subject matter of
the action plan.
11. Senior management oversight is important only if external stakeholders have an interest in the plan
implementation.
False. Senior management oversight can help to ensure that a plan implementation receives adequate
priority and resources, and that important issues are decided appropriately, which are important
regardless of the level of external interest in the plan implementation.
12. The project leader should have ultimate responsibility for determining the working plan, because its
purpose is to provide a basis for managing the day-to-day work of the implementation.
False. The project leader and team will be largely responsible for carrying out the working plan and
should therefore have primary responsibility for—or at least actively participate in—its development.
However, the working plan not only provides a basis for managing the day-to-day work but also serves
other purposes, such as providing a basis for measuring progress. The steering committee and senior
management must be able to require changes to the working plan.
13. The working plan should include the project charter, detailed action steps, responsibilities of project
team members, resource budgets, and decision points.
True. All of these are essential elements of the working plan.
14. It is relatively easy to keep a working plan up to date, as long as this is done on a daily basis.
False. The effort involved in keeping a working plan up to date can be substantial, even if project
management software is being used. The effort can be kept to a manageable level by updating the
working plan less frequently. A reasonable balance needs to be achieved between the value of having
an up-to-date working plan and time and effort required to make the updates.
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15. The project leader has an easier job than a department manager, because the project leader does not have
the burden of conducting performance appraisals, determining salary levels, and imposing disciplinary
measures with respect to the members of the project team.
False. Although it is often true that the project leader does not have such personnel administration
responsibilities, this also means that the project leader lacks the ability to directly apply some useful
performance management tools. The project leader needs to lead through persuasion of both team
members and others, which can sometimes be much more difficult than managing a department.
16. The project leader should speak to each project team member at least once every day to monitor their
progress, so that prompt corrective action can be taken to deal with any problems that arise.
False. It is good for the project leader to maintain regular, informal contact with the individual team
members, to encourage open and timely communication. However, most project team members can
usually be relied on to carry out their tasks without daily monitoring. Daily monitoring might best be
reserved for those who are having difficulties.
17. The project leader can encourage teamwork by counselling individual team members, holding team
meetings, and organizing informal social events.
True. The project leader should promote teamwork by providing formal and informal opportunities for
the team to communicate actively with the leader and one another. The project leader might need to
counsel individual team members who are not working cooperatively.
18. To be most effective, team meetings should be held no less often than weekly.
False. The right frequency for team meetings will vary from one situation to another, depending on the
nature of the implementation project, the size of the project team, the level of activity at the particular
point in the implementation, and so forth. In some situations, less frequent team meetings would be
adequate and weekly meetings would be an unnecessary use of time that would be better spent in
carrying out implementation tasks.
19. The project leader should report directly to both the steering committee and senior management on the
progress of implementation of the approved working plan.
False. The project leader is usually directly accountable to the steering committee and indirectly
accountable to senior management. Decisions of the steering committee will affect the working plan
and the ability of the project team and project leader to implement it, so usually only the steering
committee is directly accountable to senior management. However, the project leader might
sometimes be required to meet with senior management to discuss the plan implementation.
20. Progress might be measured by estimating the percentage of the total work that has been completed by
the reporting date for each task in the working plan and indicating how such percentages compare to
those anticipated in the working plan.
True. Updated estimates of the completion dates should also be provided.
21. Priorities are established by senior management, so there is little that a project leader or steering
committee can do to avoid shifting priorities that might affect the implementation of an action plan.
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False. Changes in priorities are sometimes appropriate and unavoidable. However, the problem can
often be avoided by carrying out a comprehensive stakeholder analysis, effectively selling the action
plan, and establishing a clear project charter that has been signed off by senior management.
22. Preparing a detailed working plan can help avoid the problem of unrealistic timelines.
True. Unrealistic timelines are sometimes adopted because the amount of work to be done was
underestimated. Breaking the plan implementation into detailed steps makes it easier to estimate the
time and resource requirements, and thus to arrive at a realistic timeline.
23. A person can be a good teamworker, knowledgeable in the subject matter of an action plan, committed
to its success, and still be unsuitable as a member of the implementation project team.
True. Sometimes, the best workers are assigned to more than one implementation team at the same
time or have a heavy load of other work. In spite of their qualifications and commitment, they might
simply be too busy to do a proper job.
24. Pilot testing is an essential element of a working plan to implement new computer systems, but is
generally unnecessary in other types of implementations.
False. Pilot testing of new procedures can help to identify issues where additional communication and
training might be needed and to correct the deficiencies before full implementation is attempted.
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Overview1
Strong regulatory and supervisory agencies contribute to financial stability and greater access to financial
services. But building such agencies – with the capacity to cope with constantly-changing financial
markets and emerging threats – is not a simple task. Solid technical skills are necessary, but such skills
alone are insufficient to get the job done. Management and leadership skills are also essential for driving
the changes needed to cope with the challenges faced by the agencies.
Action planning is a valuable leadership skill, which facilitates continuous improvement in regulatory and
supervisory agencies. It is a key component of many Toronto Centre programs.

Planning
Planning involves considering in advance the steps that can be taken to achieve a goal, along with their
timing and the resources needed to carry them out.
We all plan, although many of our plans are informal or even intuitive. For example, planning tomorrow’s
shopping trip might involve preparing a shopping list, estimating the total cost of the items you intend to
buy, deciding which shops you will visit, considering the best time of day to do your shopping, and
determining the route and methods of transportation to use for your trip. If tomorrow’s shopping is a
routine trip to purchase groceries, the formal portion of your planning might be limited to preparing a
shopping list – with the other steps being intuitively obvious to you based on past experience.
Planning improves the chances of achieving your goal. It also makes your activities more efficient (you
won’t have to go to the same shop twice if you have prepared a shopping list beforehand) and less risky
(you can time your trip to avoid rush-hour traffic).
For these same reasons, organizations – including supervisory agencies and financial institutions –
commonly use planning. Plans vary considerably in nature, scope, and time horizon. They might include,
for example, a five-year strategic plan for the entire organization, the annual operating plan for a
department, and an action plan for a project that will be completed by a team of people from several
departments over a period of, say, four months. Plans that involve many people, numerous or complex
steps, or long time horizons are often documented and implemented in a formal manner. Formalization
helps to ensure common understanding of a plan and to create accountability for its successful
implementation.

The Toronto Centre Approach
Toronto Centre leadership programs are designed to strengthen financial sector regulation and supervision
by equipping leaders with the skills they need to achieve continuous improvement. Action planning is a
valuable leadership skill, which will help you to deal effectively with specific problems faced by your
agency. Toronto Centre’s comprehensive action planning methodology is an integral component of most
Toronto Centre programs.
This Action Planning Guide describes that approach, which includes three main stages: assess the
problem, develop a solution, and implement the plan. This Guide concentrates in particular on the first
two stages. A complementary note in Toronto Centre’s Supervisory Guidance Series focuses on the third
stage.2
1
2

This note was prepared by Michael Hafeman on behalf of Toronto Centre.
Please see “Implementing an Action Plan.”
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Action Planning Methodology
The action planning methodology includes three main stages:
1. Assess the Problem
2. Develop a Solution
3. Implement the Plan.
We recommend following this sequence. Experience has shown that jumping to a solution before properly
understanding the problem is not a good idea. Neither is trying to achieve the solution without having a
well-thought-out action plan.
The methodology breaks each main stage down into a number of steps. However, it should not be applied
mechanically. For example, not all steps are applicable to every situation and some may be applied
differently depending on the circumstances. In practice, you may need to revisit a step even after moving
on to the next stage. So although the methodology is not a recipe book, it provides a framework that will
help you to make effective action plans to solve your most pressing problems.

1.

Assess the Problem

The starting point for action planning is to understand the problem that is pushing you to action. The
problem may be a serious crisis that calls for an immediate response or it may simply be a source of
discomfort at a point in time. For example, problems dealt with by participants in prior Toronto Centre
programs have included:
•
•
•
•
•
•
•
•
•

A supervised entity is experiencing significant difficulties
The governance practices of supervised entities are weak
Financial statements are not reliable or timely
It is difficult to evaluate the effectiveness of senior management of the supervised entities
Supervisory methods focus on compliance rather than risks
There is a lack of coordination between departments or groups, such as the risk assessment and
inspection teams
Supervisory activities are organized inefficiently
There are insufficient training and development opportunities for staff
The agency does not meet the requirements for entering into a multilateral memorandum of
understanding.

Sometimes, you might be pushed into action by circumstances that present a challenge but that you might
not consider a “problem.” For example, your department has the possibility of obtaining an extra budget
allocation to improve supervision, as long as you can propose a productive way to spend the money
before the end of the fiscal year. Even in such circumstances, it will help you in applying the action
planning methodology if you can think of the situation in terms of a problem that you need to solve.
Describe the Problem
Begin by writing down a brief description of the problem. At this point, the description need not be
precise, but an informed non-expert should be able to understand the nature of the problem facing your
agency. (If you have not already done so in preparation for the program, identify a problem that is
relevant both to your agency and to you personally.) You can then move on to assess the problem.
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Consider the problem in its broad context, so all relevant factors can be identified and analyzed. You
might need to gather information to support your assessment. Although you can never understand a
problem too well, time and resource constraints will often force you to make decisions based on
incomplete information. Accept this and be prepared to revisit your plan as more information becomes
available.
Identify Causes
Rarely does a problem develop in isolation or have a single cause. Look to the past and consider what
factors might have caused or contributed to your problem. Some relevant factors might be macro in
nature, such as social, political, or economic developments. Others might be micro, such as the
governance structure, financial condition, and market position of a supervised entity.
Ideally, your action plan should deal with the problem, not just attack its symptoms (although attacking
the symptoms might be an urgent step in dealing with an emerging problem). So once you have identified
possible causes of the problem, it is useful to ask yourself “why” those factors exist. You should keep
doing so until you are satisfied that you have identified the root causes of the problem.
For example, perhaps your problem is weak liquidity management by supervised entities. You have
identified the lack of involvement of directors in the oversight of risk management as a contributing
factor. Why might this be the case? Do they lack understanding of the liquidity risks in the business and
how they might be managed? Are they unassertive in challenging senior management? Do they not
appreciate their need to play a role in the governance of risk management? Are they unable to obtain the
information they need to provide effective oversight? The actions required could differ considerably,
depending on the answers to such questions.
Understand Effects
Most problems will already be adversely affecting someone. However, for some problems the adverse
effects might only be realized in the future. In either case, it is important to identify who is affected by the
problem, how they are affected, and how they perceive the problem.
The persons, groups, organizations, or systems that affect or can be affected by your problem – or your
action plan to deal with the problem – are stakeholders in the problem. Your problem might have a wide
range of stakeholders or very few. In identifying stakeholders, it is useful to think outward, upward, and
inward (the acronym “OUI,” which means “yes” in French, might help you remember this). Examples of
the various categories of stakeholders include the following:
•
•
•

Outward: Consumers; supervised entities and their owners, directors, and managers; trade
associations; other supervisory agencies; the media
Upward: Senior managers and the board of your agency; the legislative bodies in your jurisdiction;
the government ministry responsible for the financial sector
Inward: Your staff and peers.

You should consider how the interests of each identified type of stakeholder are affected by the problem.
Are they currently being affected, or do they face potential future adverse consequences? Is the problem
affecting stakeholders financially or interfering with their business or personal activities? Are the effects
mild or severe? Might they benefit if the problem is solved? Do they perceive the problem to be
significant and in need of urgent attention – or have they not yet even recognized that it exists?
Understanding the effects will help you to identify a preferred outcome for your action plan—an outcome
that will minimize the adverse effects on stakeholders. It will also give you leverage when you try to
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implement the action plan. You will be better able to explain your positions to others and gain their
support if you understand their needs.
Consider Priorities
Assess your problem prospectively. Think about whether it is better to tackle the problem immediately or
simply monitor it. You should carefully consider priorities, not just procrastinate or exercise forbearance!
What are the related priorities of your agency?
Consider the risks if you do not address the problem. Is the problem likely to become worse, perhaps even
insoluble? Consider the benefits that will be realized if you do find and implement a solution. This
understanding will be helpful later when you need to persuade key stakeholders to support your action
plan.
Your readiness to deal with the problem will also affect the priority you give it. Your agency or team may
be part of the problem, and it will certainly play a big role in the solution. Look inward, analyzing your
resources, expertise, people, systems, and legal framework. Does your agency have the powers,
procedures and people to deal with the problem? Can the potential barriers be overcome?
State the Problem Precisely
You started by briefly describing the problem. Now that you have thoroughly considered various aspects
of the problem, you are in a position to state the problem precisely. Think about how you can convey the
essence of the problem to someone else in one or two sentences. Make sure that you are stating the
problem, not describing your proposed solution! That comes in the next main stage.

2.

Develop a Solution

Now that you understand the problem, you can develop an action plan to deal with it. We suggest you
first establish a goal, consider alternative ways to reach the goal, and only then prepare a step-by-step
plan. Each problem requires an appropriate response; if none is apparent, the purpose of your action plan
might be to identify one!
Establish a Goal
When establishing a goal, it can be useful to visualize the situation that will exist when your problem has
been solved. For example, how will your agency be operating? What will the supervised entities be
doing? What additional information will be available to consumers? This picture of the desired future
state is your preferred outcome.
As inspiring as your preferred outcome might be, the chances of reaching it can be greatly increased by
translating it into a clearly-defined goal. Your goal statement should meet several criteria, summarized by
the acronym SMART. Although the initials are sometimes given different meanings, the Toronto Centre
action planning methodology uses the following:
•
•
•
•
•

Specific: The goal should be clear and unambiguous
Measurable: There should be concrete criteria for knowing when the goal has been accomplished
Actionable: It should be possible to take specific actions to reach the goal
Realistic: The goal should be within reach, although it might require stretching performance
Time-bound: The goal should include a target date.
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For example, the following goal statement is not SMART: “improve communication between the on-site
and off-site inspection departments.” Although it is actionable and seems realistic, it is not specific,
measurable, or time-bound. A SMART version of this goal might look something like the following:
“Strengthen communication between the on-site and off-site inspection departments to include joint input
to the risk-assessment reports for each supervised entity by the end of the next calendar year.” Consider
for yourself how this goal statement meets each of the SMART criteria.
If you are having difficulty establishing a SMART goal, perhaps the problem you have identified is too
broad in scope for you to solve with the resources available to you, at least within the timeframe you had
envisioned. If this is the case, narrow your focus and deal with an aspect of the problem that you can
realistically solve within the constraints you face.
Consider Alternatives
There are often different ways to achieve a particular goal. For example, to strengthen governance of
supervised entities, you might amend legislation, issue guidance, enforce legislation more strictly, change
inspection processes, increase the number of inspections – or some combination of these approaches. You
might implement the changes entirely with internal resources, retain a consultant to assist with some
things, or set up a joint working group with industry representatives.
Think in broad terms about the alternatives available to you for reaching your goal. The most obvious
alternative might be the best, but this is not always the case. From the range of alternatives you identify,
select the one that you consider most promising. If you cannot decide between two or more alternatives,
you might work through the next two steps for each alternative and then decide. In fact, at some agencies,
the board or senior management would require more than one alternative for dealing with a significant
problem to be presented for their consideration.
Outline the Plan
List a few big steps that you think will need to be done to implement your preferred alternative, but leave
the details for later. Determine the appropriate sequencing of these steps, in other words, what comes first,
second, and so forth.
For each of the steps, identify potential barriers and enablers. What obstacles might you encounter in
carrying out the step? Who or what might help you to do so? Barriers and enablers can be people,
organizations, laws, operational rules, events, and so forth.
Assess Key Stakeholders
When considering the effects of your problem (step 1-c), you identified stakeholders – those who affected
or were affected by the problem. Although all of these stakeholders are important, perhaps only some of
them are in a position to hinder or help your plan for dealing with the problem. Stakeholders with the
power to hinder or help your plan are called key stakeholders.
Identify the key stakeholders in respect of your plan. As you do so, consider both your list of stakeholders
and the barriers and enablers. Note that the importance of a stakeholder might vary depending on the
alternative you intend to implement.
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Think about the problem, your preferred outcome, and your plan for achieving it from the point of view of
each key stakeholder. What are their needs, wants, concerns, and interests? The four-box model3 provides
a useful way to plan your communication with key stakeholders, taking into account their needs and
concerns. From the perspective of each key stakeholder, consider the following:
•
•
•
•

Disadvantages of the current situation that support the need for action (Box 1)
Advantages of your preferred outcome and your plan for achieving it (Box 2)
Disadvantages of your preferred outcome or your plan for achieving it, concerns they might create,
and how you might overcome the disadvantages and concerns (Box 3)
Advantages of the current situation that will be retained (Box 4).

It is often impossible to fully satisfy all key stakeholders. You might have to do some persuasion, make
tradeoffs, or even dictate some conditions in order to solve the problem. However, if the alternative you
have in mind for reaching your goal seems likely to face significant resistance from key stakeholders,
consider whether modifications—or even a different alternative—would be appropriate.
Detail the Action Plan
Now that you know what you want to do and who you will have to deal with, if you still think your plan
is feasible, you must work out the details.
Break up each main step in your outline into a number of smaller steps. Be detailed enough so that you
can make a reasonable estimate of the time and resources that will be needed to complete each step.
(During the implementation stage, you might need to go into even more detail and prepare a detailed
working plan to guide the day-to-day implementation and measure its progress.) The description of each
step should clearly indicate the action that will be taken and, if relevant, the intended result.
Determine the timing of each step. Begin by considering the sequencing of the steps. In some cases, you
might not be able to start one step until certain other steps have been completed. In other cases, you might
be able to begin a step when the preceding step is partially completed or to carry out two steps in parallel.
Then assign target dates at which each step will start and be completed.
Identify who will be responsible for completing each step. Depending on the nature of your plan,
responsibility for a step might lie with an individual, a department, or an organization. Responsibility
might also be shared. Be as specific as possible about who is responsible. This will help you in
communicating the plan to others and provides a basis for accountability.
Estimate the resources that will be needed to complete each step. For many action plans, the main
resource needed will be human – the time and expertise of persons within and outside your agency.
Consider which people will be involved (for example, by name, position, or department) and how much
of their time will be needed. Some action plans will also require financial resources (for example, to pay
legal or consulting fees, purchase computer software, or travel) or physical resources (for example,
working space or computer hardware).
You should now have a plan that lists the steps that will be carried out (“what”), their timing (“when”),
those responsible for each (“who”), and the resources needed (“how much”). Just like your goal, the plan
itself should be SMART!
See, for example, chapter 4 of “Change Leadership: Inform, Involve, Ignite!” by Robert Harris. The four-box
model is covered in detail in a session on stakeholder communication and persuasion, which is often included in the
Toronto Centre’s leadership programs.
3
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Evaluate the Plan
Now that you have completed your plan, step back and take an overall look at it to assess whether it is
worth doing. Consider the following:
•
•
•

Will the plan achieve the preferred outcome within the time specified in your goal? If not, can the
goal be changed or will you need to find alternative ways to reach it?
Are the necessary resources available? If not, can they be obtained within the timeframe of your
plan?
How risky is the plan? What can go wrong—including threats coming from forces outside your
control? Which steps pose the greatest implementation risks?

Focus on the key risks. If they are realized, what might you do in response? If the risks are high or the
plan is particularly important, it would be appropriate to deal with the risks and responses in a written
contingency plan. What is your “plan B”?

3.

Implement the Plan

The implementation process can vary significantly from one action plan to another. You should adapt the
implementation approach to suit the characteristics of your plan and the context in which you will be
implementing it.
Sell the Plan
Before actually proceeding with implementation, key stakeholders often must be sold on the need for
action and the plan you have devised. The four-box persuasion tool can help you formulate your message
to the key stakeholders.
You might need to use persuasion or negotiate various aspects of the action plan, and communicate using
a range of techniques. You will not always be able to alleviate all stakeholder concerns before proceeding
with implementation.
Your action plan should reflect the input of stakeholders and be approved for implementation, which
might be evidenced by the adoption of a formal, written charter.
Establish the Governance Structure
Each plan implementation should be subject to a clear governance structure and processes, to help keep it
on track and establish accountability for the results. The governance structure should be appropriate to the
nature of the action plan.
For a plan that involves only one or a few people, oversight by one of their managers might be sufficient.
A structure often used for larger projects involves a project team, which is overseen by senior
management. A project leader heads the project team, with responsibility for organizing the work and
managing it from day-to-day to ensure that it is successfully carried out.
The project team must have the knowledge and skills needed to carry out the various steps in the action
plan, and its members should have adequate time to devote to the implementation, be able to work
cooperatively with others, and be committed to the success of the implementation project.
Senior management might need to make some important decisions, and their involvement can ensure that
an implementation receives appropriate priority and adequate resources.
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For very large projects, a steering committee is sometimes part of the governance structure, sitting
between the project team and senior management. The steering committee is responsible for ensuring that
the plan implementation is headed in the proper direction and moving at a reasonable speed. It should
monitor the progress of the project team, assist the project leader in resolving resource problems and
conflicting priorities, take decisions on the direction of the implementation, and provide a connection
between the project team and senior management. It might also play an active role in dealing with key
external stakeholders.
Create the Working Plan
The approved action plan might be sufficient to guide the implementation, if the plan is simple and
limited in scope. However, for a large or complex project, a more detailed working plan is often needed to
guide the day-to-day implementation and measure progress. The project leader and team should have
primary responsibility for – or at least actively participate in – the development of the working plan.
The working plan should include the project charter, the roles of the various members of the project team,
and the detailed action steps to be performed. For each step, it should identify the individuals responsible,
the timeline for starting and finishing the work, and the other resources needed. It should include a
detailed budget of the human, physical, and financial resources needed for implementation, and identify
the decision points.
The working plan should evolve to reflect the reality of what has been accomplished and any changes in
the outlook on the steps that lie ahead. Any changes to the working plan that would have a material effect
on the achievement of the goal should be agreed to by the steering committee and, if appropriate, senior
management.
Manage the Project Team
For a project that is being implemented entirely within a particular department, the department manager
might serve as project leader. However, for projects that cross department lines – and sometimes even
those confined to one department – the project leader might not be the person to which each of the team
members ordinarily reports.
The role of the project leader is similar to that of a department manager, but differs in some important
respects. To be successful, the project leader needs to be an active communicator and an effective
negotiator.
If an individual is not performing as required, the project leader will need to determine the reasons for the
problem in order to deal with it appropriately, for example, by providing technical or operational
guidance, discussing remedial measures with the person’s department manager, or seeking a replacement.
The project leader must promote teamwork, both through interaction with individual team members and
by providing opportunities for the team to communicate actively with the leader and one another.
Team meetings can facilitate the sharing of information by team members on the progress of their
respective plan implementation activities and the discussion of issues of general interest that have arisen
during the implementation. They should be held frequently enough to contribute to good communication
and keeping the implementation on track, but not so frequently as to add little value. Special problemsolving meetings could be held as the need arises.
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Provide Accountability
The project leader must manage the project team effectively to hold its members accountable for their
work. In order for the steering committee and senior management to exercise their governance
responsibilities, they need information that is timely and comprehensive, yet concise. It should focus on
progress against significant targets and resource budgets, major problems that have arisen, and key issues
to be decided upon.

A Simple Example of Action Planning
1.

Assess the Problem

Describe the Problem
You are head of the supervision and market surveillance department in your agency. The workload in
your group has increased because of increased activity, innovation, and complexity in the financial sector.
You do not have sufficient resources—numbers of people, expertise, and technology—to do the work and
would like your budget increased. At a recent meeting with the head of your agency, you were told that
neither the Minister nor the industry would be receptive to an increase in agency resources. You need to
quantify and document information on the workload increase, such as overtime, and its impact such as
staff turnover and quality assurance concerns you might have from your review of files.
Identify Causes
The financial sector is growing rapidly and introducing new products and services constantly. Neither the
Minister nor the industry would likely be receptive to an increase in agency resources, because of an
emphasis on minimizing the regulatory burden on industry. The root cause is inadequate planning in the
agency, specifically, consideration of how the industry is changing and the impact this is having on your
ability to execute effectively your surveillance mandate.
Understand Effects
Staff have been working under stress, which has led to increased turnover, growing stress, and declining
morale. You are concerned your staff will suffer “burn-out”, and that your agency is at risk if something
important is missed. Your agency head understands your position, but believes that the Minister might see
further agency expansion as inconsistent with other objectives, such as fiscal restraint and the promotion
of competition, and the industry might see it as leading to a further increase in regulatory burden.
Consider Priorities
There are risks to staff in your group, your agency (due to potential reputational risk), consumers of
financial products and services, and the industry. You are just coping; so you are not yet in a crisis, but
could be if action is not taken in the next year. You are concerned about the safety and soundness of
financial institutions and consumer protection issues if your resource concerns are not addressed. If
nothing is done, you will likely reach a crisis point where you are in a constant state of crisis management
because of the inability to maintain sufficient surveillance coverage and to identify and deal with
problems—proactively or otherwise—on a timely basis.
State the Problem Precisely
In view of the increased activity, innovation, and complexity in the industry, the number of supervisory
and monitoring staff are insufficient to enable the agency to meet its objectives.
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2.

Develop a Solution

Establish a Goal
Increase the number of staff of the supervision and market surveillance department by 20 percent within
the next 6 months.
Consider Alternatives
You have identified the following alternatives:
•
•
•
•

Do nothing and hope your agency head, the industry and the Minister eventually recognize the risk
to the stability of the system and take action
Go to your agency head, set out your concerns, and leave it in his/her hands to deal with the
concerns
Go to your agency head and other department heads, set out your concerns, and request that staff
be transferred from other departments to make up the shortfall in yours
Go to your agency head and other department heads, set out your concerns, request a budget
increase for your department, and offer to work with your agency head to persuade the Minister
and industry of the need.

Your preferred alternative is the last one. It puts you in a position of considerable influence, and allows
you to gain the support of, or address the possible objections from, other department heads, who will not
want to give up staff, may not believe you need additional resources, and could create obstacles or even
block your efforts.
Outline the Plan
Your plan includes the following main steps:
•
•
•
•
•

Perform a thorough SWOT analysis (Strengths, Weaknesses, Opportunities, and Threats) in order
to have the information needed to make your case
Persuade your agency head of the need for a budget increase, using data and examples
Meet individually with other department heads to make your case and gain their support
Prepare presentation material for meetings with the Minister and industry representatives, and
review with your agency head
Together with your agency head, meet with the Minister and industry representatives to make your
case.

Assess Key Stakeholders
Key stakeholders are your agency head, other department heads, the Minister, and the industry.
You perform a comprehensive stakeholder analysis using the Toronto Centre framework. For example,
from the point of view of the agency head:
•
•
•

The current situation puts the agency at risk of missing important problems, putting consumers at
risk and endangering the reputation of the agency. Staff are becoming burnt-out and might leave if
the situation is not dealt with, which would make things even worse (box 1).
Increasing the resources would enable the agency to do a better job of supervision. The workload
on existing staff would lessen, reducing the risk of burn-out (box 2).
Adding staff would increase the agency’s budget, but the additional staff would enable the agency
to more quickly gain comfort with new products and services and to be more responsive. The
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•

agency would not impede the introduction of sound innovations, to the benefit of consumers and
industry (box 3).
The basic supervisory methodology and agency structure would be retained, and there would be no
new regulations with which industry would need to comply (box 4).

Detail the Action Plan
Action Step

Start

Complete

Responsibility

Resources

1.

Detail the components of the
SWOT analysis, where the
information will come from, the
resources required to do the work,
how the information will be
presented, and who will do this
work.

Feb. 1

Feb.8

You

2 person-days

2.

Perform the SWOT analysis and
document the results.

Feb. 15

Mar. 1

Your department

10 persondays

3.

Determine the type and detail of
information that needs to be
provided to each key stakeholder
in order to persuade them of the
need to increase your budget.

Mar. 1

Mar. 8

You

1 person-day

4.

Prepare for and meet with the
agency head to present the results
of the SWOT analysis and your
budget request.

Mar. 8

Mar. 15

You

2 person-days

5.

Obtain support of the agency
head.

Mar. 15

Mar. 22

Agency head

6.

Meet with other department heads
to obtain their support.

Mar. 22

Mar. 29

You

2 person-days

7.

Arrange meetings with Minister
and industry representatives.

Apr. 1

Apr. 8

Agency head

1 person-day

8.

Prepare presentation materials
and review with the agency head.

Apr. 1

Apr. 15

You, agency head

2 person-days

9.

Meet with the Minister and
industry representatives, present
your case, and deal with any
concerns.

Apr. 22

Apr. 29

You, agency head

2 person-days

10.

Recruit additional staff.

May 1

July 31

You, human
resources
department

20 persondays; $2,000
advertising
costs
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Evaluate the Plan
You took an overall look at your plan and decided that it is worth doing. You are convinced of the need to
proceed immediately and the resources to carry out the first nine steps of the plan are available—if they
are successful, the resources needed for the final step and the funding of additional staff will be
forthcoming. The biggest risks are not getting the support of your agency head, or encountering intense
opposition from the industry. If these risks cannot be overcome, or if it takes longer than expected to
obtain an increased budget, you will need to find ways to manage your group under difficult conditions.
You will also need to ensure that you keep your agency head fully informed of the challenges you are
dealing with.

3.

Implement the Plan

Sell the Plan
You submit the plan to your agency head and subsequently make a presentation of it to him. He does not
immediately approve the plan, but asks that you present it to the agency’s executive team. You do so, and
receive approval to proceed. You ask that a member of the executive team be the executive sponsor and
the head of human resources offers to do so. You send an email to other department heads to tell them
about the project and that you will brief them shortly.
Establish the Governance Structure
You act as project leader for this project. You ask each of your three unit heads to nominate a staff
member to work on the project. From among the nominees, you select one to work full time on the project
to assemble, analyze and present the required information. The individual is selected for her strong
communication and conceptual skills.
You agree that you, the unit heads, and the analyst will form the project team. You document roles and
responsibilities and communicate these to all members of the project team and the head of human
resources.
The project is small and straightforward, so no steering committee is required. You will handle
stakeholder relations at your level and above, although the head of human resources has indicated a
willingness to assist if difficulties arise.
Create the Working Plan
The action plan is sufficiently detailed to serve as the working plan for this project.
Manage the Project Team
You agree to hold weekly project team meetings. You require that all team members bring brief progress
reports pertaining to their responsibilities to the meetings for review and action as required.
You arrange for a private office for the project analyst so she can have a private and quiet work
environment.
Provide Accountability
You ensure that project team meetings are focused on results and that issues are identified and courses of
action agreed to where necessary. You meet bi-weekly with the head of human resources to discuss
progress and key issues.
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Action Plan Summary Worksheet4
Precise Statement of the Problem:

Statement of the Goal: (SMART)

Action Plan:
Action Step

Start

Complete

Responsibility

Resources5

1.
2.
3.
4.
5.
6.
7.
8.

4

Use this worksheet to document and update your action plan.
Human resources (for example, person-days), financial resources, and other key resources (for example, special
computer software) needed to carry out each action step.
5
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Analysis of Key Stakeholders Worksheet6
Key Stakeholder:
1. Disadvantages of the current situation that support the need for action

2. Advantages of your preferred outcome and your plan for achieving it

3. Disadvantages of your preferred outcome or your plan for achieving it, concerns they might create, and
how you might overcome the disadvantages and concerns

4. Advantages of the current situation that will be retained

5. The communication or persuasion approach that you will use with this key stakeholder

6

Use this form to record and refine your analysis of the advantages and disadvantages from the perspective of each
key stakeholder, using the four-box model. Use the results to develop a communication or persuasion approach for
each key stakeholder.
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Overview1
“Nothing is more difficult, and therefore more precious, than to be able to decide.”
-

Napoleon Bonaparte

Decision-making is a key role for any leader. Supervisors have to make a large number of decisions, some
of which are straightforward, and some which are complex and have a significant impact on others. These
are real decisions, involving the evaluation of multiple options and consideration of the interests and
positions of multiple stakeholders – they are not simple choices between doing A or B.
For supervisors these decisions are often about:
•
•
•
•
•
•
•
•

Whether to act now to limit the risk of a further deterioration in the position of a regulated firm,
or to wait for more information or to give the firm a chance to remedy the situation
Whether the problems at a regulated firm are confined to that firm or may be more widespread
across the industry
How to interpret and apply rules and regulations in a particular context
Whether to authorize a firm
What judgments to make on the risks in a regulated firm’s business, the quality of a firm’s senior
management team and the adequacy of a firm’s internal systems and controls
How best to address and mitigate problems at a regulated firm
Whether to take enforcement action against a regulated firm
Whether to rescue or liquidate a failing regulated firm.

Many supervisors struggle when it comes to making decisions. Decision-making can be difficult for good
reasons. There may be little reward for supervisors for making good decisions, but a risk of criticism for
making a poor decision. Moreover, it is often assumed that there is a single “right” decision that can be
made, and thus a fear of making a mistake by opting for a “wrong” or inferior answer.
Supervisors may therefore be hesitant to make a decision, because of a fear of making a poor decision or a
lack of confidence. Avoiding a decision may appear to be the easiest option. Or supervisors may be
prepared to make a decision, but only if they can reduce the risk to themselves by following whatever
seems to have worked before in a similar situation, or by following a standard procedure.
“The greatest mistake you can make in life is to be continually fearing you will make one.”
-

Elbert Hubbard

Why We Find It Difficult to Make Decisions
Many of us find it difficult to make decisions. This may be because we are naturally risk-averse and
prefer to avoid difficult decisions. Or it may be because we are not sufficiently sure of our authority to
act, or of the information that is available to us. And even when we do make decisions we may not make
good decisions because we are thrown off-track by irrational influences on our decision-making. Or we
may find decision-making deceptively simple – some of us just pick an answer from whatever alternatives
first come to mind.

1

This note was prepared by Clive Briault and Jorge Patiño on behalf of Toronto Centre.
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It is important to recognize these aspects of our human behaviour as the crucial first step in mitigating
their impact on how we approach decision-making. And in seeking to make better decisions a key
element is the identification and construction of alternative options and an assessment of their potential
impacts.

We Avoid Decisions
Do you ever find that you or your colleagues:
•
•
•
•
•

Deny that problems exist, or deny that decisions need to be made?
Let decisions accumulate, allowing a backlog to build up, so there is too little time to address the
important and complex decisions?
Spend too long on decisions that are not important?
Forget that not making a decision is a decision in itself (as is a decision to exercise patience and
restraint and to do nothing for the time being)?
Prefer to avoid the discomfort of disagreements, both internally with colleagues and externally with
regulated firms and other stakeholders, and therefore avoid having to make unpopular or
controversial decisions?

If so, you and your colleagues are not alone! Many of us behave like this, even if we would prefer not to
admit to it. All decisions have implications – and so does not making a decision, or making it slowly.
"In any moment of decision the best thing you can do is the right thing, the next best thing is the wrong
thing, and the worst thing you can do is nothing."
-

Attributed to Theodore Roosevelt

We Avoid Change
Do you ever find that you or your colleagues:
•
•
•
•
•

Are reluctant to make decisions that result in change?
Are reluctant to change your minds, or to reverse earlier decisions?
Look for evidence to confirm the hypothesis that you should not change the ways you do things,
rather than to disprove it?
Delay making decisions by always asking for more facts and more information?
Want to complete public commitments, to complete projects and to pursue goals long after they
should have been discarded or amended?

Again, you are not alone. We tend to be cautious in the way that we approach change, even to the point of
creating a significant bias in favour of not changing.
"We know what happens to people who stay in the middle of the road. They get run down."
-

Aneurin Bevan
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We Make Decisions Badly
Do you ever find that you or your colleagues:
•

Are imprecise in specifying your objectives and desired outcomes? Do you find yourself having to
ask “what are we trying to achieve here”?

It is difficult, but important, for a supervisory agency to define its objectives and the outcomes it is
seeking to achieve. The Toronto Centre guidance note on performance management in regulatory
organizations provides more information and guidance on setting objectives and monitoring performance
against them.
•

Are using insufficient information, irrelevant information, or only readily available information on
which to base your decisions?

For example, do you rely on the information that you have already received from regulated firms, for
example through regular reporting, or do you ask firms for additional information that is relevant to the
decision you are making?
•

Place too much weight on the most recent information and too little weight on more distant
information?

For example, in some countries both supervisors and regulated firms placed too much weight on the
favorable economic conditions in the years leading up to 2007, and too little weight on earlier periods of
high volatility, weak economic growth and declining asset prices.
•
•
•
•
•
•

Consider only a narrow range of alternative options?
Decide on a preferred option too quickly, and then either not give the other options due
consideration or subject them to a much higher “burden of proof” than the preferred option?
Consider only a narrow range of stakeholders?
Fail to correct for your own personal biases and value judgments?
Believe (or discount) arguments because of who proposes them, not because of their intrinsic
merits?
Prefer to see things in a positive light, so are too optimistic about what might happen?

For example, supervisors can place too much trust in regulated firms, and be too willing to believe what
they want to hear (for example, that a firm has a problem under control and is dealing with it effectively).
•

Are uncomfortable dealing with uncertainty, for example in estimating how likely it is that
something will happen?

Again you are not alone. It is human nature to specify a problem and to handle information in ways that
make it easier to take decisions, even if this sometimes results in poor decisions being taken.

A Way Forward
So how might we help a colleague who asks for our advice on a difficult decision? Can you help your
colleague by suggesting a process to arrive at a good decision? This is what this note aims to achieve:
provide you with a framework that will help you make better decisions. This will not make you errorproof, but you should at least gain confidence in the decisions you make and be better able to justify them
to others.
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Decision-Making Models
One way of making better decisions is to use a “rational” decision-making model. This should encourage
you to specify your problem more carefully, to identify the options available and the stakeholder interests
that need to be considered, to assess what information is required, to evaluate the options, and to make
and implement a decision. This will not always lead to a better decision, and it may be an unnecessarily
elaborate procedure for some decisions, but for many difficult and complex decisions it will provide a
good framework for decision-making.
“Rational” decision-making models come in all shapes and sizes, some of them very complicated. But in
essence these models set out a logical sequence of:
•
•
•
•
•

Understand the problem that requires a decision
Choose a decision process
Identify the available options
Evaluate the options
Choose and implement the best available option.

These steps are discussed further in this section. In addition, they are illustrated through a case study.

Understand the Problem That Requires a Decision
Understanding the Situation
You should begin by checking whether you understand the situation.
•
•
•
•

•

Are you clear about the problem that requires a decision? Why does the problem need to be solved?
What is causing the problem? Is the apparent problem a symptom of a deeper problem? Can you
describe the problem clearly?
How urgent and important is the problem?
Can you describe the outcomes you are trying to achieve? Is the problem merely a difficult
technical question that needs to be addressed, or does it provide an opportunity to deliver some
desirable outcomes? Could the outcome reinforce the overall strategy of your supervisory agency?
Can you distinguish between strategic (setting the direction, goals and values of your agency),
tactical (supporting the strategic objectives) and operational problems? Most supervisory decisions
will be operational, but in making these decisions is there also an opportunity to shift the focus to
strategy and medium-term planning?
Does the situation require you to make a “one-off” decision that determines the outcome, or does
it require you to make a series of decisions (like the series of moves in a game)?

Decision-making often becomes much easier once you have defined a situation clearly and described the
outcomes you are seeking to achieve. Have you found yourself in situations where problems can be
reformulated as opportunities, and where our natural risk-averseness about taking decisions can be
replaced with the energy and enthusiasm that come from successfully delivering desired outcomes?
Example:
Imagine you are a supervisor in a country in which the branches of foreign banks are a significant
proportion of the country’s banking system. Half of the banks in the country are branches of foreign
banks, and they take more than half of the deposits raised in the country. Some of these branches also
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lend locally, but some of them do little more than raise local deposits as a source of funding for the
foreign bank.
You are concerned about the safety and soundness of some of these foreign banks, in particular following
the Global Financial Crisis.
How would you define this problem in more detail? Is the problem really about:
•
•
•
•
•

The financial health of the foreign banks?
The way that these foreign banks are regulated and supervised in their home countries?
The lack of locally held liquidity in your country?
The on-lending of locally raised deposits to other parts of the foreign bank in other countries?
Or some combination of these problems?

Given the problem(s), what outcome(s) are you trying to achieve?
Information and Uncertainty
You should then consider the information you already have available or may need to collect in order to
make a good decision.
•
•
•
•

What information is available?
What additional information might you need?
Is the information likely to change during the decision-making process?
Will additional information really lead to a better decision, or will it merely lead to a delay in
making the decision?

If the decision context is time-bound (for example because the situation is deteriorating or because a
regulated firm is obliged to make an announcement within a specific time period), the simple answer is to
obtain as much information as you can find in the available time. But this doesn’t solve the question of
“what information.” This is why understanding the problem is so important. From that analysis you
should be able to assess what information is relevant to, and what information is critical to, making a
decision. One useful test here is whether the information you are seeking is really likely to change the
decision you make.
Information gathering is not costless. There is likely to be a trade-off between the advantages of obtaining
better information and the costs of doing so. Even if there is no deadline, delaying a decision for the sake
of gathering more and more information may not be justified. The situation may not merit spending yet
more time and effort on obtaining more and more information. Additional information is often of
diminishing marginal value to the decision-making process, and might even detract from the process by
confusing the analysis with marginally relevant details. A search for perfection may waste valuable time
and delay making a decision, leading to missed opportunities and to resources being diverted from more
valuable uses. Do not let the pursuit of perfection drive out good decision-making.
As noted above, most people tend to fear complex decisions because they are inherently risky: they come
with the threat of a costly mistake. The natural reaction to that threat is to mitigate it by obtaining more
(and more) information. But, it is often not possible to obtain sufficient information to eliminate that
threat, let alone in the time available to make the decision. So while it is natural for supervisors to be riskaverse they should not be risk-phobic: do not let the absence of information prevent you from making a
decision.
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Remember the hunter and the charging tiger: the closer the charging tiger gets, the better your chances
of killing it; but the greater the chances of it killing you. You must shoot from a distance, or die.
Moreover, information is not the solution to all of the difficulties faced by a decision-maker. When a
decision is inherently complex there is usually a degree of uncertainty about the situation, and about the
likely consequences of the various available options. Sometimes this uncertainty is equivalent to a risk
that can be modelled; you may know a probability distribution associated with it, and be able to calculate
expected values. But often there is no such calculus possible: the uncertainty does not come with a
probability distribution. No amount of information will change this. So you need to accept the fact that
many complex and interesting decisions, some with huge consequences for you and others, need to be
made with insufficient information under conditions of uncertainty. Indeed, uncertainty is the main reason
why decisions are truly difficult.
How should you respond to this uncertainty? You need to recognize that you may misinterpret a situation
and the nature of the problem which you are facing; and you need to recognize that any decision you
make may lead to uncertain results. So when you analyze the problem you need to identify the areas of
uncertainty. You need to analyze scenarios (including worst-case scenarios), identify the range of possible
outcomes, recognize that there could be unexpected outcomes beyond this range, and determine whether
you can live with the consequences of negative outcomes materializing rather than positive ones. How
would you react to negative outcomes? Can you formulate a contingency plan (a “Plan B”) to deal with
such outcomes?
Example:
Do you need more information about the activities of the branches of foreign banks in your country? Or
about the position of the foreign banks? Or about the “home country” regulation and supervision of these
banks? Or about the powers available to your supervisory agency to take action? Or about how the
foreign banks and their supervisors might react to any decisions you make? What are the critical pieces
of information that you are missing? Are some of the possible outcomes uncertain? For example, if you
make a decision to restrict the activities of the branches of foreign banks you may not know – and be
unable to find out in advance – precisely how these banks might respond.
Stakeholders
A third key element of defining a problem is to consider the stakeholders with an interest in the situation.
Are you clear about:
•
•
•
•
•

Who is affected by the situation, both within and outside the supervisory agency?
What are the interests and perspectives of the stakeholders?
How will these stakeholders be able to influence your decision? How powerful are they in the
decision-making process?
How can you influence or persuade the stakeholders? Do you understand their concerns and needs?
Is this a “one shot” decision, or part of a sequence of decisions that will depend on unfolding
scenarios and will be determined in part by the other players’ moves? How will your moves
interrelate with the moves of other players?

Example:
The immediate stakeholders here are the branches and their parent banks. But you should also consider
the interests of the supervisors of the foreign banks (who may regard “local” solutions to be inefficient
and a constraint on effective group supervision), and of your Ministry of Finance/Ministry of Trade (who
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may have an interest in encouraging inward investment and in encouraging the entry of foreign banks as
a means of enhancing the efficiency and competitiveness of the banking sector).

Choose a Decision Process
You should consider whether you need to follow the decision-making model set out in this module. Most
difficult and complex decisions will benefit considerably from following a structured decision-making
framework. And some may require additional processes (for example legal opinions, public consultations,
approval by the Board of the supervisory agency) and resource inputs (from others within the supervisory
agency, or from outside consultants, accountants and other experts) relevant to the specific situation.
Example:
Changing the basis on which branches of foreign banks operate in your country is clearly a complex and
difficult decision. It will almost certainly benefit from following a structured decision-making framework,
and from involving colleagues with the necessary skills, experience and expertise. You should establish
this decision-making framework and secure the necessary resources at an early stage.
Equally, however, many decisions will be too small or straightforward to require the use of any model.
Some decisions may be too routine or “typical” (allowing you simply to follow standard procedures or to
follow past precedent established in similar situations). Other decisions might best be made using a
streamlined version of the model presented here, with the main focus on understanding the problem,
evaluating options and implementing the chosen option. In some cases the framework of the model might
usefully be followed, but with the substitution of knowledge and experience at one or more steps in the
process. Or there may simply not be time to do anything elaborate.
However, it can sometimes be useful to revisit precedents based on past experience. The contexts within
which decisions are made can evolve and change. New information may become available. Similarly,
although we sometimes do not have time to do anything more than to follow our instincts and intuition we
should recognise that we do not develop these instincts and our intuition in a vacuum. Making important
decisions in a structured way when we have the time to do so may train us to recognize a “type” of
problem, to “feel” how it might best be tackled, and thereby to make a satisfactory decision even when we
have very little time to do so.

Identify the Available Options
If you decide that a decision is sufficiently important, difficult and complex to merit the use of a
structured approach to decision-making, the next step is to identify the alternative options. This may be
considerably more complicated than a choice between two alternatives.
In identifying and constructing the available options have you developed an imaginative and creative set
of options, perhaps using techniques such as a “brainstorming” with your colleagues? Have you identified
and constructed options “outside the box”, rather than simply lifting “off the shelf” the options that your
supervisory agency has chosen among in the past? A more imaginative approach might identify options
not previously considered, and may even generate options that will prove to be useful in the context of
other decisions. Indeed, in many cases the identification and construction of options may be the most
important element of the decision-making model set out in this module.
Example:
A wide range of options is available in this example. These include:
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•
•
•
•
•
•
•

Asking for a letter of comfort from the foreign banks
Asking for a legally binding undertaking from the foreign banks
Requiring the branches to hold “ring-fenced” liquidity or other resources in your country
Restricting the amount of intra-group lending that a branch can undertake
Requiring branches to convert into locally incorporated subsidiaries, holding their own capital,
liquidity and other resources
Assessing the regulatory and supervisory capabilities of the home country, and using the results
of this to place additional requirements on the branches operating in your country
Being more proactive in “college of supervisors” meetings.

You should, however, take a proportionate approach to identifying alternative options, just as with the
search for additional information. The nature of the problem – and the time available for making a
decision – may imply that there is trade-off between the advantages of developing and evaluating a
comprehensive set of alternative options and the costs of doing so.

Evaluate the Options
Having identified the available options, the next stage is to evaluate them to assess which of them is likely
to deliver the best result. How much do you know about the likely results/impact/effect of each option?
You should assess each option against a range of criteria, including:
•
•
•
•
•
•
•
•

Will the option deliver the desired outcomes?
How much will the option cost?
How does the option fit within the wider context of the values and general approach of your
supervisory agency?
Is the option practicable and reasonable?
Do you have the legal and regulatory powers (where applicable) to implement the option?
What risks are attached to the option? Might the option generate wider or unintended
consequences?
What will be the impact of the option on the various stakeholders? How might stakeholders react?
What are the barriers and enablers to implementing the option?

You will not be able to know everything about each option, but it should be useful to tabulate what you
know, or expect to find out, about each option. A useful first step might be to list the advantages and
disadvantages of each option. This could then be used to filter the available options, in order to reduce the
number of options that you subject to more detailed analysis. This more detailed analysis could be based
on various techniques, including:
•
•
•
•
•

2

Scoring each option against a set of criteria, and possibly using different weights to reflect the
importance of each criterion
SWOT (strengths, weaknesses, opportunities, threats) analysis
Edward de Bono’s PMI chart (to capture the pluses, minuses, and “interesting”
features/consequences/uncertainties/risks of each option)2
Cost-benefit analysis
Stakeholder analysis.

Edward de Bono, Serious Creativity, Harper Business, New York, US, 1992.

|9

Return to Table of Contents

You might also want to make use of group decision-making techniques here to ensure that all relevant
perspectives are considered. For example, the Vroom-Jago Model3 uses the characteristics of a problem to
determine whether the decision would best be taken by a single individual (and, if so, on the basis of what
input from others) or by a group (and then whether on the basis of a majority vote or consensus), while
Edward de Bono’s “Six Thinking Hats”4 structured approach to group discussions is designed to
encourage members of the group to explore different perspectives in a constructive manner.
Example:
The options identified above for tackling the problems posed by branches of foreign banks would
probably “score” very differently in terms of how effectively they might deliver the desired outcomes;
their costs; their consistency with the overall strategy and approach adopted by your supervisory agency;
their risks and possible unintended consequences; your ability to implement them given the legal powers
available to your supervisory agency; and their impact on the various interested stakeholders. You need
to establish these differences across the various identified options, and analyze these differences in a way
that helps you to make a difficult decision.

Choose and Implement the Best Available Option
Having evaluated the options, you should now be in a position to make your decision. You may conclude
there is more than one “good” option, which may be difficult to choose among. But once you have settled
on the best option the next step should be to implement it, make it work as well as possible, and review
the outcomes.
“Take time to deliberate, but when the time for action has arrived, stop thinking and go in.”
-

Napoleon Bonaparte

In order to implement the chosen option, you may find it useful to draw up an “action plan,” in particular
if multiple stakeholders are involved and if the implementation is likely to involve multiple stages. This
action plan should include, as appropriate:
•
•
•
•
•
•
•
•
•

A clear statement of what you are trying to achieve
A critical path that takes account of barriers and enablers
A project plan, signed off by the relevant manager or committee within your supervisory agency
Project governance – steering committee, clear lines of reporting and authority
The identification and assembling of necessary resources – project staff, specialist support,
finance, information systems
Communication, internally and externally: What needs to be communicated to stakeholders, how
frequently, and by whom?
Evaluation of the results, to check that the plan is achieving what you expected, and to the timetable
and quality expected: Have there been unanticipated results and unintended consequences?
Revision of the plan, if necessary
Learning of lessons about what has worked well, and what has worked less well.

3

For an explanation of the Vroom-Jago Model, see: http://www.decision-making-confidence.com/vroom-jagodecision-model.html
4
For a discussion of the Six Thinking Hats, see: https://en.wikipedia.org/wiki/Six_Thinking_Hats or consult Six
Thinking Hats, Little Brown and Company, 1985.
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Supervisory Strategy
Decisions are not made in a vacuum. The wider context is important, because it influences the values and
approach of a supervisory agency and thereby conditions, shapes and frames decision-making. The wider
context will determine in part the outcomes that the supervisory agency is seeking to achieve, and the
ways in which the agency prefers to achieve these outcomes.
When making decisions you should therefore be aware of this wider context, and understand why your
supervisory agency adopts a particular supervisory style and approach. This is not because any particular
style or approach is “right” or “wrong,” or indeed better than other styles and approaches – it is simply
because decision-making takes place within, and is conditioned by, a wider context. Decision-makers are
also naturally more comfortable making decisions that are similar to decisions made in similar situations
in the past, and which reflect both a consistent approach and the values of their supervisory agency.
You should also recognize that the wider context can evolve. For example, the failures of regulated firms,
or wider financial crises, can lead to the introduction of stricter regulatory requirements and a generally
tougher approach to supervision. It is important to be aware of such shifts when making decisions.
One useful framework within which to consider this wider context is provided by socio-legal studies that
have identified differences in the “styles” or “strategies” adopted by supervisory agencies (across all types
of supervisory agency, not just those responsible for financial services), and have attempted to explain
these differences.

A Spectrum of Approaches
How would you describe the style and approach of your supervisory agency? Supervisory agencies can be
characterized as occupying a point along a spectrum of approaches.
At one end of the spectrum is the “sanctioning” approach, under which supervisory agencies adopt a
penal style based on tough enforcement actions against regulated firms (and individuals) who fail to
comply with rules and regulations, in order to achieve industry-wide compliance through a strong
deterrence effect. The U.S. Securities and Exchange Commission is often cited as an example of this
approach.
At the other end of the spectrum is the “accommodative” approach, under which supervisory agencies use
education, persuasion, and negotiation as the primary means of achieving compliance. So, for example,
these agencies may respond to non-compliance by negotiating with a firm about how that firm could
comply with the rules and regulations and by giving the firm a period of time within which to achieve
compliance. This approach therefore relies either on trusting that the regulated firm will correct noncompliance, or on the firm being highly visible to supervisors (for example because it is visited regularly
by the supervisory agency) so any failure to follow through on earlier negotiated agreements will be
identified and can be acted upon.
This “accommodative” approach can in turn be sub-divided into more or less conciliatory approaches,
such as:
•
•

The “retreatist” approach of being captured by the industry, avoiding hard choices and either
postponing decisions or taking soft decisions
The “persuasive” approach that relies almost entirely on the education of firms and negotiated
solutions to achieve compliance
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•

The “insistent” approach, under which there are limits to the tolerance of the supervisor for noncompliance by individual firms and an escalation of responses to non-compliance, culminating in
enforcement action as a last resort. Unlike in the “sanctioning” approach, the purpose of
enforcement action within this approach is primarily to achieve compliance in the individual firm,
not to act as an industry-wide deterrent.

Supervisory agencies may simultaneously occupy more than one point on the spectrum, for example if
they take a different approach to different types of firm, to firms in different sectors or to firms of
different sizes.
Other differences in approach across supervisory agencies include whether supervisors rely on routine
inspections and monitoring to discover non-compliance, or whether they are mostly reliant on complaints
or on reacting to problems once they become evident; and how supervisors assess compliance – do they
apply a stringent and literal application of the rules, or do they adopt a more flexible approach that is
sensitive to the specific circumstances of the firm and which may allow for less than full compliance in
some situations?
Another important contribution to this question of the positioning of a supervisory authority is provided
by an IMF paper5 which considers the key elements of good supervision. The paper highlights six
characteristics of good supervision, namely that supervisors should be:
•
•
•
•
•
•

Intrusive – Understand the regulated firm
Sceptical – Be questioning, even in the good times. Need “countercyclical supervision” to restrict
reckless behaviour by regulated firms
Proactive – Take action based on an assessment of firm-specific and system-wide risks
Comprehensive – Remain alert to developments “at the margin”: in regulated firms/groups and in
unregulated firms
Adaptive – Adapt to new products, markets, services and risks: in individual firms and systemwide
Conclusive – Follow through to a clear conclusion.

Do you recognise where your supervisory agency lies on this spectrum of approaches and styles?

What Explains This?
You may also find it useful to understand why your supervisory agency has adopted its particular style
and approach, and why it may have changed over time. Five sets of explanations have been found to be
relevant to determining the approach that a supervisory agency adopts – political, legal, cultural, the
regulated population, and the leadership of the supervisory agency.
Political
Supervisors have to operate within the prevailing political climate. This includes the prevailing political
ideology (which might be generally in favour of free markets, or alternatively in favour of state
intervention and even state ownership); the attitude of the government to regulation (which might be to
regard regulation as red tape and needless bureaucracy, or it might be in favour of more and tougher
regulation); the economic climate; the influence of industry associations and other interest groups; and the
5

“The Making of Good Supervision: Learning to Say “No”.” Prepared by Jose Viñals and Jonathan Fiechter, with
Aditya Narain, Jennifer Elliott, Ian Tower, Pierluigi Bologna, and Michael Hsu. IMF Staff Position Note 10/08, May
2010.
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media. Even if a supervisory agency is “independent” it may be influenced by the political climate,
because it has an interest in avoiding criticism, maintaining its budget, and being reappointed. And the
political climate can change – sometimes sharply and suddenly, for example following a change of
government.
Legal
Countries have very different legal traditions and approaches. This may in turn determine, or at least
influence and constrain, the approach and style that a supervisory agency can take. For example, the
nature of a country’s legal system may determine the extent of the supervisory agency’s legal powers;
whether the supervisory agency can formulate its own rules, or whether these have to be set down in
legislation; and whether the supervisory agency has its own enforcement powers, or has to take cases
through the courts.
Cultural
The approach and style of a supervisory agency will also be determined in part by the culture of the
country in which it is located. The culture of a country is never easy to define, but some key elements can
generally be recognized. These include whether the country is generally legalistic and highly procedural
in its approach, or more principles-based; whether the country is generally risk-averse, patient and
restrained in approach, or more inclined to “leap into action”; and whether the country is generally
democratic or authoritarian in approach.
Regulated Population
What is the capacity and willingness of firms to comply with the laws and regulations? In some countries,
larger firms are more likely than small firms to have in-house compliance resources and to be more
disposed to attempt to comply. So there may be scope for the supervisory agency to achieve compliance
through education, persuasion and negotiation with these larger firms. Moreover, a cooperative style may
be more likely to be successful with large firms who are visited regularly by their supervisor, since this
provides the degree of contact required for negotiation, enables the supervisor to check compliance
proactively, and enables the supervisor to escalate the supervisory response if negotiation is not working.
This might also be described as a predisposition to trust firms, but with the possibility that this trust will
be lost by firms (either individually or collectively) and a tougher approach is then taken by the
supervisor.
It may also be possible to achieve a degree of compliance in small firms through an overall approach
based on education and advice to the industry. But in the absence of regular contact and monitoring it
may be more difficult for the supervisor to achieve compliance through negotiation, or to be able to trust
that the firm will comply. A supervisor may therefore be more inclined to adopt a two-pronged approach
to small firms, providing advice and education at an industry-wide level but also adopting a “sanctioning”
approach when non-compliance is discovered in individual firms in order to provide a general deterrence
signal to those smaller firms who are not disposed to comply.
Agency Leadership
Supervisors have minds of their own. They do not simply respond to external factors (indeed they may
seek successfully to change the external environment). They also have their own history, culture,
commitment and professionalism. And they may have strong leaders who impose their own preferred
approach on the supervisory agency. It is also sometimes observed that different professions prefer to take
different approaches – with the lawyer/securities supervisor being inclined to take a more legalistic and
sanctioning “policeman-type” approach than the economist/generalist/banking supervisor (who may be
inclined to a persuasive “doctor-type” approach).
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Do you recognize some of the factors that determine the approach and style that your supervisory agency
takes?
Do you recognize how this style and approach influences the decisions you make?

Summary
This note has provided an overview of issues related to decision-making and examples of how supervisors
might improve their decision-making.

Why We Find It Difficult to Make Decisions
There are a number of reasons individuals find it difficult to make decisions:
•
•
•
•
•
•

We avoid decisions
We dislike change
We do not specify the outcomes we are seeking to achieve
We do not base our decisions on the best set of information
We consider too narrow a set of options
We do not consider the full range of stakeholders and their interests; and we suffer from a variety
of “cognitive biases.”

Decision-Making Models
Decision-making can be improved by following a structure or framework for taking decisions. This
structure should include:
•
•
•
•
•

Clearly Understanding the Problem: What is the problem, what outcomes are you seeking to
achieve, what information is available, what are the uncertainties, who are the stakeholders and
what are their interests?
Choosing a Decision-Making Process: Not all decisions require an elaborate process
Identifying the Available Options: Including imaginative options that may not have been
considered before
Evaluating the Options: Against a range of criteria, including the desired outcomes, the powers
available to the supervisory authority, the costs, benefits, risks and possible unintended
consequences of each option
Choosing and Implementing the Best Available Option: Planning, implementing and reviewing
progress.

Supervisory Strategy
Decisions are not made in a vacuum, but rather:
•
•
•

They are framed and shaped by the overall style and approach of the supervisory agency. It is
important to understand this style and approach when making decisions.
Some supervisory agencies are “accommodative” in their approach, allowing regulated firms time
and discretion in complying with regulatory requirements. Other agencies are more “sanctioning,”
moving straight to enforcement action in response to non-compliance.
Agencies also differ in the extent to which they meet the IMF’s suggested approach to good
supervision.

| 14

Return to Table of Contents

•

The style and approach of a supervisory agency may be determined by political, legal, and cultural
factors, by the nature of regulated firms, and by the leadership of the agency.
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Introduction1
As a financial sector supervisor, you continually face a wide range of challenges, both large and small.
Typically, supervisory institutions have sufficient staff with the necessary expertise to deal in a timely and
effective manner with many of these challenges. However, seldom does any organiz ation—no matter
how large and well-funded—possess all the expertise needed to deal with every challenge. In such cases,
organizations might turn to outside experts for assistance.
This note provides guidance on dealing with some of the issues related to the use of outside experts
by financial sector supervisors. It focuses on answering the question: how can outside experts help a
supervisor? A companion Toronto Centre Supervisory Guidance Note provides guidance on a related,
follow-up, question: how can a supervisor manage outside experts?2
This note assumes that you have the legal power to use outside experts and a source of funds to pay for
their services. The circumstances under which outside experts might be used can vary considerably. Used
appropriately, outside experts can significantly enhance your ability to meet supervisory objectives,
sometimes at a lower cost than an internal solution. Conversely, they have the potential to drain
your resources, while adding little value or even detracting from your progress.

Objectives
Supervisors should clearly understand their reasons for using outside experts in particular situations. The
needs and goals should be well-defined, so that the right experts can be selected. Appropriate contractual
arrangements can help to avoid misunderstandings about what is to be done, by when, and for how much.
Of course, just as with staff, two-way communication with outside experts and regular assessment of their
work will contribute to reaching the established goals.
The sections of this note cover the following aspects of using outside experts:
•
•
•

Why Use Outside Experts?
Where Can Outside Experts Help?
What Are Your Needs?

This note will help you:
•
•
•
•
•

Understand the reasons why a supervisor might use outside experts;
Be alert to problems that might arise if outside experts are not properly selected and managed;
Understand the ways in which outside experts might assist with the general management of the
supervisory institution, personnel matters, operations, and regulatory and supervisory functions;
Identify key questions that should be answered when defining the need for outside experts; and
Be aware of criteria that can be applied when developing goals to be met by outside experts.

This Toronto Centre Supervisory Guidance Note is designed to help guide you toward making
appropriate choices when considering the use of outside experts in the context of your particular
circumstances.

1
2

This note was prepared by Michael Hafeman on behalf of Toronto Centre.
See Toronto Centre Supervisory Guidance Note on “How Can a Supervisor Manage Outside Experts?”
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Section 1: Why Use Outside Experts?
As a financial sector supervisor, you continually face a wide range of challenges, both large and
small. Typically, supervisors have sufficient staff with the necessary expertise to deal in a timely and
effective manner with many of these challenges. However, seldom does any organization—no matter how
large and well-funded—possess all the expertise needed to deal with every challenge. In such cases,
organizations might turn to outside experts for assistance.
An outside expert should provide skills, knowledge, and experience in a particular field. The outside
expert might be an individual or an organization, such as a consulting firm. The expertise might relate to
anything within the scope of the supervisor’s activities, including professional, technical, industry,
regulatory, supervisory, management, or operational matters. Examples of the areas in which outside
experts can assist and where such experts might be found will be provided later. But first, consider
various reasons why an organization might use outside experts. They include the following:
•
•
•
•
•
•

Dealing with gaps in internal resources;
Acting more effectively and efficiently;
Obtaining information or advice;
Solving problems;
Permanently improving organizational effectiveness and efficiency; and
Building capacity through training and development

Dealing with Gaps in Internal Resources
In some cases, organizations simply do not have enough staff – perhaps, none – with the expertise
needed to do what needs to be done. This might be because the need is temporary or highly specialized,
so it would not be practical to hire staff with such expertise. For example, a supervisor that is moving
industry reporting from hard copies reporting to electronic submissions might need special expertise for a
short time to design the electronic data interface.
Gaps might also be ongoing in nature. Such a gap might arise, for example, if the need for expertise is
insufficient to justify hiring staff. This is particularly likely to happen if the supervisor is a small
organization. For example, an insurance supervisor needs actuarial expertise, but with only a few
insurance companies operating in its jurisdiction there is not enough actuarial work to justify employing a
full-time actuary.
Alternatively, there might be sufficient need to justify hiring staff but, for one reason or another, it
is impossible to do so. The expertise might be in short supply in the jurisdiction. For example, in many
small or developing markets, there are no actuaries residing in the jurisdiction. Alternatively, individuals
with the necessary expertise might exist in the market, but the level of compensation being paid by the
private sector makes it difficult to attract them to supervisory positions. Or perhaps the supervisor faces a
constraint such as a government-imposed hiring freeze.
Many supervisors use outside experts to deal with such temporary or ongoing gaps in staff resources.

Acting More Effectively and Efficiently
Sometimes, an organization has or could have sufficient expertise internally to act, but using staff
might not be the most effective or efficient approach. For example, experienced supervisors might be
capable of preparing and delivering training for new staff on accounting issues particularly relevant to the
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entities they will be supervising. However, their time might be better used in carrying out supervision and
in mentoring new staff on the job. Using outside experts to prepare and deliver the training would enable
this to happen. The outside experts might have expertise not only in accounting but also in training.
Accordingly, this approach could both optimize the use of internal resources and result in better-trained
staff.
The use of outside experts might allow actions to be taken more quickly than they could be using
staff resources. They might be available at a time when staff are busy with other matters that cannot be
easily rescheduled. It might also be because their specialization in an area of expertise enables them to
complete the necessary tasks more efficiently. Specialization, sometimes accompanied by economies of
scale, can also help to reduce costs.

Obtaining Information or Advice
Outside experts can serve as sources of information or advice. They can provide information on a
wide range of topics, for example, technical issues that arise in connection with supervision, comparative
information on the costs of supervision and various jurisdictions, and compensation levels for various
types of positions. Partly as a result of working with a variety of organizations, outside experts can be an
excellent source of information about best practices. However, the need to protect the confidential
information of other clients can sometimes limit their ability to transfer such knowledge.
Advice goes beyond information. It sometimes involves interpreting information in a context relevant to
the organization, for example, providing a legal opinion on the extent to which supervisory powers can be
exercised in a specific situation. Advice might also include recommendations on a course of action that is
being considered. An objective outside opinion can be particularly useful if there are diverse views
internally or if a wrong decision would have severe consequences.

Solving Problems
Outside experts can play a more significant role in solving problems, beyond just providing
information or advice. They might be involved in any or all of the three main stages of problem solving,
as described in the Toronto Centre Supervisory Guidance Note on action planning:3 assess the problem;
develop a solution; and implement the plan. Outside experts can either take the lead or support you in the
problem-solving process. Generally, the further the problem or its solution are from the day-to-day work
of the organization, the more useful it can be for an outside expert to take the lead. As discussed below,
there are many specific ways in which outside experts can help with the various stages of problem
solving.
Assess the problem
1. Describe the problem: you might be so focused on dealing with the symptoms that you do not
have a clear picture of the problem. An outside expert can take a detached look at the situation
and, drawing upon experience in similar situations, help to describe the problem.
2. Identify causes: an outside expert can bring a broader perspective, helping to identify factors
outside your organization that are causing or have contributed to the problem. An outside expert
might also be more willing than staff to raise concerns about internal causes—and staff might be
more willing to share their views with an outside expert than they would be with management.
3. Understand effects: an outside expert might have insight into the effects of a problem on outward,
upward, or inward stakeholders, or might conduct research to identify and quantify the effects.
3

See Toronto Centre Supervisory Guidance Series: “Action Planning Guide”.
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4. Consider priorities: an outside expert can provide advice about the urgency of solving the
problem and the potential consequences if it is not solved, as well as an objective opinion on the
readiness of your organization to move toward a solution.
5. State the problem precisely: an outside expert can help to ensure that your problem is stated
clearly and precisely enough to be understood and appreciated by key stakeholders.
Develop a solution
1. Establish a goal: an outside expert can help to ensure that your goal is SMART – specific,
measurable, actionable, realistic, and time-bound. As well, an outside expert might be able to
provide ideas on measures of success and, based on experience, an objective assessment of
realism.
2. Consider alternatives: an outside expert can provide ideas on alternative ways to solve your
problem. Of course, some alternative solutions might involve the use of the same or other outside
experts, so you should be alert to potential conflicts of interest.
3. Outline the plan: an outside expert should have experience in solving similar problems and,
therefore, a good idea of the main steps involved.
4. Assess key stakeholders4: an outside expert might have insight into the objectives and concerns of
particular key stakeholders, or the ability to obtain such information, for example, through
interviews or a survey.
5. Detail the action plan: some outside experts specialize in planning and can provide both expertise
and software tools to describe the various steps in the action plan, establish appropriate and
internally-consistent timelines, and estimate the resource needs.
6. Evaluate the plan: an outside expert can help to identify the areas of risk in your plan and to
prepare contingency plans to deal with these risks.
Implement the plan
1. Sell the plan: an outside expert can help to prepare a communication plan and the supporting
materials needed to secure approval of your plan.
2. Establish the governance structure: an outside expert can provide advice on an appropriate
governance structure, drawing upon experience in similar situations.
3. Create the working plan: for a large and complex plan, the planning skills and software tools that
an outside expert can provide are particularly important.
4. Manage the project team: an outside expert might be called upon to manage the project team,
which could include people from both inside and outside your organization. Reasons for doing so
could include the need for special expertise for a particular type of project, the need for a fulltime project leader when no suitable candidate is available internally, or the desire to have a
neutral leader for a project that affects various departments.
5. Provide accountability: an outside expert can help to prepare progress reports for presentation to
those governing the project and other key stakeholders.

Permanently Improving Organizational Effectiveness and Efficiency
Outside experts can assist an organization in making changes that will permanently improve its
effectiveness and efficiency. Such changes might be made in response to a problem, for example, a
backlog in the processing of license applications. They might also be made as part of a broader initiative
to enable the organization to better meet its key objectives.

4

Key stakeholders are stakeholders with the power to hinder or help your plan.

|5

Return to Table of Contents

Improvements might involve changes to the structure, policies, procedures, and information
technology systems and tools of the organization. Some outside experts specialize in effecting
particular types of changes, for example, supervisory methodology or information systems.
Significant improvements often require significant changes to how people do their jobs – or even to
their roles and responsibilities. This can create resistance, even to changes that people recognize as
being sensible. To achieve a successful outcome, it is important that the process of change be managed
proactively and sensitively.5 Some outside experts specialize in helping organizations manage change.

Building Capacity through Training and Development
Organizations often use outside experts to help them build capacity through training and
development. Financial sector regulation and supervision can be complex and challenging. A wide range
of expertise is needed to carry out these responsibilities, as well as to keep the organization running
smoothly.
Outside experts can assist in the identification and assessment of needs and the design of training
and development programs. They can also assist in the delivery of such programs. This might
involve conducting seminars and workshops, providing on-the-job training, or serving as a mentor.
The programs might be designed to build capacity in various areas, including the following:
•
•
•
•
•

Regulatory and supervisory issues;
The operations and products of regulated entities, such as credit assessment and risk management;
Professional matters, such as accounting and actuarial practices;
Operational skills, such as the use of software tools; and
The management of people, plans, and budgets.

There are outside experts that specialize in each of these areas.

Some Potential Pitfalls
As noted, there can be many good reasons for a supervisor to use outside experts, but there are also
some potential pitfalls. However, if they are not used appropriately, outside experts can represent
significant costs while generating little in terms of benefits. In fact, they might even do damage to the
organization.
Some potential pitfalls to be aware of include the following:
•
•
•
•
•
•
•

A lack of responsiveness to the needs of your organization;
Services that are unsuitable in terms of cost, quality, or timeliness;
The proposal of generic solutions unsuited to your situation;
Gaps or inconsistencies in the information or advice provided;
Advice that your organization and its managers cannot implement;
The creation of disruption, for example, through reorganization or downsizing; and
The achievement of results that are positive in the short term but unsustainable over the longer
term

See Toronto Centre Supervisory Guidance Note on “Managing the People Aspects of Supervisory Change” for
guidance on managing change.
5
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These potential pitfalls can be avoided by clearly defining your needs, carefully selecting the outside
experts, documenting the terms of the relationship through an appropriate contract, and actively
managing the relationship. The third section of this note will help prepare you to define your needs,
while a separate Toronto Centre Supervisory Guidance Note focuses on the issues of selecting,
contracting, and managing the relationship with outside experts.6 However, before doing so, the next
section provides some more examples of the areas in which outside experts can help a financial sector
regulator or supervisor.

Section 2: Where Can Outside Experts Help?
The first section looked at reasons why an organization might use outside experts. This section
takes a further look at areas where outside experts can help a financial sector regulator or
supervisor. Some areas relate specifically to the regulatory and supervisory responsibilities of the
organization. Others are generic in nature, in that they are relevant to many types of organizations, not
just supervisors. Such areas include general management, personnel issues, and operational matters.

Regulation and Supervision
Outside experts can assist in the development and implementation of the regulatory and
supervisory frameworks. Regulation involves establishing the requirements and setting related
expectations for the operation of the regulated entities. Supervision involves assessing their actual
behavior and financial situation and acting to deal with concerns. These functions require policy
decisions, the development and documentation of methodologies and procedures, and their
implementation. Outside experts can assist in each of these areas.
Policy development. In policy development, the ways in which outside experts can assist include the
following:
•
•
•
•

Help the supervisor to perform a self-assessment against international supervisory principles;
Identify actions that can be taken to improve observance of international supervisory principles –
for example, clarifying supervisory objectives, as discussed below – and help to prepare related
action plans;
Develop proposals for amending legislation or guidance and help to communicate them to
stakeholders; and
Prepare draft legislation and guidelines.

Methodologies and procedures. The ways in which outside experts can assist in the development and
documentation of methodologies and procedures include the following:
•
•
•
•
•

6

Assist in designing an appropriate risk-based supervisory methodology and in developing a
related implementation plan; as discussed below, the work might extend to providing assistance
in managing the change;
Preparing supervisory procedures and operational manuals;
Develop reporting requirements and financial analysis tools for assessing regulated entities;
Prepare questionnaires and assessment criteria for use in the on-site inspection of various
activities; and
Develop licensing procedures and related application forms.

See Toronto Centre Supervisory Guidance Note on “How Can a Supervisor Manage Outside Experts?”.
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Implementation of supervision. Outside experts can assist in supervision in many ways, some of which
can be useful even to large and well-resourced supervisors. Examples include the following:
•
•
•
•
•
•

Provide independent valuations of the assets or liabilities of a regulated entity;
Supplement staff in the on-site inspection of particular activities, such as investments and
lending;
Assist in the assessment of complex capital instruments;
Serve as the temporary administrator of a troubled entity;
Perform a forensic audit of an entity suspected of carrying out inappropriate transactions; and
Prepare an industry-wide analysis of best practices in the management of a particular risk.

General Management
Clarifying supervisory objectives. The internationally agreed core principles for financial sector
supervision highlight the importance of having clearly-defined objectives. Supervisory mandates and
objectives should, ideally, be set out in legislation. Sometimes, however, legislation provides only a
minimal definition. For example, it might simply state that the supervisor is responsible for administering
the relevant legislation. A supervisor could seek assistance from an outside expert to clarify or expand
upon the legislated objectives, to increase their usefulness in guiding the work of the organization.
Translating strategy into action. Every organization should have a strategy for reaching its objectives
and plans for translating the strategy into action. Outside experts can assist in a variety of ways, including
the following:
•
•
•
•
•

Facilitating workshops with the board, management, and staff to explore alternatives;
Developing a planning methodology and guiding management in its use;
Providing information on relevant environmental factors;
Performing benchmarking against international standards and other organizations; and
Conducting research to assess the satisfaction of stakeholders with the organization's past
performance in meeting its objectives and responding to their needs.

Managing change. The guidance of outside experts on strategy and planning can be particularly useful if
an organization is undergoing significant change, for example, in the case of an integrated supervisor that
is being created by merging several sectoral supervisors.
Such changes can also create the need for assistance in creating appropriate governance mechanisms and
organizational structures. An outside expert might work with the board to clarify its mandate, develop
terms of reference for its committees, and design an appropriate departmental structure for the
organization.
Organizational and other types of changes, such as the adoption of a risk-based supervisory approach, can
be unsettling to staff and challenging to implement if staff are not accustomed to exercising or supervising
the exercise of judgment. Outside experts can assist management in dealing with major changes in a
manner that increases their acceptance by staff and minimizes disruption.

Human Resources Matters
The effective management of human resources is important to any organization. This is
particularly so for organizations, such as supervisors, which provide services rather than producing
products. Without enough competent staff, it will be impossible for a supervisory institution to meet its
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objectives. There are many aspects of human resources management that require special expertise or are
subject to legal requirements. Accordingly, outside experts are often used to assist with such matters.
Compensation programs. Compensation programs, including both cash compensation and other
benefits, should be sufficient to enable an organization to attract and retain competent staff. They should
be fair and they must be affordable. They must also meet legal requirements and might be subject to
collective bargaining. Outside experts can help in a variety of ways to design and administer
compensation programs that meet these complex constraints, such as the following:
•
•
•

Assist in preparing position descriptions and classifying positions into levels based on the
knowledge and experience required to perform them and the level of responsibility attached to
them;
Provide information on the compensation paid by other reasonably comparable organizations,
such as the regulated financial institutions, for positions at various levels; and
Design pension and benefits programs.

Recruitment and selection of staff. Outside experts can assist in the recruitment and selection of staff.
They can prepare advertisements of vacancies, identify possible candidates, interview applicants, and
recommend a short list of people for consideration. Such services are particularly useful when people with
the necessary skills are in short supply or, conversely, when there is likely to be many potentially
qualified applicants to be screened. An outside expert can also help to safeguard against political
interference in the selection process.
Performance management. Most organizations have policies and procedures designed to help manage
the performance of their staff. They include the setting of objectives for each person and the periodic
appraisal of their performance. Outside experts can help to design a performance management program
appropriate for the organization.
As mentioned in the previous section, outside experts can assist in the training and development of staff.
Unfortunately, even with the best training and management, not everyone performs in an acceptable
manner. Outside experts can help management to deal with problem cases effectively and in accordance
with legal and other requirements.

Financial and Administrative Operations
There are many financial and administrative functions that must be operating smoothly to enable a
supervisor to carry out its work. Office facilities must be in place, along with telephones, computers,
and software tools. Staff must be paid and the necessary funds must be obtained and managed prudently.
Financial and operational reports must be prepared for management and those to which the supervisor is
accountable.
If the supervisor is part of a larger organization, such as a government ministry, some or all of these
financial and administrative matters might be dealt with by such organization. To the extent they are not,
or are not being dealt with in a timely and appropriate manner, the supervisor might seek the assistance of
outside experts in doing so. Examples of the ways in which outside experts can assist include the
following:
•
•
•

Install financial management software and help to design management reports;
Develop office management policies and procedures, for example, regarding travel expenses and
procurement;
Assist with the design and implementation of supervisory information systems; and
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•

Provide ongoing help to users in dealing with computer hardware and software problems.

Section 3: What Are Your Needs?
Before seeking the assistance of an outside expert, you should define as clearly as possible what you
need the expert to do. This is not always as easy as it may seem. Perhaps you are not entirely sure what
the problem is and are looking for an outside expert to help diagnose it. Alternatively, you might know
what the problem is but lack the expertise to fully appreciate what needs to be done to solve it. However,
without having made some progress in defining your needs, your chances of success are slim. Drawing
upon relevant elements of the Toronto Centre’s action planning methodology can help you to define your
needs.

The Problem to be Solved
If you have not already done so, you should begin by assessing the problem on which the assistance
of an outside expert is needed. As discussed in section 1, the five steps in the assessment process are:
describe the problem; identify causes; understand effects; consider priorities; and state the problem
precisely. As you work your way through these steps, consider whether you are comfortable with your
level of understanding. If not, perhaps the first task of an outside expert should be to help you clearly
define the problem.
You should also think about causes, effects, and priorities from the perspective of your potential
relationship with the outside expert. What is causing you to consider the use of an outside expert? For
example, are you seeking information or advice on a specific issue? Are you trying to cope with a
temporary shortage of staff? Does your staff lack expertise in a particular area, which you would like
them to develop?
The potential effects of using an outside expert should also be considered. What are the cost and time
constraints? How might staff react? Will using an outside expert enhance or detract from the credibility of
the supervisor?
You will probably need to balance various priorities when using an outside expert. Are you trying to
achieve cost savings? Is the highest quality technical advice essential? Is solving the immediate problem
more important than building capacity within your staff?
The answers to such questions will not only help you to understand the problem that needs to be solved
but also prepare you to define what you want the outside expert to do.

The Role of the Outside Expert
The second stage of the action planning process is to develop a solution. As discussed in section 1, the
six steps in developing a solution are: establish a goal; consider alternatives; outline the plan; assess key
stakeholders; detail the action plan; and evaluate the plan. If you have completed this stage, you are in an
excellent position to define what you want the outside expert or experts to do. For each step in your action
plan, you could decide what can be accomplished by staff and what assistance is needed from outside
experts to complete the step in a timely and satisfactory manner. However, even if you are unable to
develop a detailed action plan you should at least define the goal that you want to reach before attempting
to define what you want outside experts to do.
Then develop a SMART goal statement for the work of the outside expert. Issues to consider for each
of the criteria include the following:
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•
•
•

•

•

Specific – for example, do you want the outside expert to provide information, offer advice,
develop systems and procedures, manage a project, train staff, or carry out supervisory tasks? Are
you looking for assistance with a particular issue or ongoing support?
Measurable – how will you know if the outside expert has done the job? For example, will a draft
regulation have been produced, will ten staff have been trained on a specific skill, or will a new
computer system be in use for capturing quarterly data from regulated entities?
Actionable – will it be evident what sort of action you expect the outside expert to take? Do you
expect the expert to take a prescriptive approach and deliver their best solution? Or are you
looking for a facilitative approach, in which the expert will work with you and your staff to
develop a solution?
Realistic – is what you are expecting from the outside expert reasonable considering the available
time and budget? Will internal constraints affect the work of the outside expert? For example, if
the role of the outside expert will be to lead a project team, do the internal team members have
sufficient time to devote to the project?
Time-bound – when do you expect the outside expert to complete the work? Are there any
interim milestones that must be met?

For example, consider a situation in which you are concerned that regulated entities in your jurisdiction
are not doing an adequate job of asset-liability management. Your goal is to have appropriate
requirements in place and be able to assess the quality of asset-liability management within 12 months.
Your action plan includes making a preliminary assessment of current industry practices, enacting a
regulation that sets out what you expect them to do, developing assessment tools, and training staff to
perform assessments.
You have concluded that there is insufficient expertise in asset-liability management among staff to
implement the plan. Therefore, you have decided to use an outside expert. You have defined the goal for
the work of the outside expert as follows:
•
•
•
•

Work with staff to conduct on-site interviews and make a preliminary assessment of industry
practices within three months;
Prepare a draft regulation that both conforms to international standards and takes local market
constraints into consideration within six months;
Work with staff to develop a detailed on-site questionnaire and risk-based assessment criteria
within eight months; and
Develop and deliver a training seminar for all staff in the supervision department, the success of
which will be measured through a written examination, within ten months.

This is a very explicit goal statement, which is closely tied to the action plan. In fact, it goes a long way
toward setting out the terms of reference for the outside expert. However, just as with your underlying
action plan, it is worth considering your plan for using an outside expert from various perspectives before
proceeding. For example, might an alternative mix of internal and external resources be less costly or
better help to building capacity? Who are the key stakeholders that would be affected by the use of an
outside expert and what might their concerns be? What could threaten your plan? For example, what
might you do if no qualified outside expert is available to begin working with you until six months from
now?
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The Qualifications Needed
Once you have defined what you want an outside expert to do, you can consider what qualifications
the expert would need to have to perform successfully. Depending on the nature, amount, and timing
of the work to be done, your needs might best be met by an individual outside expert or by more than one
outside expert, for example, a consulting firm. In the former case, the individual outside expert should
have all the necessary qualifications, while in the latter case, the outside experts should collectively have
the necessary qualifications. Four aspects of qualifications should be considered: skills, knowledge,
experience, and capacity.
An outside expert might need a variety of skills to carry out the work. Managerial skills are essential
if the expert is to lead a project team. Planning and facilitation skills are needed to work with the
management team on development of organizational objectives and strategies. Writing skills are
important if the outside expert is to prepare draft legislation, policies, or procedures. Communication
skills are essential if the expert will be assisting you in dealing with key stakeholders. Specific technical
skills, such as the ability to design and develop computer systems, might be needed. Identify which skills
are most important for meeting your specific needs. Also, consider whether you are likely to be able to
find an individual outside expert who possesses all the essential skills.
Knowledge can also come in many forms. The outside expert might need knowledge in a particular
profession, such as accountancy, actuarial science, or law. The necessary knowledge might be practical in
nature, for example, regarding industry practices for managing credit risk. The existence of some types of
knowledge can be indicated by professional designations, training certifications, or educational degrees.
Other types of knowledge might be gained primarily through experience. What knowledge will be
essential to meeting your needs? What additional knowledge might contribute to an even better outcome?
Experience is important in several respects. Through experience, an outside expert develops skills and
acquires knowledge. Also, experience shows the areas in which an outside expert has applied skills and
knowledge in practice. Wide experience can provide an outside expert with an understanding of
alternative ways to accomplish similar objectives. Successful relevant experience provides a good
indicator of the ability of an outside expert to meet your needs. Consider the types of experience that are
most relevant to the ability of an outside expert to meet your needs.
Depending on your needs, capacity can be a key consideration. If you only need two days of work
from a legal expert, capacity is unlikely to be a problem. However, if you need 18 person-months of
system development work done during the next 6 months, it is obvious that an individual outside expert
will be unable to meet your needs. Capacity in terms of financial resources might also be important. For
example, if an outside expert is being retained to develop a computer system, the expert should have the
resources to rectify any problems that might arise, compensate the supervisor for damages, and maintain
the system on an ongoing basis.
A clear understanding of the qualifications you are seeking will guide you in searching for and
selecting an appropriate outside expert to carry out the work. It is important that you strike a
reasonable balance. On one hand, you want an outside expert with sufficient qualifications to create a
high likelihood that your needs will be met. On the other hand, overly high expectations might
unnecessarily limit your alternatives or increase the cost.

Other Factors
Confidentiality. There might be other factors that affect your needs. One such factor, which is often
critically important to supervisors, is confidentiality. An outside expert that will have access to
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confidential information should be able to maintain its confidentiality. If not, the regulated entities and
their customers could suffer significant harm.
Objectivity. If advice is being sought from an outside expert, objectivity will be essential. The outside
expert should not have financial interests or relationships that would create conflicts of interest. For
example, an outside expert who regularly consults to the industry association is probably not a good
choice to advise the supervisor on potential changes to regulation.
Political sensitivity. Internal politics can affect the environment within which an outside expert will need
to operate. If the situation is complex or contentious, you should seek an outside expert who is sensitive
to such matters and capable of dealing with them while at the same time delivering the necessary services.
Internal politics might also affect the acceptability of particular outside experts to various parties.

Conclusions
As a financial sector supervisor, you continually face a wide range of challenges, both large and small.
Typically, supervisory institutions have sufficient staff with the necessary expertise to deal in a timely and
effective manner with many of these challenges. However, seldom does any organization—no matter how
large and well-funded—possess all the expertise needed to deal with every challenge. In such cases,
organizations might turn to outside experts for assistance.
There are various reasons why an organization might use outside experts. They include the following:
•
•
•
•
•
•

To deal with temporary or ongoing gaps in staff resources;
To enable actions to be taken more quickly, effectively, and efficiently than would be possible
using staff resources;
To obtain information or advice on a wide range of topics;
To assist with solving problems, which might include involvement in assessing the problem
developing a solution, and implementing the plan;
To assist in making changes that will permanently improve organizational effectiveness and
efficiency; and
To build capacity through training and development.

However, if they are not used appropriately, outside experts can represent significant costs while
generating little in terms of benefits. Potential pitfalls can be avoided by clearly defining your needs,
carefully selecting the outside experts, documenting the terms of the relationship through an appropriate
contract, and actively managing the relationship.
Outside experts can assist in many areas, some of which are relevant to many types of organizations and
others that relate specifically to the regulatory and supervisory responsibilities. They include the
following:
•
•
•
•
•

General management issues, such as organizational objectives, strategies, governance, and change
management;
Human resources matters, such as compensation, recruitment, performance management, and
training and development;
Financial and administrative operations, such as financial reporting, computer and
telecommunication systems, and office policies and procedures;
Regulatory and supervisory policy development;
Supervisory methodology and procedures; and
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•

Support in the carrying-out of supervisory activities.

Before seeking the assistance of an outside expert, you should define as clearly as possible what you need
the expert to do and the qualifications required to do so.
•
•
•
•

Begin by assessing the problem on which the assistance of an outside expert is needed. You
should also think about causes, effects, and priorities from the perspective of your potential
relationship with the outside expert.
Review your action plan and, for each step, decide what can be accomplished by staff and what
assistance is needed from outside experts to complete the step in a timely and satisfactory
manner. Then develop a SMART goal statement for the work of the outside expert.
Consider what qualifications the expert would need to have to perform successfully. Four aspects
of qualifications should be considered: skills, knowledge, experience, and capacity.
Other factors that might affect your needs include confidentiality, objectivity, and internal
politics.

If you understand your reasons for using an outside expert, clearly define your needs, make a careful
selection, properly document the arrangement in a contract, and actively manage the relationship, you will
probably achieve a successful outcome. The use of outside experts can make you more effective and
efficient—helping you to reach your supervisory objectives.
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Introduction1
As a financial sector supervisor, you continually face a wide range of challenges, both large and small.
Typically, supervisory institutions have sufficient staff with the necessary expertise to deal in a timely and
effective manner with many of these challenges. However, seldom does any organization—no matter how
large and well-funded—possess all the expertise needed to deal with every challenge. In such cases,
organizations might turn to outside experts for assistance.
This note provides guidance on dealing with some of the issues related to the use of outside experts
by financial sector supervisors. It focuses on answering the question: how can a supervisor manage
outside experts? A companion Toronto Centre Supervisory Guidance Note provides guidance on a
related, preliminary, question: how can outside experts help a supervisor?2
This note assumes that you have the legal power to use outside experts and a source of funds to pay for
their services. The circumstances under which outside experts might be used can vary considerably. Used
appropriately, outside experts can significantly enhance your ability to meet supervisory objectives,
sometimes at a lower cost than an internal solution. Conversely, they have the potential to drain
your resources, while adding little value or even detracting from your progress.

Objectives
Supervisors should clearly understand their reasons for using outside experts in particular situations. The
needs and goals should be well-defined, so that the right experts can be selected. Appropriate contractual
arrangements can help to avoid misunderstandings about what is to be done, by when, and for how much.
Of course, just as with staff, two-way communication with outside experts and regular assessment of their
work will contribute to reaching the established goals.
The sections of this note cover the following aspects of using outside experts:
•
•
•

How Can You Select an Outside Expert?
What Should Be in The Contract?
How Can the Relationship Be Managed?

This note will help you:
•
•
•
•
•
•

Be aware of various sources of outside experts;
Understand the processes that might be used when selecting outside experts;
Establish criteria that can be applied when evaluating proposals from outside experts;
Be familiar with the various types of contracts that might be used with outside experts;
Recognize the key issues that should be dealt with in contracts with outside experts; and
Understand how relationships with outside experts can be managed.

This note is designed to help guide you toward making appropriate choices when selecting and
using outside experts in the context of your particular circumstances.

1
2

This note was prepared by Michael Hafeman on behalf of Toronto Centre.
See Toronto Centre Supervisory Guidance Note on “How Can Outside Experts Help a Supervisor?”
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Section 1: How Can You Select an Outside Expert?
You should have a good understanding of your reasons for wanting to use an outside expert and a
clear picture of what you need from the expert, before you begin the selection process.3 How can you
identify outside experts that might meet your needs and make an appropriate selection? This section deals
with these issues.
Selection processes can vary considerably. In some cases, the selection process might be simple and
straightforward. For example, if the cost of the required assistance will be relatively low and a particular
outside expert has successfully provided similar services in the past, you might be able to simply contact
the expert and agree on the terms for another assignment. However, if your needs are complex, if the cost
is likely to be high, or if you have not previously used an outside expert for this type of assistance, a more
formal selection process would be appropriate. Accordingly, you should adapt the processes described in
this section to your specific situation. Your objective should be to select an outside expert who will meet
your needs at an acceptable cost, using a fair process that complies with any procurement rules, while
limiting the overhead cost of the selection process itself.

Sources of Outside Expertise
There are many situations in which your needs might be met by an individual outside expert. Such
experts might work for a large organization, such as a consulting firm, but many individual experts do
not. They might work alone, in some cases partnering with other experts on specific projects. Sometimes
they establish a legal entity through which they work and sometimes they do not. Individual outside
experts can provide services of any type, subject to legal constraints; for example, the laws of some
jurisdictions require that audit services be provided by a partnership. Examples of individual outside
experts that might be used by a supervisor include the following:
•
•
•
•
•

Retired staff of the supervisor, who might be willing to provide services under temporary contracts;
Former staff of the regulated entities, for example, retired loan officers who might be interested in
working several months a year as part of your on-site inspection teams;
Former supervisors from other jurisdictions;
Professionals, such as accountants, actuaries, and lawyers; and
Functional specialists, such as human resources, information technology, management training,
communications, operational efficiency, and change management experts.

Some organizations specialize in providing expertise in a particular area. If your needs are within
their area of specialization, such organizations can be an excellent source of expertise. Examples include
the following:
•
•
•
•
•
•

Training and technical assistance organizations, such as the Toronto Centre;
Professional firms, such as accounting, actuarial, and law firms;
Consulting firms with industry specializations, such as banking, insurance, pensions, or securities;
Consulting firms with functional specializations, such as human resources, information technology,
strategic planning, and operational efficiency;
Firms that develop, install, and support standardized or customized information technology
systems, such as systems used to capture, store, and analyze supervisory information; and
Think tanks.

If not, please refer to the related Toronto Centre Supervisory Guidance Note on “How Can Outside Experts Help a
Supervisor?”
3
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Outside expertise is also available from large, diversified firms. Such firms provide services in
multiple areas of expertise, so they might be particularly useful if your needs span several such areas.
Some large accounting and management consulting firms fall into this category. International institutions,
such as multilateral development banks, might also provide access to a wide range of expertise, either
directly or through their own networks of outside experts.

Identifying Outside Experts Who Might Meet Your Needs
Within the wide universe of outside experts, how can you identify those who might best be able to
meet your needs? On one hand, you don’t want to overlook an outside expert who might be ideal for
your situation. On the other hand, if there are many outside experts who might meet your needs, focusing
your search can make the selection process more manageable. Even if you are going through a formal
selection process it is good to have some idea of which outside experts might be suitable, if only to ensure
that they are made aware of your need for assistance.
You can focus your search by considering various aspects of your needs. For example:
•
•
•
•

•
•

Are your current needs similar to those you had previously? If so, perhaps an outside expert who
helped you previously, or someone similar, would be appropriate.
What qualifications are required of the outside expert? Some individuals and types of organizations
might have such qualifications, while others clearly will not.
How much work is there to be done? Might the work be done by one or more individual outside
experts, or is it necessary to limit your search to large organizations?
How important is local knowledge versus an international perspective? For example, knowledge of
local legislation and practices might be needed to deal with certain human resources issues, while
an international perspective will be valuable if you are considering alternative supervisory
methodologies.
Does the work need to be done in a particular location? In some cases, all the work of the outside
expert might need to be done on your premises. In other cases, the outside expert might never need
to visit your premises, or might need to do so only periodically.
Are your needs related to regulatory or supervisory matters? If not, outside experts who work with
a wide range of organizations might be able to meet your needs. Such experts are more likely to be
available locally, even in smaller jurisdictions, than those who specialize in financial sector
regulation and supervision.

Networking and research. After considering such questions related to your needs, you might still have a
long list of outside experts who could potentially meet your needs. Conversely, you might have no one at
all on your list. In either case, it can be useful to undertake some networking and other research. Both
processes can help you to identify outside experts and, sometimes, obtain information on how they have
been able to assist others.
If your needs are ones for which an outside expert is likely to be available locally, sources of information
might include:
•
•
•
•
•

Directors, managers, and staff of your organization;
Other outside experts you are using or have used in the past; they have networks of contacts and
might be able to suggest other experts;
Other supervisory institutions and government bodies in your jurisdiction;
Industry participants, industry associations, and professional organizations; and
Websites and business directories.
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If you need to look outside your jurisdiction for an outside expert, additional sources of information might
include:
•
•
•

•
•

Supervisors in other jurisdictions, who you have dealt with on supervisory matters or have met at
conferences or training programs, or who are members of the Toronto Centre Community;
Training and technical assistance organizations, such as the Toronto Centre, AITRI, CARTAC, and
East AFRITAC;
Secretariats of regional and international supervisory organizations, such as the Basel Committee
for Banking Supervision, the International Association of Insurance Supervisors, the International
Organization of Pension Supervisors, and the International Organization of Securities
Commissions;
Sectoral specialists at regional and international financial institutions, such as the International
Monetary Fund and the World Bank; and
Networking websites, such as LinkedIn and Devex.

As a result of your networking and research, you should have a good idea of which outside experts—or
sources of such experts—might be able to meet your needs.

Selection Processes
Having identified potential sources of expertise relevant to your needs, it is necessary to select one
or more outside experts to assist you. Various selection processes might be used, depending on the
situation and the applicable legal and administrative requirements. For example, sometimes different
selection processes are used for small versus large projects, or for selecting individual outside experts
versus firms of outside experts. Obviously, the process should facilitate the selection of an outside expert
who will be able to meet your needs. But public-sector organizations, such as supervisors, have a broader
responsibility to act in the public interest. Accordingly, their selection processes should be transparent,
give qualified experts a fair chance to be selected, and ensure that the needs will be met at a reasonable
cost. Also, to the extent possible, selection processes should be administratively simple.
In some situations, the selection process might be very simple. Perhaps you have a very clear picture
of what you need done and have already identified an outside expert who you are satisfied can do it. For
example, you might need someone to prepare and deliver training for staff—and a particular expert has
successfully trained them on similar topics in the past. In this case, you could just seek agreement with the
outside expert on the content, timing, and cost of the training program. However, although such a process
has the advantage of simplicity, it lacks transparency and openness, and increases the risk that a better or
less-costly outside expert has been overlooked. Accordingly, most organizations restrict the use of this
approach, for example, to situations where the total cost is small or the need is urgent.
Most commonly, the selection process will involve requesting proposals from outside experts and
evaluating their proposals against criteria related to your needs. There are many ways in which
requests might be communicated, not all of which will be appropriate in every situation. They include the
following:
•
•

In person, or by telephone, email, or letter; and
By advertising in the press, on your website, or through a government procurement service

Whatever the method of communication, the request itself should deal with the following issues:
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•
•
•
•

Needs – the services you are looking for (alternatively, you might state the problem, with a request
that the outside experts propose their solutions) and when they are to be provided;
Costs – acceptable forms of compensation and any constraints (for example, a maximum daily rate
prescribed by the government);
Significant requirements or conditions – qualifications, location, copyright, insurance coverage (the
details can be dealt with in the contract, but issues that are likely to affect an expert’s willingness
to submit a proposal or their eligibility to be considered should be identified); and
Selection process – who to contact if there are questions, how to submit proposals, the proposal
deadline, whether finalists will be interviewed, what criteria will be used, when decisions will be
made, and how decisions will be communicated.

Supervisors, particularly those in developing markets, are sometimes able to access outside experts
through the training or technical assistance programs of regional and international organizations.
In such circumstances, the supervisor will typically collaborate with the relevant organization to define
the needs. Such organizations have their own processes for assessing the requests, securing funding, and
selecting experts—who might be on staff or outside—to deliver the services. However, close cooperation
between the supervisor and the other organization is essential to ensure that the needs are properly defined
and the experts who are assigned or selected will be able to meet those needs.

Evaluating Proposals
Even if your needs seem simple and straightforward, the proposals that you receive from outside
experts might not be easy to evaluate. Outside experts offer services, which are less tangible and more
difficult to compare than goods. The experts will be delivering their services using different people and
possibly using different approaches. The pricing structure and timing might differ from one proposal to
another. Proposals from different outside experts might well be strong or weak in different areas.
Accordingly, it is useful to have mechanisms in place to review the proposals, weigh their strengths and
weaknesses, and arrive at appropriate decisions.
One such mechanism is to have specific criteria against which to assess the proposals. Some criteria
might be considered minimum requirements, so any proposal which does not satisfy all such criteria
would be rejected. Each proposal would be rated against each of the criteria, and weightings might be
assigned to reflect the relative importance of the various criteria. The criteria and weightings should be
appropriate to the situation and might well differ from one project to another.
The evaluation process should not be entirely mechanical, but should provide some room for
judgement. This is not unlike the risk rating of supervised entities, which generally reflects not only
assessments of specific areas of risk but also supervisory judgement about the overall situation of the
entity. The involvement of more than one person in making the evaluations helps to ensure that all
relevant factors are being fully and fairly considered. For example, if the outside expert will be working
on a project, the project team might jointly evaluate the proposals, with the project leader presenting the
results and the team’s recommendation to senior management for approval.
Although the specific criteria will differ according to the situation, the following questions are relevant to
most situations:
•

Does the proposal meet your needs? If not, and if this applies to more than one proposal, are your
needs realistic and have they been clearly described?
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•
•
•
•

Have the services promised been clearly described? Do they meet the SMART test?4
Which individuals will be providing the services and what are their qualifications? Will senior
people be sufficiently involved?
Is the pricing clearly described? What is included in the price and what will cost extra?
Are there any aspects of the proposal that create significant risks to quality, timeliness, or cost?

Additional information can be useful. When defining your needs, you considered various aspects of the
qualifications required: skills, knowledge, experience, and capacity. A proposal should provide
information about the outside expert’s qualifications in each of these areas. But many things can look
better on paper than they turn out to be in real life. Therefore, it is often useful to supplement such
information by considering your own experience with previous work of the outside expert, contacting
others who are familiar with the expert’s work, and having a discussion with or a presentation from the
expert.

Making a Selection
It is easy to make a selection if your evaluation shows that a particular outside expert can fully meet
your needs and others cannot. Often, however, this will not be the case. Even the best proposal might
have some shortcomings that you would like the expert to remedy. Most outside experts are willing to
discuss ways in which their proposals might be revised to better meet your needs.
The discussions and negotiations should be conducted in an ethical manner, with appropriate
attention to confidentiality. For example, confidential information in one outside expert’s proposal
should not be disclosed to another expert. If your selection is conditional, for example, on the approval of
your board, any conditions should be made clear to the outside expert.
Although you should not rush into a decision (unless, of course, the situation requires an immediate
decision), neither should you draw out the selection process any longer than necessary. You have
needs to be met and, generally, the sooner you can get on with doing so the better. Also, the best outside
experts are often in high demand, so if you take too long to make a decision, their time might already
have been committed elsewhere.
It is good practice to inform the other outside experts who submitted proposals that they were not
selected. In some jurisdictions, this is done by publishing the names of those selected.

Section 2: What Should Be in The Contract?
Any organization that uses an outside expert should have a contract with the expert. The contract
describes the arrangement between the parties. A written contract helps to ensure that the parties have a
common understanding of the arrangement, which in turn helps to avoid disputes. Contracts can serve to
protect the interests of not only the contracting parties but also other stakeholders. For example, a contract
might require an outside expert to preserve the confidentiality of information about the supervised entities
and their customers.
This section examines the various forms contracts might take and important issues that should be dealt
with in contracts with outside experts.

SMART – specific, measurable, actionable, realistic, and time-bound. For more information, see the Toronto
Centre Supervisory Guidance Series: “Action Planning Guide”.
4
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Forms of Contract
Contracts with outside experts can come in various forms. Although verbal contracts might be legally
enforceable, they are generally too informal in nature to be used with outside experts. Therefore, written
contracts are almost always necessary. A contract should set out the terms of the arrangement and there
should be an indication that the parties to the contract have accepted its terms. Acceptance is usually
indicated by written signature, but the laws of some jurisdictions also allow for the use of electronic
signatures.
Although formal contracts are often used, other types of written contract might also be
appropriate, depending on the circumstances. They include purchase orders and letter contracts, either
of which might be sufficient if the services to be provided are straightforward and low-risk in nature.
In some situations, outside experts are contracted as temporary employees, on either a full-time or a parttime basis. The reasons for doing so might include legal restrictions on the use of outside experts by the
supervisor, a desire to extend the legal provisions on confidentiality to outside experts, or requirements of
employment law.

Parties to the Contract
Each contract should clearly specify the parties to the contract, as well as their respective roles and
responsibilities.
In many cases, the contract will be between two parties: the supervisor (as a legal entity) and the outside
expert. If the outside expert is a legal entity, you should ensure that the individual who accepts the
contract is legally empowered to do so.
Sometimes, individual outside experts establish legal entities through which they do business. They
might do so to enhance their credibility in the market, to protect personal assets from business liabilities,
or to gain tax advantages. Although their reasons might be legitimate, you should be satisfied that
contracting with the legal entity does not compromise your interests. For example, if the outside expert
does not meet contractual obligations, does the legal entity have sufficient assets to compensate for any
damages?
The individual signing a contract on behalf of a legal entity might not be the one who will be
providing the services. If it is important to you that particular individuals provide the services, you
should ensure that this is specified in the contract. The contract should also indicate what would happen if
such individuals subsequently become unavailable, for whatever reason.
The contract should indicate whether the parties can assign or transfer any of their rights and
responsibilities to others. For example, can an outside expert you have selected to develop a new
supervisory data management system subcontract some of the work to others?
In some cases, the contractual arrangements can involve multiple parties and multiple contracts.
For example, an international agency has agreed to provide technical assistance in three different areas of
supervision. You have a contract with the international agency, which sets out the terms of reference for
the work and your respective rights and responsibilities. The international agency, in turn, has separate
contracts with three individual outside experts who will be delivering the technical assistance services.
You should be satisfied that such arrangements adequately protect your interests. For example, do the
contracts between the international agency and the individual outside experts include appropriate
confidentiality requirements?
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Services to be Provided
The contract should define the terms of reference for the services to be provided by the outside
expert. To the extent relevant to your circumstances, the information in the contract should answer the
following questions:
•
•
•
•
•
•

What are the nature and scope of the work to be done? What are the objectives of the work?
What outputs are to be delivered (for example, reports, draft legislation, recommendations)? By
when are they deliverable?
What are you obligated to do to support the work of the expert? For example, do staff need to be
available to work with the outside expert on a project team?
Where are the services to be provided?
What are the nature and timing of communication between you and the outside expert?
Can the terms of reference be changed once the contract is in force? If so, how can this be done?

In describing the services to be provided, the contract should strike an appropriate balance
between specificity and flexibility. If the description is vague, the outside expert might reasonably be
able to claim to have met the terms of reference—even if the services delivered fall far short of what you
had envisioned! However, specifying the terms of reference in too much detail can make it difficult to
adapt to changing circumstances and might also lead to higher costs, for example, if the expert can make
additional charges for even minor items that were not explicitly mentioned in the contract.

Compensation for the Services
The contract should describe how, how much, and when the outside expert will be compensated for
the services that will be provided. The forms of compensation most commonly used for outside experts
include time-and-materials, retainer, fixed-price, and results-based. They are sometimes used in
combination with one another to meet the objectives of the various parties in a particular situation.
Some objectives might be shared by all parties to the contract. For example, it is generally in everyone’s
interests to fairly compensate an outside expert if the services provided fully meet the identified needs.
However, if the outside expert has not fully met your needs but has nevertheless expended considerable
effort in attempting to do so, the expert would like to be compensated for the work but you might want to
pay only for the results achieved. Also, you might have a fixed budget to spend, so even if an outside
expert provides valuable additional services, you might be unable to pay them. Therefore, it is important
that an appropriate form of compensation be used.
The time-and-materials approach compensates the outside expert for the time spent and materials
used in performing the work. The compensation for time is often expressed in terms of hourly or daily
rates, which might differ by individual or job category. The compensation for materials might, for
example, include a standard charge for administrative costs and itemized charges for travel costs. The
time-and-materials approach is appropriate if your needs are closely tied to the use of the expert’s time,
for example, if the outside expert is to accompany your staff to on-site inspections. It can also be
appropriate if it is difficult to estimate in advance the amount of time it will take complete a task, for
example, if an outside lawyer is retained to assist in your efforts to have a director of a supervised entity
formally declared by the court to be unsuitable. A variation of this approach is when an outside expert is
retained as a temporary member of staff. The time-and-materials approach can provide significant
flexibility, but it also requires that you have confidence in the ability of the outside expert to focus on
your needs and to work with reasonable efficiency. Regular reporting by the outside expert of the time
spent, the tasks undertaken and the results achieved is advisable.
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A retainer is a contract under which an outside expert is compensated for providing services during
a specified period, but the amount of compensation is not directly related to the time spent in
performing the work. For example, a reinsurance specialist who has recently retired from working in
industry might be retained to assist, as needed, in analyzing the reinsurance arrangements of insurers. The
time required of the expert might be subject to an upper limit, but the expert would be paid the full
retainer fee even if much less time was required during a particular period. This approach can be
appropriate if your specific needs are difficult to predict, but if it is essential that a particular outside
expert be readily available to assist when relevant needs do arise.
Fixed-price contracts define the amount that will be paid once the outside expert has met a
specified need. This approach might be appropriate if the need can be clearly specified, the work required
to meet the need can be estimated with reasonable accuracy, and satisfaction of the need can be easily
measured. For example, a fixed price might be established for developing and delivering a five-day
program to train staff on the assessment of market risk. If the work will extend over a lengthy period, the
contract might provide for partial payments when specific milestones have been met.
A results-based, or performance, contract links the cost directly to the results produced by the
outside expert. This approach might be appropriate if the results are quantifiable and are unlikely to be
significantly affected by other factors. For example, an outside expert might be contracted to reconfigure
the supervisor’s telecommunication systems, with compensation equal to 25 percent of the annual savings
achieved. As another example, an outside expert might be contracted to assist in the recruitment of a
senior manager, with the expert receiving a fee equal to a specified percentage of the manager’s annual
salary, but only if the expert had identified the candidate; the contract might also provide that one-half of
the fee will be paid when the manager is hired and the balance after the manager has completed six
months in the position.
If the contract provides for the possible amendment of the terms of reference, it should also
describe how the compensation would be adjusted. For example, a time-and-materials contract might
require the outside expert to provide an estimate of the additional time and cost that would be incurred as
the result of an amendment and require the acceptance of the estimate – perhaps, after negotiation – by
the supervisor before the additional work is performed.

Other Issues
Contracts commonly deal with other issues in addition to those already discussed. The following are
examples:
•
•
•
•

•
•
•

Termination – the rights of either party to terminate the contract, the conditions under which they
might do so, the termination process, and the compensation payable upon termination;
Dispute resolution – the way disputes will be resolved, for example, the arbitration process and the
applicable law, which might include liability limitations;
Jurisdiction – the jurisdiction whose laws will govern the contract;
Confidentiality – the protection of various types of confidential information, for example,
information received by the outside expert on the supervisor, its staff, supervised entities, and their
customers, and information received by the supervisor on proprietary methods and systems
employed by the expert;
Copyright – the need to obtain authorization to use previously-copyrighted information, and the
rights to any materials developed by the outside expert in connection with the assignment;
Ownership and control of working papers;
Document retention requirements; and
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•

Errors and omissions – the extent of liability for errors and omissions, and the requirement to
maintain insurance coverage against such liability.

Section 3: How Can the Relationship Be Managed?
To maximize the value of an outside expert, the relationship must be managed. A financial sector
that is regulated but not supervised is unlikely to function as well as you might like. Similarly, if you
think that once you have a contract with an outside expert you can just sit back and wait for the results,
you will often be disappointed! You should monitor the progress of the work, assess its usefulness in
meeting your needs, and deal with any deviations from the plan. Only by doing so can you help to ensure
that the work of the outside expert will have the most significant positive impact on your organization.
Good, two-way communication helps to ensure a productive relationship. It often works best if
someone in your organization is designated to be the main point of contact with the outside expert; if the
expert is an organization, it should do likewise. Sometimes, because of the nature of the work being done
by the outside expert, it is obvious who the main point of contact should be. If not, you should select
someone who can help to enable the work of the outside expert, rather than being a barrier to progress.
Consider what other responsibilities the main contact might be given, such as monitoring progress, and
the extent of the person’s authority in dealing with the expert. For example, if you do not want the main
contact to be able to request the outside expert to carry out additional work, such limitation should be
clearly communicated. It can also be useful to designate someone to back-up the main contact.
The outside expert should communicate progress to you in a manner and frequency appropriate to
the situation. For example, for a large, complex project, the contract might call for weekly written
progress reports. For an outside expert you have been using for a long time and have confidence in, the
communication might be less frequent and less formal. If the outside expert might be affected by your
own progress, for example, on a project in which each party is responsible for completing particular
action steps, the communication of progress should go both ways.
Deviations from or changes to the project plan or the terms of reference for the outside expert
should be communicated and carefully managed. Delays in completing specific action steps might
have a disproportionate effect on the overall schedule. For example, if an analysis is completed two days
too late for a board meeting, the project might be delayed until after the next meeting—three months later.
Changes to the terms of reference not only can cause delays but also can greatly increase the costs, for
example, if work that has already been completed must be discarded or revised.
You should assess the work performed by the outside expert to ensure that it meets your needs. For
example, if the outside expert is providing analysis and recommendations, are they reasonable and
relevant to your situation? If the outside expert has prepared and delivered a training program, were the
learning objectives achieved by the participants? Has the work been done in a timely manner? If you have
any concerns, they should be communicated and dealt with promptly, instead of waiting until the work
has been completed or payment is due. Concerns should also be dealt with fairly and constructively, with
a primary objective of getting things back on track. Be prepared to recognize and deal with shortcomings
within your own organization that might have contributed to the concerns. Of course, if you are satisfied
with the work of an outside expert, they will always appreciate positive feedback!
In the end, if you understand your reasons for using an outside expert, clearly define your needs, make a
careful selection, properly document the arrangement in a contract, and actively manage the relationship,
you will probably achieve a successful outcome. The use of outside experts can make you more effective
and efficient—helping you to reach your supervisory objectives.
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Conclusions
As a financial sector supervisor, you continually face a wide range of challenges, both large and small.
Typically, supervisory institutions have sufficient staff with the necessary expertise to deal in a timely and
effective manner with many of these challenges. However, seldom does any organization—no matter how
large and well-funded—possess all the expertise needed to deal with every challenge. In such cases,
organizations might turn to outside experts for assistance.
You should identify outside experts that might meet your needs and make an appropriate selection.
•
•
•

•

•
•

Outside experts might be individuals, organizations that specialize in providing expertise in a
particular area, or large, diversified firms.
Focus your search by considering various aspects of your needs. Networking and other research
can help you to identify outside experts and, sometimes, obtain information on how they have been
able to assist others.
The selection processes might depend on the situation and the applicable legal and administrative
requirements. The process should facilitate the selection of an outside expert who will be able to
meet your needs, be transparent, give qualified experts a fair chance to be selected, ensure that the
needs will be met at a reasonable cost, and be as simple as possible.
Selection processes often involve requesting proposals from outside experts and evaluating their
proposals against criteria related to your needs. The evaluation process should not be entirely
mechanical, but should provide some room for judgement. The involvement of more than one
person helps to ensure that all relevant factors are being fully and fairly considered.
Most outside experts are willing to discuss ways in which their proposals might be revised to better
meet your needs. Discussions and negotiations should be conducted in an ethical manner, with
appropriate attention to confidentiality.
Although you should not rush into a decision, neither should you draw out the selection process
any longer than necessary.

Any organization that uses an outside expert should have a contract with the expert, which describes the
arrangement between the parties.
•
•
•
•
•

•

A written contract helps to ensure that the parties have a common understanding of the arrangement,
which in turn helps to avoid disputes.
Various forms of contracts are used, such as formal contracts, purchase orders, and letter contracts.
Outside experts are sometimes contracted as temporary employees.
Each contract should clearly specify the parties to the contract, as well as their respective roles and
responsibilities. Ensure that contracting with a legal entity does not compromise your interests. In
some cases, the contractual arrangements can involve multiple parties and multiple contracts.
The contract should define the terms of reference for the services to be provided by the outside
expert. It should strike an appropriate balance between specificity and flexibility.
The contract should describe how, how much, and when the outside expert will be compensated
for the services that will be provided. The forms of compensation most commonly used for outside
experts include time-and-materials, retainer, fixed-price, and results-based. They are sometimes
used in combination with one another.
Contracts commonly deal with other issues, such as termination, dispute resolution, jurisdiction,
confidentiality, copyright, ownership and control of working papers, document retention
requirements, and errors and omissions.

To maximize the value of an outside expert, the relationship must be managed.
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•
•
•
•

Good, two-way communication helps to ensure a productive relationship. Designate a main point
of contact with the outside expert.
The outside expert should communicate progress to you in a manner and frequency appropriate to
the situation. Where relevant, the communication of progress should go both ways.
Deviations from the project plan or the terms of reference for the outside expert should be carefully
managed to avoid delays and excessive costs.
You should assess the work performed by the outside expert to ensure that it meets your needs.
Any concerns should be dealt with promptly, fairly, and constructively, with a primary objective
of getting things back on track.

If you understand your reasons for using an outside expert, clearly define your needs, make a careful
selection, properly document the arrangement in a contract, and actively manage the relationship, you will
probably achieve a successful outcome. The use of outs ide experts can make you more effective and
efficient—helping you to reach your supervisory objectives.
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Introduction1
This note explains:
•
•

the key principles of corporate governance within a regulated financial services firm
why it is important for supervisors to assess standards of corporate governance in the firms
they supervise and
how supervisors can improve standards of corporate governance in the firms they supervise.

•

This note focuses on corporate governance within regulated financial services firms, in particular the
role of the board to set the strategy, policy, culture and values of the firm, and to monitor whether these
objectives are being achieved.2
The note is relevant to the supervisors of all types of regulated financial institutions, including
banking, insurance, securities, financial market infrastructure, and commercial pension companies.
Corporate governance is important for supervisors of regulated firms because:
•
•
•
•

Well-managed and well-run financial institutions are less likely to fail, and less likely to treat their
customers and counterparties unfairly
Good corporate governance extends beyond regulatory requirements, and may help to protect
depositors, policyholders and investors
Supervisors can have greater confidence in the internal control mechanisms of firms, and in the
information reported to them by firms, when these firms meet high standards of corporate
governance, and
Well-managed and well-controlled firms will be better placed to implement changes in their
structure or operations required by supervisors.

Some problems in regulated firms can be traced back to failures of corporate governance, not only
ahead of financial crises but also in cases where poor internal controls failed to pick up fraudulent or
unauthorised transactions, or where a board failed to control the executive management (or a dominant
chief executive).
Supervisors and regulators have a number of tools available to them to improve the standards of
corporate governance in the firms they supervise. These include:
•
•
•
•

Using international or national standards to set clear expectations for the corporate governance
of regulated firms
Monitoring whether regulated firms meet these expectations, including through on-site reviews
Introducing an element of individual responsibility and accountability where the boards and
senior management of regulated firms are subject to a licensing regime, and
Taking action when regulated firms fall short of expectations.

1

This note was prepared by Clive Briault on behalf of Toronto Centre.
This note does not cover in any detail other aspects of corporate governance that are of interest to securities
regulators, such as the relationship between a firm and its current and prospective shareholders and bondholders
(including the provision by firms of accurate and timely information about their financial performance and
ownership; the protection of shareholders’ rights; and the equitable treatment of shareholders).
2
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The three annexes to this note summarise (1) key international standards on corporate governance; (2)
guidance from international standard-setters on how supervisors should monitor and assess corporate
governance in the firms they supervise; and (3) how supervisors should monitor and assess the culture of
the firms they supervise.3

What is Corporate Governance?
“Corporate governance involves a set of relationships between a company’s management, its
board, its shareholders and other stakeholders. Corporate governance also provides the structure
through which the objectives of the company are set, and the means of attaining those objectives
and monitoring performance are determined.”4
The first “external” part of this description of corporate governance addresses how shareholders can
control the actions of the managers of a firm (including through firms providing accurate and timely
information about their financial performance and ownership); the rights of shareholders regarding the
ownership of a firm, the sale and transfer of shares, voting at shareholder meetings and sharing in the
profits of a firm; the equitable treatment of shareholders; and any responsibilities of a firm towards other
stakeholders such as employees, customers, and society more generally.5
The second, “internal” part of corporate governance relates to how a firm is managed, and to the roles and
responsibilities of the board6 in setting objectives and monitoring performance.

The Key Elements of Internal Corporate Governance
Roles and Responsibilities of the Board:
To set and guide the strategy, policy, conduct and values of the firm; to establish the framework
of risk governance (setting the firm’s risk appetite7, monitoring whether the risks that a firm takes
are consistent with this appetite; and identifying, measuring, monitoring, controlling, and
reporting all material risks); to set performance objectives and monitor whether they are being
achieved; to select key executives and oversee succession planning; to set annual budget and
IOSCO’s work on corporate governance has focused predominantly on the issuers of securities rather than on the
corporate governance of regulated securities firms. However, the corporate governance of securities firms and
financial market infrastructure should be as important to the supervisors of those firms as it is to the supervisors of
banks and insurance companies. The Basel Committee and IAIS guidance to supervisors summarised in Annexes 1
and 2 of this note should therefore also be relevant to the supervisors of regulated securities firms.
4
OECD Principles of Corporate Governance, 2015. http://www.oecd.org/daf/ca/Corporate-Governance-PrinciplesENG.pdf
5
Good corporate governance in this sense may also be important for the health of a country’s economy more
generally, especially in countries that have moved, or are moving, from state-owned enterprises to market-based
ownership structures. Firms have become more dependent on private sources of capital, while the opening up of
financial markets has made the allocation of capital among competing purposes, within and across countries, more
complex.
6
In some countries, firms have a unitary board, which contains both executive and non-executive directors. In other
countries, firms have a two-tier board structure, in which a supervisory board, consisting entirely of non-executive
directors, sits above a management board of executive directors. However, since the roles and responsibilities of
unitary and supervisory boards are broadly similar, in this note the term “board” is used to apply to both these types
of board. There are also differences across jurisdictions in the scope of board responsibilities and in the liability of
individual directors.
7
The aggregate level and types of risk a financial institution is willing to assume within its risk capacity to achieve
its strategic objectives and business plan.
3
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business plans; and to oversee major capital expenditures and acquisitions. To fulfil these
responsibilities, boards should have access to timely and relevant management information.
“An effective board is one which understands the business, establishes a clear strategy,
articulates a clear risk appetite to support that strategy, oversees an effective risk control
framework, and collectively has the skills, the experience and the confidence to hold executive
management rigorously to account for delivering that strategy and managing within that risk
appetite.”8
Board Composition and Structure:
Most developed countries expect there to be a majority of non-executives on the boards of major
firms, or at least on the key board committees (audit committee and risk committee); a clear
division of responsibilities between the chair (or the senior independent director) and the chief
executive officer of the firm; an identification of the collective skills required of the board;
rigorous and transparent procedures for appointments to the board and for periodic reappointment; and a regular evaluation of the performance of board members, and of the board as
a whole.
Non-Executive Directors:
The primary role of non-executives is to provide both support and constructive challenge to the
executive management. This requires non-executives to be sufficiently independent (such as
having no prior connection with the firm and no conflicts of interest, and serving for a maximum
number of years); to have sufficient experience and expertise; and to commit sufficient time to
the role.
Internal Controls:
Boards are generally expected to oversee the establishment of independent and adequately
resourced internal control functions to safeguard shareholders’ investments and the firm’s assets,
especially for finance and operational controls, risk management, compliance with the law and
relevant standards, and (for insurance firms) an actuarial function.9 Internal audit (or other internal

8

UK Prudential Regulatory Authority Corporate Governance: Board Responsibilities, Consultation Paper 18/15,
May 2015. http://www.bankofengland.co.uk/pra/Documents/publications/cp/2015/cp1815.pdf
9
In insurance firms the key role of the actuary needs to be explicitly recognised in requirements and guidance on
corporate governance. Actuaries play a major role as experts in the risks incurred by the insurer, in controlling the
quality of the information the insurer discloses to its owners or participating policyholders and to the supervisory
authorities, and in protecting the insured. Most OECD countries require a life insurance company to retain the
services of an outside, or in-house, appointed actuary. The actuary should be appropriately qualified in respect of
specific professional requirements.
The actuary should undertake an objective assessment of the situation of the insurance company. This requires a
degree of independence of the actuary in undertaking this assessment, while at the same time recognising
appropriate executive management and board responsibility and accountability. If the actuary is too independent,
this might result in the executive management and the board relying too much on the actuary to take decisions and
responsibility, while on the other hand a lack of independence of the actuary may increase the discretionary power
of executive management.
In some countries, another unique governance issue for insurance companies arises from the discretion that
insurance companies may have in their treatment of policyholders; for example, through the operation of withprofits policies. In many countries, the insurance law requires the appointed actuary to make recommendations to
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functions, or external review) should then monitor and assess the continuing effectiveness of these
internal controls. Control functions, especially internal audit, should not be subject to too much
influence of senior management. A direct line of communication to the board is important.
Remuneration:
In many countries the board is responsible for setting the remuneration of the firm’s executive
management. The board may also have a wider responsibility to oversee the remuneration policies
of the firm at all levels to ensure that salary and bonuses reflect long-term profitability and
performance, and are consistent with good risk management.

Why is Corporate Governance Important for Supervisors?
The objectives of good corporate governance overlap closely with the objectives of the supervision
of financial institutions, since both should contribute to the protection of consumers and investors, to
market confidence and to financial stability.
Good corporate governance practices are essential to achieving and maintaining public trust and
confidence in the financial system. Financial institutions have a fiduciary responsibility to their
customers, which means that good governance is especially important. Poor corporate governance may
undermine trust and confidence in the financial system, and may contribute to the failure of financial
institutions, or to the mistreatment of consumers and investors.
Good corporate governance also covers a firm’s adherence to legislation, regulations, and codes that
extend beyond regulation, and which may provide additional protection to consumers, investors, and other
stakeholders in the firm.
Moreover, supervisors can have greater confidence in the internal control mechanisms of financial
institutions with high standards of corporate governance, and in the information reported by such
firms. Well-managed and well-controlled financial institutions will also be better placed to implement any
changes in their structure or operations required by their supervisors.
This close alignment between good corporate governance and effective financial sector supervision has
long been recognised by international standard setters.

Lessons from the Financial Crisis
Poor standards of corporate governance contributed to the financial crisis that emerged in 2007.10
Poor corporate governance failed to prevent excessive risk-taking in a significant number of financial
services firms. The subsequently revealed misconduct (in the setting of interest rate and foreign exchange

the board on the distribution of surplus to participating (with-profits) policyholders. Some also require the actuary to
give an opinion on the amount that is available for distribution to shareholders.
10

Lessons from the financial crisis for corporate governance are covered in more detail in:
Grant Kirkpatrick The Corporate Governance Lessons from the Financial Crisis, OECD, 2009.
http://www.oecd.org/finance/financial-markets/42229620.pdf
Laura Ard and Alexander Berg Bank Governance: Lessons from the Financial Crisis, World Bank Crisis Response
Note, March 2010.
http://siteresources.worldbank.org/EXTFINANCIALSECTOR/Resources/Note13_Bank_Governance.pdf
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benchmarks, and in the treatment of both retail- and wholesale-market customers) in some banks, and
other financial institutions, also demonstrates that poor corporate governance failed to create and maintain
sufficiently high standards of behaviour at many levels in these firms.
Corporate Governance Failings Evident from the Financial Crisis Included:
•
•

•

•
•
•

Boards not exercising adequate oversight of executive management--insufficient board challenge
of executive management, in particular of over-dominant chief executives. In some countries,
including the U.S., this was exacerbated when the chief executive was also the chair of the board;
Inadequate board understanding of risk--many boards failed to set a clear risk appetite for the firm,
and failed to understand, oversee and control the risks the firm was taking, including the risks
arising from an over-expansion into leveraged finance, securitisations and derivatives. Boards
(and senior management) relied on management information systems that were unable to aggregate
risk exposures across different parts of a firm’s business, relied too heavily on models without
understanding the limitations of these models, and failed to run adequate stress and scenario tests;11
Weak non-executive directors--some boards of financial institutions looked more like a “retirement
home for the great and good” than a professional oversight body. Some non-executive directors
were appointed because they were personal friends of the chief executive; had no expertise in the
financial sector; did not devote enough time to their responsibilities (in some cases because they
held too many other directorships); were not sufficiently expert or engaged to understand, monitor
and mitigate risk; and did not hold executive management to account through robust challenge;
Weak controls--failure to develop strong internal controls and internal audit capacity;
Perverse remuneration incentives--payment of bonuses to staff that rewarded short-term
performance, thereby incentivising excessive risk-taking, without recognising the risks and the
longer term performance of the business they conducted; and
Culture--shortcomings in the prevailing culture of banks were an important root cause of continued
misconduct and excessive risk-taking.

These problems were not confined to banks. The failure of AIG demonstrated the more general
problem of financial institutions moving into new areas of business where the risks and potential
downsides were not fully understood by the board, while the problems that emerged in some of the U.S.
investment banks demonstrated the problem of poor corporate governance in securities firms.
None of the corporate governance problems revealed by the financial crisis are completely new.
Similar problems have emerged across all types of financial institution in the past, including the failure of
internal controls to identify rogue traders (Barings); fraud and financial misreporting (BCCI, Refco and
Madoff Securities); combining the role of chief actuary and chief executive, and the absence of board
understanding of the business (Equitable Life); and over-rapid expansion and the absence of a clear
strategy (HIH Insurance Group).

What Should Supervisors Do?
Before the financial crisis that emerged in 2007, supervisors in some of the most developed
international financial markets had relied too heavily on the mantra that the primary responsibility
11

This is not to suggest that the boards of financial institutions should have fully predicted or anticipated the
financial crisis. But it is the responsibility of non-executive directors to ensure that firms are well run and properly
managed, including using stress, and scenario tests to identify vulnerabilities and to decide to what extent the firm
should protect itself against these vulnerabilities.
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for the safety and soundness of financial institutions rests with the senior management of the
regulated firm. The prevailing philosophy of supervision was based on the assumptions that market
forces and market discipline would keep regulated firms broadly on track, and that the management and
boards of financial institutions had a strong and long-term interest in firms performing well.12
The financial crisis undermined both of these assumptions. Supervisors have generally adopted a more
intensive and more intrusive approach to supervision. A closer and tougher supervisory focus on
corporate governance in regulated firms needs to be part of this approach.

Standards
Supervisors need to be clear about the standards of corporate governance, which they expect
regulated firms to meet.
Many countries have introduced various forms of legislation, rules, and codes to set and promote high
standards of corporate governance.
Legislation typically includes a Companies Act governing the way in which private companies can be
established, structured, and operated; legislative requirements on financial reporting and on firms’ internal
systems and controls; and legislation establishing the criminal nature of fraud, insider dealing, and money
laundering.
In addition, many countries have introduced a national code of corporate governance.13 Such codes aim
to improve and guide the governance practices of firms within a country’s specific legal environment and
business context. These national codes may be issued by national stock exchanges, standard-setters for
corporate reporting, securities regulators, or other bodies. They generally take the form of non-binding
recommendations, typically based on high-level principles, amplified through guidance.
Compliance with codes usually depends on self-regulation and market discipline. Following the model of
the United Kingdom, several voluntary codes use the comply-or-explain mechanism. Under this
approach, listed companies are required to disclose publicly how they comply with various provisions of
the code, or otherwise to explain why they do not comply. Supporters of this approach say that it offers
both flexibility and a high degree of compliance. But other commentators say that it is too easy for firms
to meet the letter of the code without meeting the spirit of the code, or to explain away any divergences
from the code.
Such legislation and codes may not be specific to financial institutions, and they may not cover all
regulated firms (for example, national codes of corporate governance typically apply only to firms listed
on the stock exchange, although in some countries there are also codes for smaller companies and for
state-owned enterprises).
Specific regulatory requirements applying to regulated financial sector firms may therefore be needed,
in the form of some combination of high level principles, more detailed rules, and guidance set by the
12

Clive Briault Trust less, verify more, World Bank Crisis Response Note, May 2009.
http://documents.worldbank.org/curated/en/2009/07/11077395/trust-less-verify-more
13
Leading examples of such national codes include the UK Corporate Governance Code
(https://www.frc.org.uk/Our-Work/Publications/Corporate-Governance/UK-Corporate-Governance-Code-2014.pdf),
which evolved from the 1992 Cadbury Code; and the series of King reports in South Africa
(https://jutalaw.co.za/uploads/King_III_Report/).
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regulator. 14 This will need to be proportional to the size, complexity, structure, and risk profile of the
financial institution (for example, systemically important financial institutions should be subject to tougher
and more comprehensive standards of corporate governance than smaller firms).
National supervisors and regulators can benefit here from the work of the international standard setters (see
Annex 1) and many national financial services regulatory authorities that have revised their requirements
following the financial crisis. Together, this work covers all types of financial institutions and emphasises
the key elements of corporate governance that were found to have operated inadequately ahead of
the financial crisis. These elements include:
Board Structure and Leadership:
•
•

Effective leadership by the chair of the board in order to encourage and facilitate challenge
Separating the roles of the chair of the board, and the chief executive officer.

Non-Executive Directors:
•
•
•
•

Greater skills, financial industry experience, knowledge of the business and of the business model,
and access to critical information
Adopt more challenging and independent behaviour and culture within the board
Spend more time in undertaking their role (so hold fewer directorships)
Ability to seek independent external advice on important decisions.

Risk Governance:
•
•
•
•
•

•

Explicit board determination and approval of strategy and of risk appetite
Effectiveness of risk management--identifying, assessing and controlling risks, and embedding a
supportive risk culture in the firm
Establishing a risk committee of the board
Appointing a chief risk officer (who is independent of business lines) to advise the board on firmwide risks
An effective programme of stress and scenario testing, and taking action on the basis of the results-a board should understand the circumstances under which the firm might make a loss, or even fail,
and then either be satisfied to take these risks, or put appropriate risk mitigation in place to reduce
or remove these risks
Independent assessments of the firm’s risk governance framework, through board effectiveness
reviews, internal audit assurance reviews, and third party assessments.

Internal Controls:
•
•

Enhanced resources and independence for internal control functions
Role of internal audit, and audit committee as key components in how the board gains assurance
that internal controls are operating effectively.

14

For example, in Ireland the financial services regulator introduced specific corporate governance rules for banks
and insurance companies:
http://www.centralbank.ie/regulation/Documents/Corporate%20Governance%20Requirements%20for%20Credit%2
0Institutions%202015.pdf and
http://www.centralbank.ie/regulation/Documents/Corporate%20Governance%20Requirements%20for%20Insurance
%20Undertakings%202015.pdf
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Remuneration:
•
•

Board oversight to ensure that remuneration is in line with the desired risk appetite and risk profile
of the firm, and consistent with good risk management
Align remuneration policies with the long-term success of the firm

Culture:
•
•

Role of the board and senior management in establishing, communicating, and assessing the
culture, value, and behaviours of the firm
Board oversight to ensure that staff at all levels are adhering to the culture and values determined
by the board

Personal Accountability:
•
•

Assessment of the suitability of board members and senior management
Holding senior management personally accountable for their firm meeting regulatory requirements
and expectations

These revised regulatory requirements represent a gold-standard approach to corporate governance. In
practice, supervisors will need to consider how they are going to apply them in a proportional manner to
firms that are considerably smaller than the large firms for whom these requirements were primarily
designed, to firms that are state-owned15 or owned by a single, large shareholder16 (or closely connected
shareholders), and to firms in small countries where there is a limited pool of independent, experienced
and expert non-executive directors.

Supervision
Supervisors need to monitor whether regulated firms are meeting the required standards of
corporate governance.
This can take various forms, and supervisors should consider which of these approaches they need to
enhance or introduce. Some of the principles issued by international standard setters include principles
directed towards supervisors, covering both what they should be monitoring and assessing, and how they
undertake these responsibilities (see Annex 2).

15

The OECD has issued guidelines for the corporate governance of state-owned enterprises (see Annex 1). These
provide internationally agreed standards for how governments should exercise the state ownership function to avoid
the pitfalls of both passive ownership and excessive state intervention.
David H. Scott Strengthening the Governance and Performance of State-Owned Financial Institutions World Bank
Policy Research Working Paper 4321, August, 2007
http://dx.doi.org/10.1596/1813-9450-4321
16

In some countries, the dominant business model is family owned-and-managed firms. This aligns the interests of
management and shareholders much more closely, and in many cases these firms have benefited from a longer-term
and more risk-averse approach. But in other cases, family ownership has been associated with a lack of internal
challenge and an absence of internal controls, leaving firms exposed to poor decisions and to fraud.
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Off-site (desk-based) Analysis
Supervisors can gain some understanding of the corporate governance of a financial institution
through off-site analysis, including a review of
•

•

•
•
•

•
•
•

Documentation provided by a financial institution on the structure and composition of the board
and its committees; the roles and responsibilities of the board and its committees; the delegation
of roles and responsibilities to the chief executive; the operation of the executive management
board; and the structure, resourcing and role and responsibilities of internal control functions (risk
management, compliance, actuarial, internal audit);
The minutes of board and board committee meetings and of the meetings of the key internal control
committees, which can provide some evidence on how effective the board and these committees
are in fulfilling their roles and responsibilities. For example, they may provide some evidence of
whether the board has set a clear risk appetite, of whether the board and any board and executive
risk committees spend sufficient time discussing, monitoring and controlling risks in an effective
and properly informed manner, and of the nature and extent of challenge being made by the nonexecutive directors;
Internal reporting from the internal control functions to senior management and the board
Reports on corporate governance from external auditors and other third parties
An internal risk and capital adequacy assessment, including an assessment of how a financial
institution manages its risks, and the results of the financial institution’s own stress and scenario
testing. In some countries and in some sectors, financial institutions are required to produce these
documents;
Governance processes in the areas of crisis management and business continuity
Remuneration policies, the extent of any variable pay, and the extent to which this is subject to
constraints (payment in equity rather than cash, deferral of payment and potential claw back); and
Information on the structure, activities, and group-level oversight processes of the group to which
a financial institution belongs.

All these sources can provide supervisors with useful information on basic aspects of corporate
governance, such as whether there is a clear separation of roles between the chief executive and the chair
of the board, the quality and independence of non-executive directors, the management information
received by the board, and the clarity and scope of the firm’s strategy and risk appetite documents.
Offsite analysis can also identify concerns and highlight areas of corporate governance that need to be
addressed in more detail through onsite examination.

Onsite Assessments:
Onsite assessments are essential for supervisors to obtain more detailed information about
corporate governance and to be better able to form judgements about the effectiveness of a
financial institution’s corporate governance.
Supervisors should explore, through onsite assessments, how corporate governance works in practice
within a financial institution, including how the board sets the strategy, culture, and values and risk
appetite of the firm; how well members of the board understand the business and its risks; the overall
functioning of the board; the nature and extent of challenge by non-executive directors; and how the
board seeks and obtains assurance about the quality and effectiveness of the control functions and
management information on which it relies.
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On-site Assessments Might Include:
•
•
•
•
•
•

Interviews with non-executive directors (in particular the chair of the board, and the chairs of the
audit, risk, and other board committees)
Interviews with senior management (and, in insurance companies, the chief actuary)
Interviews with the heads of control functions and the external auditor
Observing board and executive committee meetings
Interviews with a range of staff at all levels within a financial institution to assess whether the
controls that senior management claims to be in place (and on which the board relies) are really
operational throughout the business; and
A review into how a financial institution manages a particular type of risk (such as credit risk in
bank, mortality risk in a life insurance company, the setting of technical provisions in an insurance
company, and trading risks in a securities firm), including how such risks are monitored and
controlled.

The Purpose of On-site Assessments is to test:
•
•
•
•
•

Whether the non-executive directors are sufficiently challenging, or whether there is too cozy
a relationship between the non-executives and the chief executive
How well the board understands the risks that the firm is running, and determines the capital,
other reserves and provisions, liquidity and other resources required to support these risks
How well the board uses information from the firm’s external auditors, and from its internal
control, and internal audit functions
Whether the core internal control functions are of high quality, sufficiently resourced, and
independent of the business, and
How the board assures itself that the firm’s internal controls, remuneration, and other policies
and procedures operate effectively and are in line with the strategy and risk appetite set by
the board.

However, policies and processes for supervisory assessments of culture remain at an early stage of
development for most supervisory authorities. Supervisors are uncertain about how to review and assess
a financial institution’s culture, and how to integrate this into their overall risk assessment of the financial
institution.17

Risk Based Supervision
Many supervisory agencies undertake risk-based supervision.
An assessment of a regulated firm’s corporate governance should be a key element of risk-based
supervision, because good corporate governance can be an important mitigant against the risks being
taken by a financial institution, by lessening the probability that risks will materialise, and by
strengthening the ability of a financial institution to manage the impact of those risks if they do
materialise. On the other hand, poor corporate governance can magnify the risks that a financial
institution is running, making it more likely that risks will materialise, and more likely the consequences
of these risks will be severe. Indeed, poor corporate governance is in many respects an additional risk in
its own right.

This is discussed in the FSB’s Thematic Review on Supervisory Frameworks and Approaches for SIBs Peer
Review Report, May 2015. http://www.financialstabilityboard.org/wp-content/uploads/Thematic-Review-onSupervisory-Approaches-to-SIBs.pdf
17
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Risk-based supervision provides a framework for supervisors to assess corporate governance in the wider
context of the probability and potential impact of the range of risks that a financial institution is taking. So
the assessment of corporate governance is not undertaken in isolation, but takes into account the nature,
size, and complexity of the business and other risks relating to each financial institution.

Thematic Reviews
Thematic reviews can be used by supervisors to focus on a specific area of concern, across a sample
of financial institutions. This might be done by establishing a team of supervisors to undertake offsite
and onsite reviews across a sample of firms, during a period of a few months. The results can then be used
to identify good and poor practices across the sample of firms, and to (a) remedy poor practices in the
firms where these were identified; (b) promote good practice to all firms by publishing the results, and,
when necessary, by amending regulatory rules and guidance; and (c) informing supervisors about what
they should be looking for in future firm-specific analysis and visits.
For example, in the area of corporate governance, thematic reviews might include reviews of the expertise
and independence of boards, risk governance frameworks, remuneration practices, and specific internal
control functions.

Licensing
Some aspects of corporate governance can be addressed as part of a supervisory agency’s licensing
or authorisation of key individuals (non-executive directors and senior management) in regulated
financial institutions. This provides an opportunity for supervisors to (a) evaluate the experience,
expertise, and integrity of proposed non-executive directors and senior management, and (b) influence the
composition of the board (and of senior management) by refusing to authorise unsuitable candidates.
Until recently, many supervisory agencies only checked that candidates were ‘fit and proper’ in the sense
of there being nothing known against them. However, some supervisory agencies are beginning to take a
more active and intensive approach to fit-and-proper assessments of candidates for board and senior
management positions, by evaluating their experience and expertise and their suitability for the proposed
role. Some supervisory agencies interview candidates as part of the application process, at least for those
applying for key roles in large financial institutions.
Corrective Actions
Supervisors need to inform regulated firms of any material weaknesses in corporate governance
and require that corrective measures be taken in a timely manner.
This is essentially the same as any other supervisory intervention to change the behaviour of a financial
institution, and might include:
•

Negotiation or moral suasion: Explaining to the financial institution where it falls short of the
relevant rules, guidance and other standards, why it is important for the firm to make improvements,
and what the consequences will be if these improvements are not made.

•

Supervisory Actions: Poor corporate governance can be a reason for requiring a financial institution
to address the shortcomings directly, or, failing that, to hold additional capital (in particular under
the Pillar 2 element of a capital-adequacy regime) or to restrict its business until the shortcomings
in corporate governance are rectified.
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•

Enforcement Action: Depending on the powers available to a supervisory agency, and on the
enforceability of the specific legislation, rules, and regulations relating to corporate governance, a
supervisory agency may be able to address significant failings in corporate governance by imposing
fines on the financial institution, or restricting its business, or preventing it from undertaking certain
types of business. A supervisory agency may also be able to take action under its fit-and-proper
regime to insist on the replacement of individual directors and senior managers.

Resources
Supervisors need to have staff of sufficient quantity, quality and seniority to monitor and assess
corporate governance in a regulated firm.
In particular, supervisors need to be sufficiently well-trained, and capable of undertaking onsite
examinations and going beyond a ‘tick box’ approach to exercise judgement about the effectiveness of the
corporate governance of a financial institution.
The most important elements are for a supervisor to: (a) understand the relevant national and international
codes, standards, and guidance on corporate governance; (b) recognise the difference between “form” and
real “substance” in the corporate governance of a financial institution; (c) have the confidence and ability
to undertake onsite assessments, including conducting interviews with the directors and senior
management of financial institutions; and (d) have the ability to formulate and pursue corrective actions
when required.
Powers
Supervisors need to have the authority and the powers to insist that regulated financial institutions
improve their corporate governance.
In practice, supervisors may be constrained by a lack of formal powers or authority to (a) issue corporate
governance standards; for example, where regulatory requirements are established in legislation
(requiring government and/or parliamentary approval) rather than in regulatory rules and guidance; (b)
request certain types of information from regulated firms; (c) undertake onsite assessments; or (d) set
higher Pillar 2 capital requirements, or impose corrective measures in response to corporate governance
failings in regulated firms.
In addition, it is important that supervisors have adequate statutory legal protection against being sued
when they have acted in good faith.

Conclusions
Corporate governance is important for all types of financial institutions--banks, insurance and
securities companies--and for their supervisors. Poor corporate governance was one contributor to the
financial crisis, to serious cases of misconduct, and to a succession of failures of financial institutions.
International standard-setters have revised their various principles covering corporate governance,
and new standard-setters such as the Financial Stability Board have entered this arena. There has been a
particular focus on the quality and independence of non-executives and the extent to which they challenge
executive management; on all aspects of risk governance; on culture; on personal responsibilities and
accountability; and on remuneration.
This provides supervisors with a rich set of standards against which to monitor and assess
corporate governance in the firms they supervise. But the emphasis of the standards on areas such as
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how non-executive directors and boards behave, how boards gain assurance that controls are operating
effectively, the quality of management information, and culture means that supervisors will have to rely
on onsite assessments using interview and observation techniques with which they may be relatively
inexperienced and may lack the confidence to pursue.
Supervisors then need to communicate the shortcomings in corporate governance to firms, and
achieve improvements. Actions to rectify shortcomings include supervisory negotiations with financial
institutions, the use of additional Pillar 2 capital, and other requirements that will incentivise better
corporate governance. Where necessary, supervisors can take disciplinary action against firms and
individuals.
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Annex 1: Principles of Corporate Governance
The importance of corporate governance, and the search for common standards on which to base IMF and
World Bank country assessments, has led to the development of internationally agreed standards and
guidelines for corporate governance.

G20/OECD Principles of Corporate Governance (2015)
http://www.oecd.org/daf/ca/Corporate-Governance-Principles-ENG.pdf
The most important international code is the G20/OECD Principles of Corporate Governance.
These Principles were first endorsed by OECD Ministers in 1999, and revised in 2004 and 2015. They
have become an international benchmark for policy-makers, investors, corporations, and other
stakeholders worldwide. The Principles have been:
•
•
•

Adopted as one of the Financial Stability Board’s (FSB) Key Standards for Sound Financial
Systems serving FSB, G20 and OECD members
Used by the World Bank Group in more than 60 country reviews worldwide, and
Used as the basis for the Guidelines on the corporate governance of banks issued by the Basel
Committee on Banking Supervision, the OECD/IAIS Guidelines on Insurer and Pension Fund
Governance, and as a reference point for reform in individual countries.

The Principles focus on publicly traded companies, both financial and non-financial. To the extent
they are deemed applicable, they might also be a useful tool to improve corporate governance in
companies whose shares are not publicly traded.
The OECD Principles recognise that there is no single model of good corporate governance.
However, the OECD has identified some common elements that underlie good corporate governance. The
Principles build on these common elements and are formulated to embrace the different models that exist.
They apply, regardless of a country’s level of ownership concentration, its model of board structure, or
whether it has a civil law or a common law tradition.
The OECD Principles are non-binding and do not aim at detailed prescriptions for national
legislation. Rather, they seek to serve as a reference point by identifying objectives, and suggesting
various means for achieving them. They can be used by national policy-makers as they examine and
develop the frameworks for corporate governance that reflect their own economic, social, legal, and
cultural circumstances.
The OECD Principles place a strong emphasis on shareholder rights, market efficiency, cost of
capital, protecting property rights, and disclosure and transparency. Only the last of the six
Principles, which focuses on Board responsibilities, relates to the internal aspects of corporate governance
within a firm.
The six Principles (and the most significant revisions introduced in 2015) are:
Principle 1: Ensuring the basis for an effective corporate governance framework
This principle focuses on the role of a corporate governance framework in promoting transparent and fair
markets, and the efficient allocation of resources. It focuses on the quality and consistency of the different
elements of regulations, since these influence corporate governance practices and the division of
responsibilities between authorities.
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New emphasis is placed on the quality of supervision and enforcement, and on the role of stock markets
in supporting good corporate governance.
Principle 2: The rights and equitable treatment of shareholders and key ownership functions
This Principle identifies basic shareholder rights, including the right to information and to participation
through the shareholder meeting in key company decisions. The chapter also deals with the disclosure of
control structures, such as different voting rights.
New issues include the use of information technology at shareholder meetings, the procedures for the
approval of related-party transactions, and shareholder participation in decisions on executive
remuneration.
Principle 3: Institutional investors, stock markets and other intermediaries
This Principle addresses the need for sound economic incentives throughout the investment chain, with a
particular focus on institutional investors acting in a fiduciary capacity. It also highlights the need to
disclose and minimise conflicts of interest that may compromise the integrity of proxy advisors, analysts,
brokers, rating agencies and others who provide analysis and advice that is relevant to investors.
New areas include cross-border listings, and the importance of fair-and-effective price discovery in stock
markets.
Principle 4: The role of stakeholders in corporate governance
This Principle encourages active co-operation between corporations and their stakeholders, and underlines
the importance of recognising the rights of stakeholders that are established by law, or through mutual
agreements. It also supports stakeholders’ access to information on a timely and regular basis, and their
rights to obtain redress for the violations of their rights.
Principle 5: Disclosure and transparency
This Principle identifies key areas of disclosure, such as the financial and operating results, company
objectives, governance structure and policies, major share ownership, remuneration, related-party
transactions, risk factors, and information about board members.
New issues include the recognition of recent trends with respect to items of non-financial information that
companies may include on a voluntary basis--for example, in their management reports.
Principle 6: The responsibilities of the Board
This Principle provides guidance on the key functions of the board, including the review of corporate
strategy, selecting and compensating management, overseeing major corporate acquisitions and
divestitures, and ensuring the integrity of the corporation’s accounting, financial reporting and other
internal control systems. The corporate governance framework should ensure the strategic guidance of
the company by the board, the effective monitoring of management by the board, and the board’s
accountability to the company and its shareholders.
New issues include the role of the board in risk management, tax planning and internal audit; and
recommendations on board training and evaluation, and on the establishment of specialised board
committees in areas such as remuneration, audit, and risk management.

| 17

Return to Table of Contents

OECD Guidelines on Corporate Governance of State-Owned Enterprises
(2015)
http://www.oecd.org/daf/ca/OECD-Guidelines-Corporate-Governance-SOEs-2015.pdf
These OECD Guidelines recognize the importance of state-owned enterprises (SOEs) in many
countries. The Guidelines also recognize the critical importance that the corporate governance of these
enterprises has in the overall economic efficiency and competitiveness of the economies concerned.
The Guidelines are recommendations to governments on how to ensure that state-owned
enterprises operate efficiently, transparently, and in an accountable manner. The Guidelines were
first developed in 2005 as a complement to the OECD Principles of Corporate Governance and were
updated in 2015.
These OECD Guidelines cover:
•

The rationale for state ownership:
Since the state exercises the ownership of SOEs in the interest of the general public, it should
carefully evaluate and disclose the objectives that justify state ownership and subject these to a
recurrent review.

•

The state’s role as an owner:
The state should act as an informed and active owner, ensuring that the governance of SOEs is
carried out in a transparent and accountable manner, with a high degree of professionalism and
effectiveness.

•

SOEs in the market place:
Consistent with the rationale for state ownership, the legal and regulatory framework for SOEs
should ensure a level playing field and fair competition in the marketplace when SOEs undertake
economic activities.

•

Equitable treatment of shareholders and other investors:
Where SOEs are listed or otherwise include non-state investors among their owners, the state and
the enterprises should recognise the rights of all shareholders and ensure shareholders’ equitable
treatment and equal access to corporate information.

•

Stakeholder relations and responsible business:
The state ownership policy should fully recognise SOEs’ responsibilities towards stakeholders and
request that SOEs report on their relations with stakeholders. The policy should make clear any
expectations the state has with respect to responsible business conduct by SOEs.

•

Disclosure and transparency:
SOEs should observe high standards of transparency and be subject to the same high quality
accounting, disclosure, compliance and auditing standards as listed companies.

•

Responsibilities of the board:
Boards of SOEs should have the necessary authority, competencies, and objectivity to carry out
their functions of strategic guidance and monitoring of management, and should act with integrity
and be held accountable for their actions.
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FSB Standards on Risk Governance (2013)
http://www.financialstabilityboard.org/wp-content/uploads/r_130212.pdf
The Financial Stability Board (FSB) published, in February 2013, a set of sound risk governance
practices, based on national regulatory and supervisory developments since the financial crisis, and
on a review of risk governance practices in 36 major banking groups across the G20 area. These
practices focus on risk governance, rather than on corporate governance more generally, and are
intended to apply to systemically important regulated firms across all sectors.
The FSB’s sound risk governance practices emphasise the critical role of the board and the board risk
committee in strengthening a financial institution’s risk governance, by promoting and evaluating a
strong risk culture in the organisation; establishing and communicating the firm’s risk appetite; and
overseeing management’s implementation of the risk appetite and the overall risk governance framework.
The practices also address the
•
•
•
•
•
•
•

Independence and expertise of the board
Role of the board in establishing and embedding an appropriate risk culture throughout the firm;
Membership and terms of reference of the risk and audit committees
Independence, role and reporting lines of the chief risk officer (CRO), reporting directly to the chief
executive (CEO), not through the chief financial officer (CFO)
Importance of CRO involvement in all significant group-wide risks (including treasury and
funding) and in key decision-making processes (including strategic planning, acquisitions, and
mergers)
Independence, authority, and scope of the risk management function, and
Independent assessment of the risk governance framework.

FSB Principles for an Effective Risk Appetite Framework (2013)
http://www.financialstabilityboard.org/wp-content/uploads/r_131118.pdf
The FSB has extended its guidelines on risk governance with two further papers: a set of principles
for an effective risk appetite framework, and guidance to supervisors on assessing the risk culture of
financial institutions (see Annex 3).
The FSB’s Principles for an effective risk appetite framework state that the framework should act as a
brake against excessive risk-taking, and should be:
• Driven by both the board and management at all levels
• Communicated, embedded and understood across the firm
• Used as a tool to promote robust discussions of risk and as a basis upon which the board, risk
management, and internal audit functions can challenge management recommendations and
decisions, and
• Adaptable to changing business and market conditions.
An effective risk appetite framework requires three key elements:
First, a risk-appetite statement that:
•

Is linked to the firm’s short- and long-term strategic, capital and financial plans
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•
•
•

Establishes for each material risk the maximum amount of risk the firm is prepared to accept
Includes quantitative measures that can be translated into risk limits applicable to business lines,
legal entities and groups; and
Is forward-looking and subject to scenario and stress testing to ensure that the firm bank
understands what events might push the firm outside its risk appetite and/or risk capacity.

Second, risk limits that:
•
•
•
•

Constrain risk-taking within risk appetite
Are established group-wide and for business lines and legal entities
Do not simply default to regulatory limits, and are not overly complicated, ambiguous, or
subjective; and
Are monitored regularly.

Third, a set of supporting roles and responsibilities--the FSB’s Principles include detailed job
descriptions that outline the roles and responsibilities of the board, CEO, CRO, CFO, business heads and
internal audit with respect to the risk appetite framework.

Basel Committee Corporate Governance Principles for Banks (2015)
http://www.bis.org/bcbs/publ/d328.pdf
The Basel Committee updated its corporate governance principles in July 2015, replacing the
previous version (2010). The main changes in the new version seek to reinforce the collective
oversight and risk governance responsibilities of the board by:
•
•
•
•
•
•

Expanding the guidance on the role of the board in overseeing the implementation of effective riskmanagement systems
Emphasising the importance of the collective competence of the board, as well as the obligation of
individual board members to dedicate sufficient time to their mandates, and to keep abreast of
developments in banking
Strengthening the guidance on risk governance, including the specific risk-management roles and
responsibilities of the board, board risk committees, senior management, business units and the
control functions, including the CRO and internal audit
Underlining the importance of the board setting the “tone at the top” and overseeing management’s
role in fostering and maintaining a sound corporate and risk culture
Recognising the importance of compensation systems in conveying acceptable risk-taking
behaviour and reinforcing risk culture, and
Emphasising the responsibility of the board and senior management to define and manage the
conduct risk inherent in a bank’s business.

The thirteen principles are:
Principle 1: Board’s overall responsibilities
The board has the overall responsibility for the bank, including approving and overseeing management’s
implementation of the bank’s strategic objectives, governance framework and corporate culture.
Principle 2: Board qualifications and composition
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Board members should now be, and remain, qualified, individually and collectively, for their positions.
They should understand their oversight and corporate governance role and be able to exercise sound,
objective judgment about the affairs of the bank.
Principle 3: Board’s own structure and practices
The board should define appropriate governance structures and practices for its own work, and put in
place the means for such practices to be followed and periodically reviewed for ongoing effectiveness.
Principle 4: Senior management
Under the direction and oversight of the board, senior management should carry out and manage the
bank’s activities in a manner consistent with the business strategy, risk appetite, remuneration and other
policies approved by the board.
Principle 5: Governance of group structures
In a group structure, the board of the parent company has the overall responsibility for the group and for
ensuring the establishment and operation of a clear governance framework appropriate to the structure,
business, and risks of the group and its entities. The board and senior management should know and
understand the bank group’s organisational structure and the risks that it poses.
Principle 6: Risk management function
Banks should have an effective, independent, risk-management function, under the direction of a chief
risk officer (CRO), with sufficient stature, independence, resources and access to the board.
Principle 7: Risk identification, monitoring and controlling
Risks should be identified, monitored and controlled on an ongoing, bank-wide, and individual entity
basis. The sophistication of the bank’s risk management and internal control infrastructure should keep
pace with changes to the bank’s risk profile, to the external risk landscape and in industry practice.
Principle 8: Risk communication
An effective risk-governance framework requires robust communication within the bank about risk, both
across the organisation and through reporting to the board and senior management.
Principle 9: Compliance
The bank’s board of directors is responsible for overseeing the management of the bank’s compliance
risk. The board should establish a compliance function and approve the bank’s policies and processes for
identifying, assessing, monitoring and reporting, and advising on compliance risk.
Principle 10: Internal audit
The internal audit function should provide independent assurance to the board and should support board
and senior management in promoting an effective governance process and the long-term soundness of the
bank.
Principle 11: Compensation
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The bank’s remuneration structure should support sound corporate governance.
Principle 12: Disclosure and transparency
The governance of the bank should be adequately transparent to its shareholders, depositors, other
relevant stakeholders and market participants.
Principle 13: The role of supervisors
This is covered in Annex 2 below.

Basel Committee Core Principles for effective banking supervision (2012)
http://www.bis.org/publ/bcbs230.pdf
The Basel Core Principles (first issued in 1999 and updated in 2006 and 2012) rely heavily on the
internal aspects of corporate governance. A new Core Principle, focused on effective corporate
governance as an essential element in the safe and sound functioning of banks, was included in the 2012
revision. The new Principle brings together existing corporate governance criteria in the assessment
methodology and gives greater emphasis to sound corporate governance practices.
The Core Principles include:
Core Principle 14: Corporate governance
Banks and banking groups should have robust corporate governance policies and processes covering
strategic direction, group and organisational structure, control environment, responsibilities of the banks’
boards and senior management, and compensation. These policies and processes should be commensurate
with the risk profile and systemic importance of the bank.
Core Principle 15: Risk management process
Banks should have a comprehensive risk management process (including effective board and senior
management oversight) to identify, measure, evaluate, monitor, report and control, or mitigate all material
risks on a timely basis; and to assess the adequacy of their capital and liquidity in relation to their risk
profile, and market and macroeconomic conditions. This extends to the development and review of
contingency arrangements (including robust and credible recovery plans where warranted) that take into
account the specific circumstances of the bank. The risk-management process should be commensurate
with the risk profile and systemic importance of the bank.
Banks should also have risk-management strategies and policies in place for credit, market, operational,
large exposures, country, liquidity, and interest rate risks (as in Core Principles 17 and 19-25). These
strategies and policies should be reviewed and approved by the board, and implemented effectively.
Core Principle 26: Internal control and audit
Banks should have adequate internal control frameworks to establish and maintain a properly controlled
operating environment for the conduct of their business, taking into account their risk profile. These
include clear arrangements for delegating authority and responsibility; separation of the functions that
involve committing the bank, paying away its funds, and accounting for its assets and liabilities;
reconciliation of these processes; safeguarding the bank’s assets; and appropriate independent internal
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audit and compliance functions to test adherence to these controls, as well as applicable laws and
regulations.

IAIS/OECD Issues Paper on Corporate Governance (2009)
http://www.oecd.org/dataoecd/43/21/42366179.pdf
In July 2009 the IAIS and the OECD issued jointly an Issues Paper on Corporate Governance. This
reflected the growing interest in corporate governance since the IAIS issued its Core Principles in 2003; a
joint IAIS/OECD survey in 2008 of current practices and what might represent good practice in the
corporate governance of insurance companies; and lessons from the financial crisis.
The Issues Paper discusses the key elements of corporate governance, including:
•
•
•
•
•
•
•

Governance structures
Functions of the board
Control functions
Actuarial function
Disclosure and transparency
Relations with stakeholders
Interaction with the supervisor.

IAIS Core Principles (2011, revised 2013 and 2015)
http://iaisweb.org/index.cfm?event=showPage&nodeID=25227
The 2011 update (and subsequent revisions in 2012, 2013 and 2015) of the IAIS’s Core Principles
develops further the issues identified in the IAIS/OECD 2009 issues paper.
Core Principle 7: Corporate Governance
The supervisor requires insurers to establish and implement a corporate governance framework, which
provides for sound and prudent management and oversight of the insurer’s business, and adequately
recognises and protects the interests of policyholders.
The supervisor should therefore require the insurer to demonstrate the adequacy and effectiveness of its
corporate governance framework; and require the insurer’s board to:
•
•
•
•

Set and oversee the implementation of the insurer’s corporate culture, business objectives, and
strategies for achieving those objectives, including its risk strategy and risk appetite, in line
with the insurer’s long term interests and viability
Provide oversight of the design and implementation of sound risk management and internal
controls
Have an appropriate number and mix of individuals to ensure that there is an overall adequate
level of competence at the board level commensurate with the governance structure and the
nature, scale and complexity of the insurer’s business
Ensure that board members act in good faith, honestly and reasonably, exercise due care and
diligence, act in the best interests of the insurer and policyholders, exercise independent
judgment and objectivity, and do not use their position to gain undue personal advantage
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•
•
•

•

•

•

Have appropriate internal governance practices and procedures to support the work of the board
in a manner that promotes the efficient, objective and independent judgment and decision
making by the board
Have adequate powers and resources to be able to discharge its duties fully and effectively
Ensure that the roles and responsibilities allocated to the board, senior management and key
persons in control functions are clearly defined so as to promote an appropriate separation of
the oversight function from the management responsibilities, and provide adequate oversight
of the senior management
Have appropriate policies and procedures to ensure that senior management carries out the dayto-day operations of the insurer effectively and in accordance with the insurer’s strategies,
policies and procedures; promotes a culture of sound risk management, compliance and fair
treatment of customers; provides the board adequate and timely information to enable the
Board to carry out its duties and functions including the monitoring and review of the
performance and risk exposures of the insurer, and the performance of senior management; and
provides to the relevant stakeholders and the supervisor the information required to satisfy legal
and other obligations;
Adopt and oversee the effective implementation of a written remuneration policy which does
not induce excessive or inappropriate risk-taking, is in line with the corporate culture,
objectives, strategies, identified risk appetite and long term interests of the insurer, has proper
regard to the interests of its policyholders and other stakeholders, and covers at a minimum,
individuals who are members of the board, senior management, key persons in control
functions and other employees whose actions may have a material impact on the risk exposure
of the insurer; and
Ensure there is a reliable financial reporting process for both public and supervisory purposes,
which is supported by clearly defined roles and responsibilities of the board, senior
management and the external auditor, and that there is adequate governance and oversight of
the external audit process.

Core Principle 8: Risk Management and Internal Controls
An insurer should have, as part of its overall corporate governance framework, effective systems of risk
management and internal controls, including effective functions for risk management, compliance,
actuarial matters, and internal audit.

IOSCO Objectives and Principles of Securities Regulation (2010)
https://www.iosco.org/library/pubdocs/pdf/IOSCOPD323.pdf
https://www.iosco.org/library/pubdocs/pdf/IOSCOPD359.pdf
The IOSCO Objectives and Principles of Securities Regulation (first published in 2003 and updated
in 2008 and 2010) and the accompanying methodology for assessing implementation (2011, revised
in 2013) set out in detail the external aspects of corporate governance under the Principles relating
to issuers of securities. These external aspects relate to all firms that issue securities, not specifically to
financial institutions.
These three Principles are:
Principle 16: There should be full, accurate, and timely disclosure of financial results, risk and other
information which is material to investors’ decisions.
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Principle 17: Holders of securities in a company should be treated in a fair and equitable manner. This
Principle addresses many of the same issues that are covered by Principles 1 and 2 of the OECD
Principles of Corporate Governance regarding the rights and equitable treatment of shareholders.
Principle 18: Accounting standards used by issuers to prepare financial statements should be of a high
and internationally acceptable quality.
However, the IOSCO Principles contain relatively little material on the internal aspects of the corporate
governance of regulated securities firms. The key Principle here is:
Principle 31: Market intermediaries should be required to establish an internal function that delivers
compliance with standards for internal organization and operational conduct, with the aim of protecting
the interests of clients and their assets, and ensuring proper management of risk, through which
management of the intermediary accepts primary responsibility for these matters.

Annex 2: Supervision
Basel Committee Corporate Governance Principles for Banks (2015)
http://www.bis.org/bcbs/publ/d328.pdf
Principle 13 of the Basel Committee Corporate Governance Principles states that supervisors
should:
•
•
•

Provide guidance for and supervise corporate governance at banks, including through
comprehensive evaluations and regular interaction with boards and senior management
Require improvement and remedial action as necessary, and
Share information on corporate governance with other supervisors.

Principle 13 provides additional guidance to supervisors covering each element of this Principle.18
Guidance on expectations for sound corporate governance
Supervisors should establish guidance, or rules requiring banks to have robust corporate
governance policies and practices. Such guidance is especially important where national laws,
regulations, codes, or listing requirements regarding corporate governance are not sufficiently robust to
address the unique corporate governance needs of banks.
Guidance for banks should address, among other things, expectations for checks and balances and a clear
allocation of responsibilities, accountability and transparency among the members of the board and senior
management, and within the bank.
In addition to guidance or rules, where appropriate, supervisors should also share industry best practices
regarding corporate governance with the banks they supervise.
Assessment
Supervisors should have processes in place to evaluate a bank’s corporate governance. Such
evaluations may be conducted through regular reviews of written materials and reports, interviews with
18

The detail of Basel Committee Core Principle 14 on corporate governance contains similar guidance for
supervisors.
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board members and bank personnel (including senior management, those responsible for the risk,
compliance and internal audit functions, and external auditors), examinations, self-assessments by the
bank, and other types of onsite and offsite monitoring.
Supervisors should evaluate whether the bank has in place effective mechanisms through which the board
and senior management execute their respective oversight responsibilities, including oversight of the
bank’s strategic objectives, risk appetite, financial performance, capital adequacy, capital planning,
liquidity, risk profile and risk culture, controls, compensation practices, and the selection and evaluation
of management.
Supervisors should focus particular attention on the oversight of the risk management, compliance, and
internal audit functions. This should include assessing the extent to which the board interacts with these
functions. Supervisors should determine whether internal controls are being adequately assessed and
contribute to sound governance throughout the bank.
Supervisors should evaluate the processes and criteria used by banks in the selection of board members
and senior management and, as they judge necessary, obtain information about the expertise and character
of board members and senior management. The fit and proper criteria should include those discussed in
Principle 2 (see Annex 1 above). The individual and collective suitability of board members and senior
management should be subject to ongoing attention by supervisors.
Supervisors should also endeavour to assess the governance effectiveness of the board and senior
management, especially with respect to the risk culture of the bank.
An assessment of governance effectiveness aims to determine the extent to which the board and senior
management demonstrate effective behaviours that contribute to good governance. This assessment
includes a supervisory review of any board and management assessments, surveys and other information,
as well as supervisory interviews, observations and qualitative judgments. In arriving at such judgments,
supervisors need to be particularly mindful of consistency of treatment across the banks they supervise.
Supervisory staff should have the necessary skills to evaluate these issues and arrive at the complex
judgments involved in assessing governance effectiveness.
An assessment of culture should include consideration of the behavioural dynamic of the board and senior
management, such as how the “tone at the top” and the cultural values of the bank are communicated and
put into practice, how information flows to and from the board and senior management, and how
potentially serious problems are identified and addressed throughout the organisation. (See also Annex 3
below)
In reviewing corporate governance in the context of a group structure, supervisors should take into
account the corporate governance responsibilities of both the parent company and its subsidiaries.
Regular interaction with directors and senior management
Supervisors should interact regularly with boards of directors, individual board members, senior
managers and those responsible for the risk management, compliance and internal audit functions.
This should include scheduled meetings and ad hoc exchanges. The purpose of these interactions is to
support timely and open dialogue between the bank and its supervisors on a range of issues, including the
bank’s strategies, business model and risks; the effectiveness of corporate governance; the bank’s culture;
management issues; succession planning; and compensation and incentives.
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The frequency of these interactions may vary according to the size, complexity, structure, economic
significance and risk profile of the bank. On that basis, supervisors may, for example, meet with the full
board of directors annually, but more frequently, with the chairman, lead or senior independent director,
and with key committee chairs. For systemically important banks, interaction should occur more
frequently, particularly with members of the board and senior management, and those responsible for the
risk management, compliance and internal audit functions.
Requiring improvement and remedial action by a bank
Supervisors should have a range of tools at their disposal to address governance improvement
needs and governance failures. Supervisors should raise corporate governance issues with the bank, and
should provide insights to the bank on its operations relative to its peers, market developments and
emerging systemic risks.
Supervisors should be able to require steps towards improvement and remedial action, and ensure
accountability for the corporate governance of a bank. These tools may include the ability to compel
changes in the bank’s policies and practices, the composition of the board of directors or senior
management, or other corrective actions. They should also include, where necessary, the authority to
impose sanctions or other punitive measures. The choice of tool and the time frame for any remedial
action should be proportionate to the level of risk the deficiency poses to the safety and soundness of the
bank, or the relevant financial system(s).
When a supervisor requires a bank to take remedial action, the supervisor should set a timetable for
completion. Supervisors should have escalation procedures in place to require more stringent or
accelerated remedial action in the event that a bank does not adequately address the deficiencies
identified, or the supervisor deems that further action is warranted.
Share information on corporate governance with other supervisors
Cooperation and appropriate information sharing among relevant public authorities, including bank
supervisors and conduct authorities, can significantly contribute to the effectiveness of these authorities in
their respective roles. Such information sharing is particularly important between home and host
supervisors of cross-border banking entities, and can help supervisors improve their assessment of the
overall governance of a bank and the risks it faces, particularly in a group context, and help other
authorities assess the risks posed to the broader financial system.

IAIS Core Principles (2011, revised 2013 and 2015)
http://iaisweb.org/index.cfm?event=showPage&nodeID=25227
IAIS Core Principle 9 states that supervisors should take a risk-based approach to supervision that
uses both off-site monitoring and on-site inspections to examine the business of each insurer,
evaluate its condition, risk profile and conduct, the quality and effectiveness of its corporate governance
and its compliance with relevant legislation and supervisory requirements. The supervisor should obtain
the necessary information to conduct effective supervision of insurers and evaluate the insurance market.
An evaluation of the effectiveness of the corporate governance framework, including its risk management
and internal control systems, can be undertaken through:
•
•

Reviewing and analysing the minutes of the board and its committees, the auditors’ reports and, if
any, actuaries' and electronic data processing audits
Analysing the ownership structure and sources of capital funds

| 27

Return to Table of Contents

•

•
•
•

Evaluating the independence of the board members, the suitability (fitness and propriety) of the
board members, senior management and key persons in control functions, their effectiveness, and
their ability to acknowledge improvement needs and correct mistakes (especially after such needs
or mistakes have been identified by the insurer, its auditors, or the supervisor and after changes of
management and in the board)
Examining the insurer's internal policies, processes and controls in order to assess the adequacy of
these in light of the insurer's risk profile
Examining the accounting procedures in order to assess the accuracy of the financial and statistical
information periodically sent to the supervisor, and its compliance with the regulations, and
Evaluating the organisation and the management of the insurer.

IAIS/OECD Issues Paper on Corporate Governance (2009)
http://www.oecd.org/dataoecd/43/21/42366179.pdf
The IAIS/OECD Issues Paper on Corporate Governance includes some guidance on the role of
supervisors in assessing the governance of insurers, including the importance of supervisors:
•
•
•
•
•
•
•
•

Determining whether the insurer has adopted and effectively implemented sound corporate
governance policies and practices;
Assessing the fitness and propriety of board members
Monitoring the performance of boards (for example, reading minutes of boards and committees,
asking challenging questions, and establishing supervisory expectations)
Assessing the functioning of the board as a whole, including the overall functioning of the board
and board dynamics
Assessing the adequacy of governance processes in the area of crisis management and business
continuity
Assessing the quality of insurers’ internal reporting, risk management, audit and control functions
Evaluating the effects of the insurer’s group structure, and
Bringing to the attention of the board and senior management problems that they detect through
their supervisory activities, while taking care to ensure that the board does not rely on the
supervisory authority to assess its corporate governance.

The Issues Paper emphasises that supervisors need to have staff of sufficient quantity, quality and
seniority to monitor and assess an insurance company’s performance in the area of corporate governance.

European Banking Authority SREP Guidelines (2014)
http://www.eba.europa.eu/documents/10180/935249/EBA-GL-201413+%28Guidelines+on+SREP+methodologies+and+processes%29.pdf
Supervisors are expected to cover the following areas relating to corporate governance in their risk
assessment of a bank:
Organisation and functioning of the board: The board has an adequate number and composition of
members, who are fit and proper, and demonstrate a sufficient level of commitment and independence;
there are effectiveness reviews of the board, and appropriate internal governance practices and
procedures.
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Overall governance framework: The board knows and understands the operational structure of the bank
and the associated risks.
Corporate and risk culture: The board sets the bank’s strategy and corporate values. The bank’s
corporate and risk culture is communicated effectively, creates an environment of challenge in which
decision-making processes promote a range of views, and is applied across all levels of the bank.
Risk management framework: The framework considers all material risks to which the bank is exposed
and contains risk limits consistent with the bank’s risk appetite; it is forward-looking, in line with the
strategic planning horizon, and regularly reviewed; and stress testing is embedded in the framework, with
board and senior management involved, and integrated into decision-making.
Internal control framework: The first line (business units) of defence is responsible in the first instance
for establishing and maintaining adequate internal controls. There are independent second (risk and
compliance) and third (internal audit) lines of defence; a clear allocation of responsibilities; policies and
procedures to identify, measure, monitor, mitigate and report risk; risk control functions are actively
involved in drawing up the bank’s risk strategy, in all material risk management decisions, and in
providing the Board and senior management with all relevant risk-related information; and there is a CRO
with a sufficient mandate and independence.
Information systems: Information systems generate accurate and reliable risk data in a timely manner;
capture and aggregate all material risk data across the bank; and support risk data capabilities at normal
times as well as during times of stress.
Remuneration: Remuneration policy is maintained, approved and overseen by the board, in line with the
bank’s values, business strategy, risk appetite and risk profile; does not incentivise excessive risk-taking;
and includes an appropriate combination of variable and fixed remuneration.

Annex 3: Culture
FSB Guidance to supervisors on assessing the risk culture of financial
institutions (2014)
http://www.financialstabilityboard.org/wp-content/uploads/140407.pdf
The FSB’s Guidance on assessing risk culture is intended to help supervisors to understand a
financial institution’s risk culture, in particular, whether it supports appropriate behaviours and
judgements within a strong risk governance framework.
The FSB recommends that supervisory interaction with boards should be stepped up, based on highlevel sceptical conversations with the board and senior management on the financial institution’s risk
appetite framework; and on whether the financial institution’s risk culture supports adherence to the
agreed risk appetite and to sound risk management.
The FSB expects supervisors to focus on four, key risk culture indicators, to look in particular for
behaviours or attitudes that are not supportive of sound risk management, and to intervene early to
address the potential build-up of excessive risk. The four indicators of a good culture are:
Tone from the top--how the financial institution’s leadership sets the core values and expectations, and
ensures that these core values are communicated, understood, embraced and monitored throughout the
organisation. This includes leading by example, assessing the impact of the high level values on

| 29

Return to Table of Contents

behaviour throughout the financial institution, ensuring common understandings of risk, and learning
from risk culture failures.
Accountability: All employees know the core values and expectations, and know as well, that the
consequences of the failure to uphold them will be enforced--a clear allocation of risk ownership,
escalation processes, and internal enforcement procedures.
Effective challenge: Decision-making considers a range of views, practices are tested, and open
discussion is encouraged--encouraging challenge and dissent, and organising the risk functions to provide
access to senior management and the board.
Incentives: The financial and non-financial compensation that is available to all levels of employees,
rewards the behaviours that support the core values and expectations, basing remuneration on adherence
to risk appetite, and to desired cultures and behaviours, and appropriate talent development and
succession planning.

Basel Committee Corporate Governance Principles for banks (2015)
http://www.bis.org/bcbs/publ/d328.pdf
The revised Basel Committee corporate governance principles include some guidelines on culture.
Fundamentals: A corporate culture that reinforces appropriate norms for responsible and ethical
behaviour is a fundamental component of good governance. These norms are especially critical in terms
of a bank’s risk culture--its risk awareness, risk-taking behaviour and risk management.
Tone at the top: To promote a sound corporate culture, the board should:
•
•
•
•
•

Set corporate values that create expectations that all business should be conducted in a legal and
ethical manner
Confirm that appropriate steps have been, or are being taken to communicate throughout the
organisation the corporate values, professional standards or codes of conduct it sets, together with
supporting policies
Oversee the adherence to such values by senior management and other employees
Confirm that employees, including senior management, are aware that appropriate disciplinary or
other actions will follow unacceptable behaviours and transgressions, and
Promote risk awareness within a strong risk culture, conveying the board’s commitment that it does
not support excessive risk-taking and that all employees are responsible for helping the financial
institution operate within the established risk appetite and risk limits.

Code of conduct: A code of conduct (or code of ethics, or comparable policy) should define acceptable
and unacceptable behaviours. It should explicitly disallow illegal activity, and it should make clear that
employees are expected to conduct themselves ethically, and perform their job with skill and due care and
diligence, in addition to complying with laws, regulations and company policies.
Effective challenge: A firm’s corporate values should recognise the critical importance of timely and
frank discussion, and the communication of problems to higher levels within the organisation:
•

Employees should be encouraged and able to communicate, confidentially and without the risk of
reprisal, legitimate concerns about illegal, unethical or questionable practices, including
communicating material concerns to the financial institution’s supervisor
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•
•

The board should have oversight of the whistleblowing policy mechanism, to ensure that senior
management addresses legitimate issues that are raised, and that staff who raise concerns are
protected from detrimental treatment or reprisals, and
The board should oversee and approve how, and by whom, legitimate material concerns are
investigated and addressed.

EBA SREP Guidelines (2014)
http://www.eba.europa.eu/documents/10180/935249/EBA-GL-201413+%28Guidelines+on+SREP+methodologies+and+processes%29.pdf
Supervisors are expected to include in their risk assessment whether:
• The financial institution has a sound corporate and risk culture that is adequate for the scale,
complexity, and nature of its business, and is based on sound, clearly expressed values that take
into account the institution’s risk appetite
• The board sets governance principles, corporate values and appropriate standards, including
independent whistle-blowing processes and procedures
• The financial institution’s ethical, corporate and risk culture creates an environment of effective
challenge in which decision-making processes promote a range of views, and
• There is evidence of clear and strong communication of strategies and policies to all relevant staff,
and that the risk culture is applied across all levels of the institution.
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Introduction1
A growing number of countries are adopting measures to promote an increase in women’s representation
on corporate boards and in senior executive roles. The measures being taken by both government and
financial regulators come as a result of the slow pace of progress seen on growing the proportion of
women serving in leadership roles in the corporate domain. While there is no doubt a social justice
argument for achieving gender parity in leadership roles in the economy, the dialogue has focused on the
business case for women’s roles in the boardroom and executive suite. There is a strong economic
rationale for making progress on women’s representation in the corporate domain, and as a result,
governments and financial regulators are increasingly demanding more focus and progress on gender
balance from boards and business leaders.
While governments have taken a lead role in certain cases in putting this issue on the agenda of corporate
boards, financial regulators should be driving greater focus and scrutiny on this matter via regulatory
measures and disclosure requirements. The issue of greater gender balance in corporate leadership is
fundamentally about better governance and stronger financial performance. As a result of the growing
body of research which demonstrates the link between higher gender diversity on the board and executive
suite and stronger performance, this topic has become one that financial regulators must consider in the
context of effective corporate governance and strong regulatory supervision.

Objectives of this Note
This note intends to provide overview material for financial regulators to better understand:
•
•
•
•

The business case and economic rationale for increasing women’s representation on boards and in
senior executive roles;
The link between gender diversity and better corporate performance;
A global overview of gender diversity initiatives undertaken by financial regulators and
governments to drive progress on the representation of women on boards and in executive roles;
Best practices to foster higher gender diversity and more robust board recruitment practices.

The Business Case for Women on Boards and in the Executive Suite
An extensive body of research by numerous reputable sources from academia, management consulting
firms, financial institutions and other research organizations has demonstrated that firms with higher
representation of women on boards and in senior leadership exhibit stronger financial performance. This
research has created a compelling reason for both government and financial regulators to take measures to
encourage, and in some cases, require, that companies and their governance bodies take measures to
increase the representation of women in leadership roles in their organizations.
For example, the Credit Suisse Research Institute released a study in 2012, “Gender Diversity and
Corporate Performance”, which analyzed the performance of 2,400 large capitalization companies
globally with and without women board members from 2005 onwards.2 The report provided striking
evidence that gender diversity is an important metric to consider in evaluating investments:

1

This note was prepared by Jennifer Reynolds on behalf of Toronto Centre. Jennifer is the President & CEO of the
Toronto Financial Services Alliance and the former President & CEO of Women in Capital Markets, Canada’s
largest industry association and advocacy group for women in the financial sector.
2
Credit Suisse Research Institute, Gender Diversity and Corporate Performance, (Zurich: Credit Suisse AG, 2012).
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•
•
•
•

Large capitalization companies with at least one woman on the board outperformed peers with
no women on the board by 26% over the six-year period
The average Return on Equity (ROE) of companies with at least one woman on the board was
4% higher (16% vs 12%) than the average ROE of companies with no female board
representation.
Price/book value (P/BV) for companies with at least one woman on the board was one third
higher (2.4x vs 1.8x) than those with no women on the board.
Net income growth for companies with women on board averaged 14% vs 10% for those with
no female representation.

McKinsey & Company conducted a study, “Women Matter,”3 which also provides factual evidence that
supports that higher representation of women in leadership roles in corporations leads to stronger
financial performance. In the study, McKinsey selected companies from the UK, North America and
Latin America with the highest level of gender diversity in top management positions and on boards and
compared their performance to the average for their sector. These companies demonstrated strong
outperformance on several metrics:
•
•
•

Companies with the highest gender diversity in leadership were 15% more likely to outperform
ROE was 22% for companies with the highest representation of women, vs 15% for those with
the lowest representation
Earnings before interest and taxes (EBIT) margin was 17% for companies with the highest
representation of women vs the 11% sector average

Catalyst, a global research group focused on diversity in corporate leadership, published a study, “The
Bottom Line: Corporate Performance and Women’s Representation on Boards,”4 which examined US
Fortune 500 companies and the correlation between those companies with the highest number of women
on boards and financial performance. Once again, the study revealed that those companies with higher
representation of women outperformed those with fewer or no women on the board.
•
•

ROE was 53% higher for companies in the top quartile of women’s representation on boards
relative to the bottom quartile of women’s representation on boards (13.9% vs 9.1%).
Return on Invested Capital was 66% higher for companies in the top quartile of women’s
representation on boards relative to the bottom quartile (7.7% vs 4.7%).

The European Union Commission conducted a study in 1997 that reviewed Fortune 500 firms and their
track records promoting women to the executive suite5. The study revealed that the 25 companies with the
best track record of promoting women to executive roles outperformed those that did not. These firms
outperformed the industry median by 34% in revenue, 18% in asset value, and 26.5% in shareholder
equity.
These studies are representative of a much larger body of global research which confirms that higher
levels of gender diversity on boards and in executive roles are correlated with stronger financial
performance. These studies have continued to gain prominence in the dialogue regarding governance and
diversity practices in the realms of both governments and financial regulators. Consequently, an
increasing number of financial regulators have implemented measures, or are considering measures, to
3

McKinsey & Company, Women Matter, 2012.
Catalyst, The Bottom Line – Corporate Performance and Women’s Representation on Boards, 2007.
5
Roy D. Adler, Women in the Executive Suite Correlate to High Profits, European Project on Equal Pay, (Malibu,
CA: Pepperdine University, 1997).
4
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encourage governing boards of public companies to take steps to increase the proportion of women in
leadership roles.

The Link Between Gender Diversity and Stronger Corporate
Performance
While the aforementioned research has established a clear correlation between gender diversity and
corporate performance, lack of proof of causality is often provided as a refute to taking action based on
the data and conclusions in these studies. Portfolio managers make decisions based on correlation as a
normal course of business. Correlation established across countries, industries and company size provides
ample reason for governments and financial regulators to consider how their countries can capitalize on
increasing the proportion of women in the leadership of corporations and the economy.
Many studies have been conducted to establish the nature of the linkages between higher gender diversity
and stronger performance. Several factors have been identified which explain that link, including;
improved corporate governance; stronger assessments of risk; a more diverse set of leadership styles and
a broader talent pool for leadership.

Improved Corporate Governance
There is a strong consensus within academic research that a higher proportion of women on the board
improves corporate and social governance. Studies by Harvard Business School (2010)6 and by Brown
and Anastastasopoulos (2002)7 indicate that boards with three or more women performed much better in
terms of governance than companies with all male boards. They also found that gender diverse boards
were more likely to focus on clear communication to employees, to prioritize customer satisfaction, and
to consider diversity and corporate social responsibility.

Risk Aversion
There is considerable research around risk aversion and women which indicates that, on average, women
are more risk averse than men. Research on the implications that fact has in the boardroom has been
conducted and points to the benefits diverse assessments of risk can bring to corporate performance.
Leeds University Business School conducted a study that showed that having at least one female
corporate director appears to reduce a company’s likelihood of becoming bankrupt by 20%. Two or more
lowers the likelihood further. This negative correlation held true regardless of size, sector and ownership.8
Credit Suisse analyzed the MSCI AC World constituents and found that the presence of women on boards
lowers the level of gearing relative to the peer group where there are no women on boards9. The relevance
of that statistic is that lower gearing has been a useful indicator of stock market outperformance. Lower
gearing over the last 20 years has delivered outperformance of 2.5% per annum.

6

Harvard Business School, 2010.
David A.H. Brown, Debra L. Brown and Vanessa Anastasopoulos, Women on Boards: Not Just the Right Thing . .
. But the ‘Bright’ Thing (Ottawa: Conference Board of Canada, Ottawa, 2002).
8
Wilson, Nick and Ali Altanlar, Director Characteristics, Gender Balance and Insolvency Risk: An Empirical
Study, May 30, 2009.
9
Credit Suisse Research Institute, Gender Diversity and Corporate Performance, (Zurich: Credit Suisse AG, 2012).
7
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Leadership Skills
Many studies have been conducted on the impact of gender diversity in the workplace and the impact of
male and female leadership styles. Studies by both McKinsey10 and NASA11 found that women and men
bring different leadership behaviours to the environment. For instance, women were found to be strong
with defining responsibilities clearly, as well as mentoring and coaching employees. Men showed a
propensity to be strong at acting independently and taking corrective action when required. Bringing that
diversity of leadership skills together in the boardroom is thought to not only positively impact board
dynamics and decision-making, but also to foster a better balance in leadership skills in the company.

Talent Pool
Women represent 54% of female university graduates, up from 51% in 2000. According to UNESCO,
male and female tertiary graduation rates for North America and Western Europe hit parity in the 1980s
and have continued to move up in favor of female graduates since12. One must conclude that if that vast
talent pool is not being accessed by companies and countries than a significant inefficiency exists in the
talent pipeline. More importantly, an enormous opportunity exists for companies who tap that wider pool
of talent and develop high performing women into leaders for the organization.

The Broader Economic Implications for Women in Leadership in
the Economy
There is a broader economic argument for companies and countries to focus on driving greater gender
equality in their economies which is also influencing the debate on government and financial regulator
roles in stimulating progress on the representation of women in leadership in business.
McKinsey recently published a report that indicated that fully closing gender gaps in work would add as
much as $28 trillion to annual GDP by 2025, while achieving “best-in-region” rates of progress would
add $12 trillion13. These figures are significant for all regional economies and should not be ignored, in
particular, in the context of lower global GDP growth rates.
As noted, women represent an increasing proportion of university graduates throughout the world.
Capitalizing on 100 percent of the talent pool is imperative if economies want stronger GDP growth in the
future. That, combined with the fact that the aging workforces in many developed economies is creating a
significant shortfall of talent for highly skilled, qualified jobs, increases the need for companies to include
women in their pipeline of talent at all levels of the organization. In Europe, it is expected that there will
be a shortfall of 24 million people in the active workforce by 2040. If the gender gap in the workforce
were eliminated than the shortfall drops to 3 million14.
In light of these demographic trends, governments and financial regulators are increasingly considering
their role in driving the private sector to capitalize on 100 percent of the talent pool in the country and the
potential growth that women can represent for the economy.

10

McKinsey & Company, Women Matter 2: Female Leadership, A Competitive Edge for the Future, 2008.
Gloria R. Leon, “Men and Women in Space,” Aviation, Space and Environmental Medicine, vol. 76:1 (June
2005), B84-B88(5).
12
Global Education Digest, Comparing Education Statistics Around the World, UNESCO, 2010.
13
McKinsey Global Institute, The Power of Parity: How Advancing Women’s Equality Can Add $12 Trillion to Global
Growth, 2015.
14
McKinsey & Company, Women Matter: Gender Diversity, A Corporate Performance Driver, 2012.
11
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Global Overview of Gender Diversity Initiatives by Regulators and
Governments
The number of board seats held by women globally currently sits at 15 percent15 and progress has been
slow over the last decade. However, as research continues to grow demonstrating the positive impact that
increasing gender diversity can have on companies and economies, the topic has gained prominence in
many countries around the world at both the government and regulatory level. While some countries
have not yet begun to consider the issue of gender diversity in leadership roles in the economy, there is a
growing number of countries that have taken measures to promote progress on the representation of
women on boards and in senior executive roles.
The types of initiatives that have emerged globally have ranged from mandated quotas for board
representation to measures to promote the subject of gender diversity on the board agenda via disclosure
requirements and transparency. The debate on which measures to implement centers on whether business
leaders and directors can be encouraged to incorporate meaningful gender diversity policies and practices
into recruitment and talent development, or whether the blunt instrument of quotas is required to drive
progress.
In the EU, quotas have been the chosen mechanism for many countries, including Austria, Belgium,
France, Germany, Iceland, Italy, Norway and Spain. As a result, there has been a significant increase in
women on boards in the region. Today, 23% of board seats on EU’s largest listed companies are held by
women. Women also hold at least 25% of board seats in 10 countries in the EU. There is little doubt that
this type of progress in the representation of women on boards would not have been made without
mandated quotas. However, while the heavy hand of quotas has been effective in increasing the
representation of women on boards in many countries, there is an ongoing dialogue on whether it
denigrates the perceived value and contributions of the women who are brought on to a board as a result
of a quota. Additionally, some question whether the use of quotas inspires a meaningful cultural change
which generates stronger representation of women in management and executive roles in the organization.
Norway was the first country to implement quotas for listed company directors and it has resulted in the
proportion of women on boards rising to 42% in 2016. However, in a backlash to the quota, a number of
companies choose to delist and take the company private to avoid the quota. Furthermore, criticism
emerged around the “over-boarding” of a relatively small group of women and hence the broadness of the
impact on women’s representation in corporate boardrooms. In India, where a quota was implemented
requiring a minimum of one women on listed boards, many companies responded by adding female
family members instead of seeking out qualified, independent female board members. Mandated quotas
are certainly effective in increasing the number of women on boards. A question remains with respect to
how effective they are as a mechanism to drive cultural change in the boardroom and in the corporation.
Another common approach some governments and financial regulators have utilized is what is known as
“comply or explain” disclosure requirements. Legislation or regulation is implemented which requires
companies to provide disclosure around various measures, policies and targets to increase gender
diversity on the board and in senior executive roles. The theory of the approach is that by putting the topic
on the agenda of the board it will highlight the importance and value that diversity can bring to the
organization and prompt boards and senior leaders to take proactive steps to improve the representation of
women in leadership. Additionally, the requirement to publicly disclose the proportion of women on the
board and executive team as well as the policies the board has adopted regarding the representation of
women, should create some scrutiny and public pressure which will further encourage positive action.
15

Deloitte Global Centre for Corporate Governance, Women in the Boardroom: A Global Perspective, 2016.
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The problem with this approach is that companies do have the option to take no action and merely
“explain” why they have not adopted and implemented policies and targets to increase the proportion of
women on the board or executive team. Without any repercussions for not taking action, the approach
relies on public scrutiny and on the board’s assessment of the impact that not taking action may, or may
not, have on the organization.
Despite the lack of “teeth” that comply or explain disclosure requirements may have, several governments
and regulators have used this approach to successfully drive progress. The UK implemented comply or
explain disclosure requirements in 2012 and the representation of women on the FTSE100 has since risen
from 12% to 26%. The success of this approach in the UK cannot be solely attributed to the
implementation of disclosure requirements by the financial regulator, but also to the government’s focus
on the issue, which included appointing an independent annual review of representation of women on
boards. Additionally, advocacy groups and certain institutional investors heightened the focus on making
progress on gender diversity in the UK. In other countries where there has been less coordinated focus on
the problem, the comply or explain approach has resulted in less impact in terms of driving meaningful
progress on the number of women on boards.
The following table provides a summary overview of mechanisms utilized to increase gender diversity in
corporate leadership in various countries16 17.
Country

Policy

Australia

In 2010, the securities regulator amended the Corporate Governance Council
Principles and Recommendations to include disclosure relevant to diversity on
the board and in senior management. The regulator recommends that companies
disclose a board diversity policy that includes the establishment, review and
reporting of measurable objectives that apply to both board and senior executive
positions. In 2015, the Australian Institute of Company Directors announced a
voluntary target of 30% for women on boards to be reached by 2018.

Austria

In 2011, the Austrian government implemented female quotas for the
supervisory boards of majority-owned state companies. A quota of 25% was to
be met by 2013 with an increase to 35% by 2018. All such companies are
already in compliance with the 35% representation. In 2012, “comply or
explain” regulation was adopted requiring public companies to report initiatives
taken to increase the proportion of women in senior leadership and on boards. In
2015, the requirements were amended to include the disclosure of the percentage
of women on the board and in management roles and of plans to promote women
to those positions within the year.
The Austrian Chamber of Labour is recommending a 40% quota for women on
boards and executive positions in all business sectors.

Belgium

16
17

In 2011, Belgium’s parliament enacted a law applicable to public enterprises and
companies that are listed on the stock exchange requiring that 30% of seats on

Credit Suisse Research Institute, Gender Diversity and Corporate Performance.
Deloitte Global Centre for Corporate Governance, Women in the Boardroom: A Global Perspective, 2016.
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Country

Policy
management boards be filled by women. Under the new rules, each time a board
member leaves he or she is to be replaced by a woman until the quota is fulfilled.
Large listed companies are required to achieve the target by 2017 while small
and medium sized enterprises must meet it by 2019. Members of boards that do
not meet the quotas will lose the benefits that come with their jobs. Belgium’s
federally state-owned enterprises are currently compliant with the quota.

Canada

In 2014, the Ontario Securities Commission added “comply or explain”
disclosure requirements for Toronto Stock Exchange listed companies regarding
gender diversity on boards and in senior executive roles. It requires that
companies disclose: i) director term limits or other renewal measures, ii) the
number and percentage of women on the board and in executive positions, iii)
policies regarding women’s appointment to boards, iv) how nominating
committees consider women in the identification and selection process for
directors, any v) targets with respect to women’s representation on the board and
in executive roles. All but two provincial securities regulators in Canada have
adopted the disclosure requirements. The federal government is currently
proposing similar comply or explain disclosure requirements for all federally
incorporated public corporations.
In 2011, Quebec government implemented a 50% quota for government-owned
enterprises. In 2016, the Ontario government set a 40% target for female
appointments to provincial boards and agencies by 2019.

Denmark

In 2008, a “comply or explain” code was implemented which requires boards of
publically-listed companies, non-listed companies and government institutions to
consider gender diversity for board appointments and management positions and
to set targets for improving women’s representation in these roles. Since 2013,
companies that have women underrepresentation (less than 40%) on the board or
in management roles are required to disclose in annual reports or on their
website their progress towards the minimum 40% representation. Companies
must also disclose their policy for reaching gender equality in management
positions at large.

EU

The European Commission has been monitoring progress on female board
representation and has put forward proposals including setting a target of 40%
by 2020. Opposition from some member states has prevented a Directive on
Equality to be passed. However the EC announced a gender equality strategy for
2016-2019 which sets out goals to promote equality in decision making
positions.

Finland

As of 2010, the Finnish Corporate Governance Code recommends all listed
companies to have at least one man and one woman on the board. There are no
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Country

Policy
penalties for non-compliance beyond the need to explain why the target has not
been met. The Code recommends that companies define and report on their
principles related to diversity of board members. Those principles should always
include having both genders represented on the board. The government has since
set a target for listed companies and publicly-owned entities to have at least 40%
representation of both genders on their boards.

France

Parliament passed a bill in 2011 applying a 40% quota for female directors by
2017. The quota applies to listed companies, private companies with total assets
greater than 50 million Euro, and government organizations. The sanctions for
non-compliance are that nominations would be void and fees suspended for all
board members. The regulatory governance code requires that companies
disclose their board diversity policies and targets.

Germany

The German Corporate Governance Code was amended in May 2010 to include
a statement recommending boards of directors consider diversity when recruiting
to fill board positions. In 2015, parliament set a quota of 30% of non-executive
board seats for listed companies. Companies that are not in compliance need to
appoint a woman to fill the vacant seat or leave it empty. The German Corporate
Governance Code was updated in 2015 to reflect the legislation. It also contains
recommendations to promote gender diversity on boards and in management,
including setting targets for senior management roles and board representation.

Iceland

In 2010 a quota of 40% from each sex was enacted, to be reached by September
2013. The quota is applicable to publically-owned and private limited liability
companies with more than 50 employees.

India

In 2013, the government revised the Companies Act to make it mandatory for all
listed companies and other large public limited companies to appoint at least one
female director to the board. The act also states that seats vacated by women
should be filled with women within three months of the vacancy. The Securities
and Exchange Board of India amended its disclosure to include a similar
provision.

Italy

In 2011, a gender quota was put in place requiring a third of all listed
companies’ board members to be women by 2015 or the securities regulator can
levy fines of up to EUR 1 million, and if the noncompliance continues past a
three-month period, the board of directors and the auditors can be replaced.

Japan

The government is currently promoting policies for gender equality including by
setting a target of 30% for women’s representation in leadership positions by
2020. The Tokyo Stock Exchange requires that companies disclose the number
and percentage of women serving on the board.
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Country

Policy

Malaysia

All public and limited liability companies with over 250 employees must have at
least 30% women on their boards or in senior management.

Netherlands

Government guidelines suggest that a minimum of 30% of board members and
management positions of all companies with more than 250 employees should
be women. The act is not mandatory and was implemented on a comply or
explain basis. The goal was to be reached by January 2016; if not, companies
would be required to prepare a plan on how they intend to achieve it. The act
was extended to 2017 and the government stated that if targets are not met they
will mandate a gender quota. The Dutch Corporate Governance Code was
revised in 2017 to reflect the act.

Norway

In 2002, the government gave a deadline of July 2005 for private listed
companies to raise the proportion of women on their boards to 40%. By July
2005, the proportion was only at 24% and so in January 2006 legislation was
introduced giving companies a final deadline of January 2008, after which they
would face fines or dissolution of the company. Full compliance was achieved
by 2009. In 2016, the government approved several proposals to promote a
balance representation of genders on management teams, including setting
targets of 40% representation in management and executive roles and annual
reporting to parliament on progress in all business sectors.

Poland

The corporate governance code for listed companies recommends balanced
gender representation on boards. Since 2016, listed companies are required to
publish a description of their diversity policy for governing bodies and key
managers on their websites. There are no formal sanctions for non-compliance.

Spain

In 2007, a gender equality law was passed obliging public companies and IBEX
35-quoted firms with more than 250 employees to attain a minimum 40% share
of each sex on their boards by 2015. Companies reaching this quota were to be
given priority status in the allocation of government contracts, but there are no
formal sanctions. In 2014, a new act was passed requiring listed and non-listed
companies to set minimum targets for women on their boards. In 2015, Spain’s
securities regulator set forth recommendations for diversifying boards, including
a target of 30% representation of women by 2020, on a comply or explain basis.

South Africa

The Johannesburg Stock Exchange recently included a specific requirement for
the boards of listed companies to disclose targets set for gender and race
representation at the board level, as well as the progress made against these
targets.

Sweden

The government asked boards of listed companies to have at least 40%
representation of each gender by 2016. Though progress was made, the target
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Country

Policy
was not met and the government drafted a law requiring 40% representation by
2020. The draft was not approved. The Swedish Corporate Governance Code
stipulates that companies strive for gender parity on boards and in 2016 defined
a goal of 40% representation by 2020. Certain companies are also required to
disclose diversity policies and information on diversity of the board.

United Kingdom

In 2010, the UK government commissioned the Lord Davies Report to consider
the obstacles that prevent women from reaching senior positions in business and
the business case for gender diverse boards. In response to the report, the
Financial Reporting Council amended The UK Corporate Governance Code in
September 2012 and implemented “comply or explain” guidance around
effective board governance and gender diversity considerations. In 2015, the
voluntary target of 25% representation for FTSE100 boards recommended by
Lord Davies was met and in 2016 the target was increased to 33%. The UK
Corporate Governance Code requires companies to report annually on their
diversity policies and include gender diversity in the annual evaluation of board
effectiveness.

United States

In 2010, the securities regulator in the US added additional disclosure
requirements for board nominating committees which required them to report on
any additional factors that are considered when identifying nominees for
directors, such as board diversity. Companies are required to disclose if they
consider diversity in the identification and evaluation of director nominees, and
if they have a policy with regard to consideration of diversity in identifying
director nominees and how the policy is implemented and evaluated. Certain
states have passed resolutions suggesting or requiring companies to set goals
around gender diversity on the board.

Best Practices to Achieve More Gender Diverse Boards
Whether governments and regulators impose quotas or utilize a comply or explain approach to drive a
higher representation of women on boards, boards should have robust recruitment practices to bring the
right skill sets to the boardroom. Too often, boards are built via relationships within a small homogenous
network. While this type of recruiting creates a comfort level within the boardroom, many studies have
shown that homogeneity is negatively correlated with strong governance and strong performance.
For instance, a study was published in the Academy of Management Journal which looked at the
proportion of domain experts, i.e., directors whose primary professional experience is within the firm’s
industry, on the board18. Boards very often require domain expertise for new board members, with the
thought that that will make them more effective, valuable board members. In fact, the study showed that
expert-dominated boards can compromise board effectiveness. Often experts are more entrenched in their
thinking and less able to respond to new or unfamiliar situations. They also can be overconfident in their
Andras Tilcsik and Juan Almandoz, “When Having Too Many Experts on the Board Backfires,” Harvard
Business Review, August 29, 2016.
18
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decision making. Finally, they are less likely to explore and discuss alternatives. Boards with fewer
domain experts tend to create an environment where more questions are asked and deliberated upon by
the board. The study explored the link between the degree of domain experts on the boards of a group of
banks and found a positive correlation between the proportion of domain expert directors and the
probability of bank failure. The higher the number of domain experts the higher the propensity for the
bank to fail. This does not suggest that industry experts do not add value to boards, merely that a
homogenous skill set is not optimal for board effectiveness.
Strong diversity policies and practices are critical to building the most effective boards, and to ensuring
women’s representation on boards grows. As a result, financial regulators are increasingly requiring these
policies and practices to be disclosed and reported on. Key areas for boards to focus on include;
developing, implementing and monitoring progress on gender diversity policies; maintaining robust and
up to date board competency matrices and formal board evaluation processes, and ensuring the
corporation has renewal mechanism which ensure a healthy turnover in board directors.

Gender Diversity Policies
In order to challenge current board recruitment practices, companies need to develop and implement
robust gender diversity policies and practices to ensure they are accessing female talent. Too often, board
recruitment screens out candidates by credentials such as CEO experience or domain expertise. Boards
need to challenge themselves to recruit a diverse mix of skills, knowledge and backgrounds and to go
outside existing networks to bring new perspectives to the table. Policies which ensure female candidates
are considered for all director and senior executive roles are critical to challenging myths around the lack
of qualified female candidates for these positions.

Competency Matrices and Formal Board Evaluation Processes
Well thought-out competency matrices should also be used to highlight the skills the board should have to
be most effective. These competencies should include not only professional expertise but also skill sets
that make directors effective in boardroom discussions and in decision making. Formal board evaluation
practices should be conducted regularly to ensure existing board members continue to add value and to
determine where gaps in skills and competencies may exist on the board.

Renewal Mechanisms
Boards must find a balance between seeking renewal for new skills and retaining long-term directors who
still make valuable contributions to the board. Too often, board members are kept on long past the point
where they are adding value or remain independent. Boards should have mechanisms to encourage board
renewal, such as term limits or a mandatory retirement age. Clearly a fundamental condition for creating
the opportunity to increase the representation of women on boards is the presence of a disciplined
approach to board renewal.

Conclusion
The adoption of legislative and/or regulatory measures to increase the proportion of women in leadership
roles on boards and in executive positions will no doubt progress at different rates depending on the social
and business climate in individual countries. In view of the large body of research that demonstrates the
correlation between higher gender diversity and better corporate performance, combined with the research
which supports that more gender diverse boards demonstrate stronger governance practices, financial
regulators should be considering their role and approach in encouraging gender diverse boards.
Implementing progressive measures to encourage boards and executives to broaden the talent pool to
include women, and to challenge themselves to think critically about the skill sets that they require on
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boards, will surely bring about positive results including improved financial performance of regulated
firms.
From a broader economic perspective, women represent a vast pool of untapped talent around the globe.
The Economist made an assessment that the increase in female employment in the advanced world “has
been the main driving force of growth in the last couple of decades. Those women have contributed more
to global GDP growth than have either technology or the new giants, China and India.”19 According to the
OECD, if OECD countries saw full convergence of men and women in the labour force, they would
benefit from a 12 percent increase in GDP over 15 years. For some emerging economies, increases of
20% or more could be achieved over the same period.20
In view of the immense potential for growth, governments, financial regulators and business should be
focused on capitalizing on the growth potential women offer to the economy. Those who ignore more
than half of tertiary graduates around the globe as a talent pool for leadership in corporations and the
economy will surely not be the winners in the years to come. Governments and financial regulators
should be proactive about encouraging companies to pursue gender diversity initiatives at all levels of the
organization, and in particular in leadership roles, in order to fully realize their growth and performance
potential.

19
20

“A Guide to Womenomics,” The Economist, April 12th, 2006.
OECD, Closing the Gender Gap: Act Now (Paris, OECD, 2012).
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Introduction1
This note explains:
• the key principles relating to the suitability2 of key individuals3 in a regulated financial
institution4;
• why it is important for supervisors to monitor how firms assess the suitability of key
individuals, and for supervisors to undertake their own assessments of the suitability of key
individuals in the firms they supervise; and
• how supervisors can improve the suitability of key individuals in the firms they supervise.
This note focuses on key aspects of assessing the suitability of key individuals in firms – the scope of
which individuals should be subject to supervisory assessment; the characteristics of an individual that
should be subject to assessment; and the powers, tools and procedures available to supervisors.
This note is relevant to supervisors of all types of regulated firms, including banking, insurance,
securities, financial market infrastructure, pension companies and the boards of trustees of occupational
pension plans. It is also relevant to key individuals responsible for how these firms meet conduct of
business (in both retail and wholesale markets), anti-money laundering and other regulatory requirements,
not just prudential requirements.
The suitability of key individuals is important to supervisors because:
•
•

•
•

Decisions taken by firms are taken by individuals, whether acting individually or collectively (for
example in a Board5 or a committee);
Individuals who are honest, act with integrity, well-qualified and experienced are more likely to
make good decisions that are consistent with a firm meeting supervisory objectives (including the
safety and soundness of the firm; treating customers, clients and counterparties fairly; and meeting
anti-money laundering and other regulatory requirements);
Firms managed by competent and honest individuals should be better placed to keep supervisors
informed and to implement any changes in their structure, business activities and operations as
required by supervisors; and
Effective corporate governance6 in firms depends not only on good processes and procedures but
also on the quality of the individuals at Board and senior management level.

1

This note was prepared by Clive Briault, an independent consultant on risk and regulation issues and Chair of the
Toronto Centre Banking Advisory Board.
2
This note refers primarily to a “suitability” regime for key individuals, although some supervisors may be more
familiar with descriptions such as “licensing”, “authorisation”, “approval” or “pre-approval”, or “fit and proper”
regimes for individuals. The use of “suitability” here should not be confused with the suitability of customer/client
recommendations by financial advisers and securities firms.
3
“Key individuals” refers in this note to individuals appointed to – or proposed to be appointed to – whichever roles
and functions (referred to in this note as “key roles”) in a regulated firm are designated by legislation, or by a
regulatory or supervisory authority, to be covered by a suitability regime. This designation differs across countries,
and often differs across different types of firm within countries.
4
For brevity, this note refers to regulated financial institutions as “firms”.
5
In some countries, firms have a ‘unitary’ Board which contains both executive and non-executive directors. In
other countries, firms have a two-tier Board structure, in which a ‘supervisory’ Board, consisting entirely of nonexecutive directors, sits above and oversees a management Board of executive directors. In this note “Board” is used
to apply to both unitary and supervisory Boards, since the roles and responsibilities of these types of Board are
broadly similar.
6
See also the Toronto Centre’s Supervisory Guidance Note on “Improving Corporate Governance in Regulated
Firms”. All documents referred to in this note are listed in the References and Additional Readings.
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Many problems in regulated firms can be traced back to weaknesses in key individuals, which have
led to a firm making poor decisions about its strategy or business plans; imprudent decisions about credit,
underwriting, market or operational risks; treating its customers, clients and counterparties unfairly; or
undertaking fraudulent or unauthorised transactions.
Supervisors and regulators have a number of tools available to them to improve the suitability of
key individuals in the firms they supervise. These usually include:
• Regulatory requirements on firms to assess the suitability of key individuals.
• Statutory legislative requirements for supervisory authorities to assess the suitability of (some)
individuals in a firm as part of the licensing (or authorisation) of a firm. These requirements may
also apply on a continuing basis – so a firm has to meet the relevant licensing criteria on a
continuing basis, not just when it is first licensed.
• Powers both to approve the appointment of key individuals and to require the removal of
individuals who fail to continue to meet the required standards once in position.
• Setting clear expectations for the criteria that key individuals should meet, both when appointed
and when in position.
• Monitoring whether relevant individuals meet these criteria.
• Taking action – against either the individual or the firm - when an individual fails to meet these
criteria.

Core Principles
Unlike the development of (largely) common international standards in other areas, particularly
since the financial crisis, much less progress has been made on common approaches to suitability
regimes. Even otherwise similar G20 countries take very different approaches.
Nevertheless, some common strands can be identified in the core principles and corporate governance
principles for banking and insurance issued by the Basel Committee and the International Association of
Insurance Supervisors (IAIS)7.

Basel Committee on Banking Supervision
The key Basel Committee core principles relating to suitability regimes are CP 5 on licensing
criteria and CP 14 on corporate governance.
In addition to the licensing criteria that banks have to meet as corporate entities, CP 5 refers to the “fitness
and propriety of Board members and senior management”. The supporting essential criteria for CP 5
refer to the supervisory authority evaluating, at the point at which a bank is authorised:
“the bank’s proposed Board members and senior management as to expertise and integrity (fit
and proper test), and any potential for conflicts of interest. The fit and proper criteria include: (i)
skills and experience in relevant financial operations commensurate with the intended activities of
the bank; and (ii) no record of criminal activities or adverse regulatory judgments that make a
person unfit to uphold important positions in a bank. The licensing authority determines whether
the bank’s Board has collective sound knowledge of the material activities the bank intends to
pursue, and the associated risks.”
Within CP 14 on corporate governance, the essential criteria refer to:
7

In addition, the draft European Securities and Markets Authority and the European Banking Authority joint
guidelines on suitability demonstrate the applicability of a suitability regime to a wide range of securities firms.
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“Processes for nominating and appointing Board members are appropriate for the bank …
The bank’s Board has established fit and proper standards in selecting senior management …
Board membership includes experienced non-executive members, where appropriate …
Board members are suitably qualified, effective and exercise their “duty of care” and “duty of
loyalty” …
The bank’s Board and senior management know and understand the bank’s operational structure
and its risks.”
In addition, the Basel Committee’s corporate governance principles for banks state that:
“The Board should be comprised of individuals with a balance of skills, diversity and expertise,
who collectively possess the necessary qualifications commensurate with the size, complexity and
risk profile of the bank …
The (bank’s own) selection process should include reviewing whether Board candidates: (i)
possess the knowledge, skills, experience and, particularly in the case of non-executive directors,
independence of mind given their responsibilities on the Board and in the light of the bank’s
business and risk profile; (ii) have a record of integrity and good repute; (iii) have sufficient time
to fully carry out their responsibilities; and (iv) have the ability to promote a smooth interaction
between Board members …
Members of senior management should have the necessary experience, competencies and
integrity to manage the businesses and people under their supervision …
Supervisors should evaluate the processes and criteria used by banks in the selection of Board
members and senior management and, as they judge necessary, obtain information about the
expertise and character of Board members and senior management. The individual and collective
suitability of Board members and senior management should be subject to ongoing attention by
supervisors …
Supervisors should have a range of tools at their disposal to address governance improvement
needs and governance failures … These tools may include the ability to compel changes in the
composition of the Board of directors or senior management, or other corrective actions.”

IAIS
The key IAIS core principles relating to suitability regimes are ICP 5 on suitability of persons, and
ICP 7 on corporate governance.
ICP 5 states that “The supervisor requires Board members, senior management, key persons in control
functions and significant owners of an insurer to be and remain suitable to fulfil their respective roles.”
The accompanying standards and guidance refer to:
“Legislation identifies which persons are required to meet suitability requirements ...

|4

Return to Table of Contents

Board members (individually and collectively), senior management and key persons in control
functions possess competence and integrity …
Competence is demonstrated generally through the level of an individual’s professional or formal
qualifications and knowledge, skills and pertinent experience within the insurance and financial
industries or other businesses. Competence also includes having the appropriate level of
commitment to perform the role...
Integrity is demonstrated generally through character, personal behaviour and business conduct …
The supervisor should assess the suitability of Board members, senior management and key persons
in control functions … as part of the licensing procedure before the insurer is permitted to
operate … prior to changes in the positions or as soon as possible after appointment ... and should
also require the insurer to perform internal suitability assessments on an ongoing basis …
The application of suitability requirements relating to competence may vary depending on the
degree of their influence and on their roles … An individual considered competent for a particular
position within an insurer may not be considered competent for another position with different
responsibilities or for a similar position within another insurer...
The supervisor takes appropriate action to rectify the situation when relevant individuals no longer
meet suitability requirements.”

Key Themes
Four key themes emerge from these core principles.
First, these core principles place the primary responsibility for ensuring the initial and continuing
suitability of its key individuals on the regulated firm itself. This is consistent with the responsibilities of
firms for meeting other regulatory requirements, but leaves open the question of how much supervisors
should do to monitor the extent to which firms are meeting their responsibilities.
Second, the principles refer to the discretionary assessment of key function holders by supervisory
authorities. This offers supervisors considerable discretion in undertaking their own assessments of the
suitability of key individuals. This discretion extends to which individuals are covered by any suitability
regime; the extent of assessment beyond the point at which a firm is licensed or a key individual is
appointed; and the coverage (criteria) and depth of any supervisory assessments.
Third, the principles provide the basis for a minimum set of assessment criteria for both competence and
integrity, and some recognition of the importance of (a) taking into account the specific role being
undertaken by a key individual (and the nature, scale and complexity of the specific firm in which this
role is undertaken); and (b) assessing the collective – as well as the individual - competence of the Board
and senior management.
Fourth, supervisors are expected to have the powers and tools in place to intervene when key individuals
do not meet whatever criteria are used to assess competence and integrity, not only at appointment but on
a continuous basis thereafter.
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What do Supervisors Need to do to Assess Suitability?
Establish Supervisory Objectives
It is important for supervisors to be clear about their objectives for whatever suitability regime
they operate.
There is a spectrum of possibilities. Supervisors need to be clear about where they position themselves on
this spectrum and whether this is consistent with their mandate and powers under national legislation and
regulation.
At a minimum, the objective of supervisors is to prevent individuals without a sufficiently high level of
honesty and integrity from being appointed to Board or senior management positions in (at least some)
firms. The emphasis may be primarily on (a) the point at which an individual takes up a key function; and
(b) whether anything is known against an individual, in terms of past misbehaviours of a criminal nature
or an involvement in breaches of regulatory requirements. Some supervisory authorities have such a
suitability regime, or may not be operating a suitability regime at all.
More demanding supervisory objectives generally take the form of some combination of (a) seeking to
ensure that individuals meet whatever assessment criteria are applied not only at the point of entry but
throughout the time they hold a key position in a firm8; and (b) seeking to ensure that key individuals
meet not only the basic “anything known against” test but also exhibit sufficient “positive characteristics”
such as experience and expertise. In turn, (b) can cover a wide range of possible objectives, depending
on which “positive characteristics” are assessed, how stringently they are assessed, and whether they
apply generically (to broad types of role in a firm) or specifically to a specific role and possibly even to
that role in a specific firm9.
The banking core principles provide only limited guidance on where supervisors should position
themselves on this spectrum of possibilities, although the insurance core principles clearly aim to
encourage supervisors to move along this spectrum towards a more intrusive and active supervisory
approach.
However, in some jurisdictions there are clearly concerns about the extent to which supervisors should be
intervening in – or even be perceived as taking the final decision on – appointments, not least because of
the moral hazard this could give rise to10; and concerns about whether the supervisor has sufficient legal
grounds (together with the necessary skills and experience) on which to take decisions based on highly
subjective, judgmental and qualitative considerations.

Define the Scope of the Supervisory Regime
Supervisors need to be clear about which key individuals are covered by a suitability regime.

8

For example, a supervisor might consider whether its supervisory reviews and on-site inspections of a firm provide
any evidence or indication that a key individual may no longer be suitable.
9
So an individual might be judged to have sufficient positive attributes to undertake role 1 in firm A, but not role 2
in firm A, and not sufficient for any role in firm B (which may be larger, more complex or more systemically
important than firm A).
10
For example, a supervisor may be reluctant to take supervisory action against a firm or an approved key individual
if that individual subsequently causes the breach of a regulatory requirement; or a supervisor may be concerned that
it is acting as a “shadow director” of a firm.
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While the Basel Committee core principles are generally confined to Board members and senior
management, the IAIS core principles extend this to key individuals in internal control functions. Some
jurisdictions have taken this further to extend their suitability regime to individuals who can commit a
firm to significant risks (for example, traders taking market risk positions) and to customer-facing
individuals who could take actions that amount to the unfair treatment of customers (for example, sales
forces and investment advisers).
Under a risk-based approach, much will depend on where the greatest risks are perceived to arise, in
terms of both (a) the types of firm and (b) the key functions and roles within each type of firm. So a
suitability regime might be applied only to certain types of regulated firm within a country (for example,
only to banks, insurance companies and intermediaries, and securities firms that give advice to their
clients, but not to investment management firms, execution-only securities brokers, or securities firms that
deal only with professional clients); and the nature of the suitability regime may differ across sectors (for
example, it may not apply to customer-facing staff in banks, but could apply to customer-facing staff in
insurance companies selling pension-type products)11.
A further scope consideration is whether a suitability regime should be extended to individuals who
exercise a significant influence over the affairs of a regulated firm, even if they are not an employee or
member of the Board of the regulated legal entity. This might apply, for example, in the case of a
subsidiary of a (unregulated) holding company or of an overseas firm, where one or more individuals in
the holding company or parent firm in effect direct a significant part of the regulated legal entity, or
where an individual large shareholder exerts significance influence.

Establish Assessment Criteria to be used by Firms and Supervisors
Supervisors should expect firms themselves to assess the propriety, integrity and character, and
knowledge, skills and experience, of individuals in key functions prior to their appointment.
Supervisors can then monitor how effectively a firm undertakes such assessments and, where applicable,
undertake their own supervisory assessments of key individuals.
The following assessment criteria are not intended to be exhaustive, but rather an illustration of good
practice by firms (and by supervisors where they undertake their own assessments of key individuals).
Propriety
The assessment of propriety is essentially an “anything known against?” test. An individual can be
considered to be of good repute if there is no evidence or reason to suggest otherwise.
In principle, this should be an absolute test – either an individual is of good repute, or is not. In practice,
however, this may be a difficult judgement to make. So, at the margin, there may be cases where the
assessment takes into account the propose role of the individual and to the specific firm to which he or she
is being appointed.

The UK’s “Senior Manager Regime” provides an alternative way of defining the scope of a suitability regime, by
applying a relatively intensive supervisory assessment to key individuals in a narrow set of roles and functions,
while requiring the firm to operate its own internal suitability regime for a much wider range of functions, including
customer-facing roles. In addition, a specific key individual has to be designated by the firm as being responsible
and accountable for how the firm operates its own suitability regime.
11

|7

Return to Table of Contents

An individual should not be considered to be of good repute if his or her personal or business conduct gives
rise to any material doubt about his or her ability to ensure that a firm will be managed soundly and
prudently, and that its customers, clients and counterparties will be treated fairly.
Particular account should be taken of:
•

•

•
•
•
•
•

Criminal conviction, civil liability or pending legal proceedings against the individual or against a
firm in which the individual was a key individual, including:
o offences under the laws governing financial services;
o offences of dishonesty, fraud or financial crime;
o tax offences;
o other offences under legislation relating to companies, bankruptcy, insolvency, or
consumer or investor protection;
Relevant current or past investigations and/or enforcement actions relating to the individual, or the
imposition of administrative sanctions for non-compliance with provisions governing financial
services legislation and regulation, or with the provisions of any other regulatory or professional
bodies;
Evidence that the individual has not been transparent, open, and cooperative in his or her dealings
with supervisory or regulatory authorities;
Any refusal of any registration, authorisation, membership, or license to carry out a trade, business,
or profession; or restrictions, revocation, withdrawal or termination of such registration,
authorisation, membership, or license;
Reasons for any dismissal from employment or any position of trust, fiduciary relationship, or
similar situation, or having been asked to resign from employment in such a position;
Declaration of personal bankruptcy; and
Financial and business performance of the entities which the individual has owned, directed or had
a significant shareholding in, with special consideration to any rehabilitation, bankruptcy and
winding-up proceedings and whether and how the individual contributed to the situation.

All relevant information available for the assessment should be taken into account, regardless of the
jurisdiction where any relevant events occurred.
Consideration should also be given to:
•
•
•

The seriousness of any offence or action – minor misdemeanours should not necessarily result in
an individual being considered as not reputable, although a series of otherwise minor incidents
might be regarded as being cumulatively serious;
The circumstances of breaches of regulatory requirements by entities, or the failure of entities, in
which the individual has worked, and the role of the specific individual in these breaches or
failures;
Rehabilitation periods and measures – some offences might be regarded as being “spent” after a
period of time has elapsed, or if an individual has undertaken remedial training and demonstrated
good conduct since the offence. But in other cases, an individual might be considered to be barred
from key roles in firms for the rest of their working life (for example where an individual has
stolen client funds).

Both firms and supervisors may therefore have to exercise considerable judgement in assessing the
propriety of key individuals.
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Integrity and Character
The assessment of integrity and character is also in part an “anything known against” test, where similar
features as those applying to propriety may be indicators of poor integrity and character.
However, there may also be positive observable indications of an individual’s integrity and character, for
example where an individual has displayed integrity and good character through past behaviours, decision
taking, an ability and willingness to challenge others when appropriate, and his or her relationship with
supervisors.
A firm – or a supervisor undertaking its own assessment of a key individual – should be expected to seek
evidence on the existence (or otherwise) of such positive examples, and then to exercise judgement on
whether there are material concerns about the integrity and character of a key individual, even if “integrity”
and “character” are difficult to define and to evaluate.
Knowledge, Skills and Experience
The third set of characteristics – the knowledge, skills and experience of a key individual – should be
capable of assessment based on a set of positive factors.
These factors should also be role and firm dependent, at least to some extent. For example, the knowledge,
skills and experience required of the chair of the Board of a major bank or insurance company will be
different to the knowledge, skills and experience of a financial adviser or securities salesperson offering
advice to retail customers. Firms and, where applicable, supervisors should take this dependency into
account.
Knowledge, skills and experience can be gained through both education and training and practical “on the
job” experience gained in previous occupations. The assessment of an individual’s knowledge, skills and
experience should therefore consider:
•
•
•

•

Education and formal qualifications;
Experience of working in financial services and other previous occupations (taking into account
the functions performed in previous employment and the nature, scale and complexity of the
businesses in which the individual was employed);
Knowledge and experience of:
o financial markets
o strategic and business planning
o risk management (identifying, assessing, monitoring, controlling and mitigating the main
types of risk of a firm)
o governance, oversight and controls
o financial information, controls, accounting and reporting
o regulatory framework and requirements;
For applicants to senior management positions:
o previous experience in managerial positions
o scope of responsibilities and decision making powers
o managing conflicts of interest.

Non-executive Directors
In addition to all the above criteria, the assessment of the suitability of non-executive directors should take
account of:
• experience in governance, oversight and challenge of senior management;
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•
•
•

ability to commit sufficient time to the role, given other commitments;
(for independent non-executive directors) the independence of the individual from the firm, its
senior management, Board members and shareholders, and from political interference;
the overall composition of the Board - the collective knowledge and expertise required for the
Board to exercise effective oversight of the executive management.

Require Firms to Assess the Suitability of Key Individuals
In addition to whatever recruitment policies and procedures they would normally operate, regulated firms
should be required to assess the suitability of key individuals:
•
•
•

when the firm is applying to be authorised;
when individuals are proposed for appointment to relevant positions; and
whenever appropriate, for example as part of an annual assessment or when events make a reassessment necessary in order to verify an individual’s continuing suitability.

This in turn requires regulated firms to operate procedures, policies and record keeping for the selection
and assessment of key individuals, including:
•
•
•
•
•
•
•
•
•

the positions for which a suitability assessment is required;
the individuals or function responsible for performing the suitability assessment;
the assessment criteria to be used for each relevant position;
the information and evidence that an individual should provide to the firm;
where a key individual is to be appointed by the shareholders, procedures to ensure that
shareholders are informed about the requirements for the position and the relevant profile of
individuals before they are appointed;
policies on determining situations where a re-assessment of suitability should be performed;
the provision of training and development;
an annual assessment of the collective knowledge, skills and experience of the Board;
reporting to the supervisory authority on appointments, and on policies and procedures more
generally.

If a firm’s assessment (or re-assessment) concludes that an individual is not suitable to be appointed to a
key position then that individual should not be appointed, or if the individual has already been appointed,
the firm should either replace this individual or take steps (such as further development or training, or
adjusting the role and responsibilities of the individual) to ensure the suitability of the individual in a timely
manner.

Establish an Approach to Supervisory Assessment
Supervisors need to decide the extent to which they are going to undertake their own assessments of
key individuals, and how this will be undertaken.
This will depend on a wide range of factors, including:
Statutory legislation – this may prescribe the types of firm and the roles that require some form of
supervisory assessment of key individuals (this may also differ by sector); when supervisory assessments
are required; and some high-level indication of assessment criteria. Legislation may also constrain the
extent to which supervisors can intervene in decisions made by regulated firms.
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Supervisory resources – resource availability may constrain the extent to which a supervisory authority can
undertake suitability assessments.
Supervisory trust in firms – supervisors may decide to rely more (or less) on firms’ own suitability
assessments.
Risk-based supervision and proportionality – supervisory intensity and resource allocation should be
determined at least in part by where the greatest risks lie. Supervisory assessments of suitability may
therefore vary across different types of role, different types (by sector) of firm, and different risk profiles
of firms. Supervisory assessments of suitability might then be more intensive for the most senior key
individuals at high impact and high risk firms.
Intervention powers – the nature of suitability assessments may be determined in part by the intervention
powers available to a supervisor.
Given these high-level considerations, supervisors need to:
Monitor the effectiveness of the policies and procedures governing suitability assessments undertaken by
firms. This should be part of continuing supervision, although in practice the intensity of this will be driven
by the risk-based approach. For smaller firms, there may be scope to review practices in a sample of firms
(a “thematic” review) or to pursue individual firms where events or other information suggests that these
firms have weak procedures for assessing the suitability of key individuals.
Establish a fair and transparent suitability regime. Supervisors need to establish (and publish details of) a
clear and fair suitability regime. In addition to scope (of the firms and key individual roles covered by the
regime), the regime should include:
•
•
•

•
•
•

•

An application or notification procedure. A supervisor may require a formal prior application from
each firm for each key individual appointment, or some form of pre- or post- notification from each
firm of the appointment (or intention to appoint) a key individual.
Rules as to when and how such applications or notifications need to be made. This is likely to
include some standard forms.
The minimum (written) information required from firms about key individuals (pre- or postappointment), including the position for which the individual will be (or has been) appointed; name
and detailed CV; education and professional training; professional experience; references from past
employers; statements relevant to the assessment of an individual’s propriety (as listed above); and
a record of the firm’s own suitability assessment and identification of the individual’s training and
development needs.
The powers of supervisors to request additional information.
The powers and procedures of supervisors to cooperate and share relevant information with other
supervisors and agencies, nationally and cross-border.
The assessment criteria that the supervisor will apply. This might include specific minimum
requirements for certain roles, such as education and qualifications12; years and types of prior
experience; indicators of a lack of propriety; and (for independent non-executive directors) time
commitment, number of other directorships, and indicators of a lack of sufficient independence.
The processes by which a supervisor will determine whether the assessment criteria are met. This
may differ across roles and across firms. At one extreme this may amount to nothing more than a

See, for example, the Monetary Authority of Singapore’s approach to the minimum qualifications of relevant staff
in securities firms.
12
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•
•
•

reliance on the firms itself, or a quick review of the information provided on an individual’s
propriety, past experience and professional qualifications. At the other extreme a supervisor may
undertake a detailed review of all the information provided, may request additional information,
and may interview some individuals (if this is in accordance with national law) when facts or
circumstances raise doubts about the propriety, integrity or character of an individual (for example
the individual’s decisiveness, strategic vision, judgment on risks, leadership, independence of
mind, persuasive power, and the ability and willingness to engage in continuous learning and
development), or in order to undertake a more thorough assessment of an individual’s knowledge,
experience and skills and how these relate to the role that the individual will be undertaking.
Time periods for undertaking a suitability assessment and the communication of the outcome.
Whether the supervisor will grant an explicit approval (or refusal) of the appointment of a key
individual, or operate a non-objection (silent consent) or objection regime.
Process and procedures (if any) for a firm (or an individual) to appeal against a supervisory decision
on suitability.

Establish the supervisory authority’s internal organisational arrangements for the supervisory assessment
of suitability, including the division of responsibilities between the department(s) responsible for the
continuing supervision of individual firms and any separate department responsible for the authorisation of
firms.

Supervisory Intervention
The banking and insurance core principles state clearly that supervisors are expected to have powers
and tools in place to intervene when key individuals do not meet the assessment criteria for suitability,
both at appointment and on a continuous basis thereafter.
The powers and tools available to supervisors will depend on national legislation and on the regulatory
requirements in force. The options available to supervisors therefore differ across jurisdictions, but may
include some or all of:
•

•
•

•

•

In cases where a firm’s own policies and procedures for assessing the suitability of key individuals
are judged to be inadequate by the supervisory authority, or where a firm fails to provide sufficient
information to the supervisory authority, the supervisor should be able to use whatever corrective
measures it has available to it in the case of any breach of regulatory requirements. These might
include, for example, issuing a direction to the firm to put the necessary improvements in place.
Where the assessment of the suitability of individuals is part of the authorisation procedures for a
firm seeking authorisation, the supervisor should have the power to refuse to grant authorisation
unless the proposed key individuals are individually and collectively suitable.
Where a specific individual (or set of individuals) proposed or appointed to a key function is judged
to be unsuitable by the supervisory authority, the supervisor should have the power to object to, or
not to approve, the appointment of that individual. If the individual has already been appointed, the
supervisor should have the power to require the firm to replace that individual. In practice the
supervisor may begin in such cases by indicating to the firm that it is “minded” to object, and then
expect the firm to withdraw the proposal accordingly.
In some cases the supervisor may, in effect, impose conditions on an approval of suitability, for
example by requiring that the relevant individual receives further training and development, is
subject to a probationary period after which a further assessment will be undertaken, or that the
role and responsibilities of the individual are adjusted.
Where an individual is already performing a key function and is subsequently judged by the
supervisory authority to be unsuitable, the supervisor should have the power to prohibit that
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•

•

•

individual from continuing to perform key functions, and to require the firm to replace that
individual with a suitable individual.
Where the supervisor judges that the Board or senior management team of a firm lacks the
necessary collective knowledge, skills or experience, the supervisors should have the power to
require the firm to alter the overall composition of the Board or senior management team. For
example, a supervisor may judge that the Board of an insurance company requires more nonexecutive directors with insurance expertise and experience, and could then refuse to approve any
new non-executive director unless that individual could demonstrate sufficient insurance
experience and expertise.
Even where a supervisor has only limited intervention powers relating specifically to key
individuals, it may be able to effect changes through other routes. For example, concerns about the
suitability of key individuals at director and senior management level could feed into supervisory
judgements about the extent to which a firm meets the required standards of corporate governance.
More generally, supervisors should have the power to impose higher “Pillar 2” capital requirements
on a firm until suitability concerns are addressed, and ultimately to withdraw the authorisation of a
firm in cases where a firm was unwilling or unable to appoint suitable key individuals.

As with other types of supervisory intervention, the appropriate corrective measures will depend on the
circumstances. Supervisors need to decide how tough they want to be in reaching supervisory judgements;
how tough they can be in intervening given the constraints on their formal powers; the extent they want to
rely on a firm responding positively to informal guidance from the supervisor; and ultimately their appetite
and ability (in terms of the resources and weight of evidence required) for pursuing formal intervention
against a firm. This in turn may also depend on much broader issues, including the extent to which the
supervisory authority would have political and public support for formal interventions.

Related Issues
Many other issues may arise that are relevant to the establishment and operation of a suitability
regime.
First, how can a suitability regime apply effectively in countries with some combination of (a) state owned
firms, where the Minister of Finance (or other politicians or government departments) appoint key
individuals (who may themselves be government officials); (b) family owned firms (or other forms of
concentrated shareholdings) where a dominant shareholder(s) appoint key individuals; (c) a high level of
cronyism (appointing friends and relations); (d) a relatively small financial sector in which “everyone
knows everyone else”; and (e) a supposed shortage of suitable alternative candidates?
It is important not only to recognise these constraints but to address them in a measured and sensitive
manner. For example:
•

•
•

Irrespective of these constraints there is value in supervisors setting out clearly their expectations
of the qualities that key individuals should exhibit. Even a political or family appointee to a key
position in a firm should be made fully aware of their responsibilities under the regulatory regime
and of the integrity, skills and experience that they should bring to the role.
Similarly, firms should be made aware of any failings in their own recruitment and selection
procedures, and where there are individual and collective shortcomings against the required
qualities of key individuals.
In many cases it may be easier for supervisors to take action against a firm than against individuals
– so even if unsuitable individuals are appointed because the “point of entry” controls are weak, a
supervisor may be able to impose restrictions and requirements on a firm if some of its key
individuals are judged to be unsuitable.
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Second, because a suitability regime involves supervisors taking decisions about individuals who may be
known to supervisors on a personal basis, this accentuates some of the factors that may lead more generally
to a weak and ineffective supervisory approach, including (i) career and financial concerns, where
supervisors might hope to be employed by a supervised firm in the future; (ii) an unwillingness to reach
judgements based on subjective and difficult to measure assessment criteria such as those relating to an
individual’s propriety, integrity and knowledge; (iii) an unwillingness or inability to intervene13; (iv) a lack
of the necessary persuasion skills (or “leverage” over a firm) to obtain good outcomes without formal
intervention; and (v) difficulties in demonstrating a lack of compliance with laws and regulations that may
be expressed at a high level of generality (for example a requirement that key individuals be “fit and
proper”).
Again, there are no easy and simple solutions, not least because in this context the constraints on operating
an effective suitability regime are part of the wider supervisory approach. So perhaps a more interesting
question for a supervisor to ask is whether they are taking a less (or more) tough approach with respect to
their suitability regime than they are with respect to other aspects of supervision, or whether they are
differentiating within their suitability regime between “easy targets” and “hard targets” – so some firms or
individuals are treated more leniently than others.
Third, supervisors should remain alert to gender and other diversity issues when operating a suitability
regime.14 For example, if the assessment criteria for suitability include previous experience in financial
services, or minimum educational and professional qualifications, does this disadvantage some groups of
individuals that are already under-represented in the financial sector or (for whatever reason) lack access to
formal education? Is there a risk of creating self-perpetuating imbalances in access to senior positions in
financial services? Another example would be where firms claim that it is difficult to find independent nonexecutive directors, when they are limiting their search to half the adult population.

Conclusions
An effective suitability regime is important – if the wrong people are overseeing or managing firms, or
interfacing with customers, clients and counterparties, this is likely to lead to bad outcomes.
The design and implementation of an effective suitability regime is difficult – there are multiple
considerations relating to supervisory powers, defining the scope and nature of the regime, and intervening
on the basis of subjective judgements against qualitative assessment criteria.
Supervisors should consider whether they have a suitability regime that is aligned with their supervisory
objectives – the main purpose of this note is to enable supervisors to ask themselves the right questions
about their suitability regimes and to help them to build some solutions. The absence of a single “one size
fits all” solution makes this both more difficult and more interesting.

See, for example, the IMF paper on learning to say “no”.
The draft ESMA and EBA guidelines on suitability make explicit reference (in section 13) to diversity issues, in
the context of the collective suitability of a firm’s Board.
13
14
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"This is your last chance.
After this, there is no turning back.
You take the blue pill -- the story ends, you wake up in your bed and believe whatever you want to believe.
You take the red pill -- you stay in Wonderland and I show you how deep the rabbit-hole goes."
-

Key Issues

Morpheus, The Matrix

1

This note addresses the following:
•
•
•
•
•
•

Defining conflicts of interest, and why they are important
Understanding fiduciary duties and how they “up the ante” on conflicts
Considering some psychology about conflicts of interest
Understanding how conflicts can arise in the context of financial services
International regulatory responses to conflicts of interest
When should you be alarmed?

Background
What are Conflicts of Interest?
In general, a conflict of interest is where a person is serving two or more interests, and can (but does not
necessarily) put one interest in a better position at the expense of the other. There is no universally
accepted definition of conflicts of interest, even in the regulatory context of many jurisdictions.
Conflicts of interest can arise in any number of situations and sectors, and usually arise due to an
asymmetry, or imbalance, of information between the two parties.

Why do Conflicts of Interest Matter?
Conflicts of interest can lead to adverse selection, where a client does not receive the best or most
appropriate advice or services, or moral hazard, where one party to the transaction fails to act in good
faith.
In addition, the existence or abuse of conflicts of interest can severely affect the trust that consumers have
in the system. Confidence in the integrity of those managing assets, investments, and the financial futures
of ordinary people is crucial to its operation.
From a regulatory perspective, the U.S. Securities and Exchange Commission (SEC) has in the recent past
identified it as a priority for focus:
… [the SEC has] identified conflicts of interest as a key area for our risk analysis. This is based
on the long experience of our exam program that conflicts of interest, when not eliminated or
properly mitigated, are a leading indicator of significant regulatory issues for individual firms,
and sometimes even systemic risk for the entire financial system.
Carlo V. di Florio, Director, Office of Compliance Inspections
and Examinations, SEC (October 22, 2012)

1

This note was prepared by Karen Den-Toll on behalf of Toronto Centre.
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When Do Conflicts of Interest Become a Problem?
It’s important to understand that the existence of conflicts of interest is not, of itself, the problem. A conflict
of interest is merely a set of circumstances that has the potential to cause loss or detriment to a party, or
unfairly acquired gain to another.
Problems arise when actions are taken in a situation where a conflict of interest exists, and those actions
and their consequences amount to a breach of duties or advantage gained by the person taking the action.
They can also be problematic when there is the perception of a problem, even if no detrimental action is
taken. For this reason, the proper management of conflicts of interest would consider both actual and
perceived conflicts (a.k.a. the “smell test”).
In practice, some people can take offence at being informed that they have a conflict of interest, as they can
feel they are being accused of doing something wrong or being unable to differentiate between right and
wrong. An alternative, possibly more palatable, way of referring to the issue is a “conflict of duties”.
Conflicts are particularly troublesome when they are not visible, or when the incentive to act against the
client’s interest far outweighs the incentive to act for them.

Fiduciary Duties
The existence of a fiduciary relationship between two parties increases the legal and moral burden on the
fiduciary. In cases where one party to a relationship owes fiduciary duties to the other in financial
services, the potential for the incidence of conflicts of interest can be higher (due to the commercial
arrangements involved), and the consequences of a misuse of power can be more devastating, due to the
levels of trust and confidence inherent in such situations.
Fiduciary duties are the strictest duty of care in the common law legal framework, and have developed out
of centuries of legal history. In civil law countries, although fiduciary duties per se do not exist since the
law is written rather than created over time by judicial interpretation, in many cases regulation essentially
imposes very similar obligations. This paper considers the common law position.
It is important to note that fiduciary duties arise from private law/contracts, and not from regulation,
although some countries have codified some or all of the duties as they apply to specific relationships
(such as in pension laws). It is also worth noting that, although based on the same origins in English law,
different common law countries may interpret the duty slightly differently due to divergences in case law
over time.
Fiduciary duties are characterized by trust and confidence, although there are a number of factors that are
taken into account to establish whether a fiduciary relationship exists. Where fiduciary duties exist, a
person (the fiduciary) is to act in the interests of another person (the principal), and not in their own
interests. Fiduciary relationships exist in a number of contexts, generally where one person handles
money or property on behalf of another, including between:
•
•
•
•
•

directors and the company (not the shareholders)
trustees and beneficiaries
brokers and principals (in the case of insurance, the broker is the client)
agents and principals (in the case of insurance, the principal is the insurer)
attorneys and clients
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•
•
•

between partners, or participants in a joint venture (unless such duties are otherwise excluded by
agreement, which is common)
liquidators and creditors/the company/members
employees and employers (although employees will not generally be regarded as full-blown
fiduciaries of their employer, certain circumstances may arise that places an employee in a position
where they have some fiduciary obligations such as the duty to act honestly, and not to profit him
or herself to the detriment of the employer).

Whether someone is a fiduciary depends on the understanding and circumstances of the parties in the
relationship. In many cases, the parties may contract out of such a duty where the law does not prohibit
it, or where it would not inherently change the required relationship (for example, a trust relationship is
always fiduciary; if it were not, it would not be a trust). A question to ask in identifying whether there is a
fiduciary relationship is: Can the principal reasonably expect that the representative will act in the
principal’s best interests, and not in their own interests, even to the detriment (or lack of enrichment) of
the representative?
The duties of the fiduciary fit under the following general themes:
•
•

Loyalty – To avoid conflicts, to not profit from the principal (unless there is fully informed
consent); to act in the best interests of their principal, even to the detriment of their own interests.
Prudence – The fiduciary must take reasonable care for the assets in the fiduciary’s care.

In some countries, a fiduciary is also obliged to act in good faith.
The Lehman Brothers case discussed on page 20 provides some insight into how courts can interpret
fiduciary duties.

Fiduciaries in Financial Services
In financial services, a number of potential fiduciary relationships can arise, including:
•
•
•
•

The trustee of a unit trust or pension plan towards its members
The directors of a financial services entity, including the directors of a trustee company2
A stockbroker, insurance broker or other independent adviser
Agents appointed to act on behalf of a principal, which can extend to investment managers (and in
the US does so under the ERISA3).

In some cases, it will not necessarily be clear who is a fiduciary. For example:
•

With defined contribution pension providers that are not trustees, and where the role of parties such
as insurance companies, asset managers and employer sponsors may be unclear. It may be that, in
such cases, regulation is needed to clarify the position (such as requiring a trust as the foundation
of a pension plan or imposing statutory duties on such providers that attempt to mirror fiduciary
obligations), as otherwise it is left to case law

2

Directors of a trustee entity are responsible to ensure that the trustee meets its fiduciary obligations and a failure to
ensure this may result in a failure to fulfil the director’s fiduciary relationship towards the trustee company.
3
Employee Retirement Income Security Act, which requires that any person exercising a discretion over investment
assets is a fiduciary.
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•

Financial advisers, whose obligation to act in the best interests of their client has been entrenched
in law in some jurisdictions.

There has been some international examination, for example, of where fiduciary duties might arise in the
context of investments, and whether the duty is simply to maximize the investor’s/principal’s financial
interests, or whether it also extends to corporate and social responsibility.

The Psychology of Conflicts of Interest
In understanding how to address the issue of conflicts, it is both useful and insightful to have a sense of
the psychology behind them.
Researchers from Carnegie Mellon University have, over several years, conducted some very interesting
research into the human elements of conflicts and some of our purported solutions to them.
So, what happens to us when there is a conflict of interest? In “Self Interest, Automaticity and the
psychology of conflicts of interest,”4 the authors observe that:
Self-interest is automatic, viscerally compelling, and often unconscious. Understanding one’s
ethical and professional obligations to others, in contrast, often involves a more thoughtful
process. The automatic nature of self-interest gives it a primal power to influence judgment and
make it difficult for people to understand its influence on their judgment, let alone eradicate its
influence.
So, rather than being a deliberate and conscious “evil” act, acting in conflict with another’s interest can
often be automatic and done without conscious awareness. Acting in someone’s best interests, or even
ignoring our own self-interest, is something that requires deliberate work and thought.
In quoting another researcher,5 they note:
Where [conscious] thought conflicts with emotions, the latter is designed by the neural circuitry
in our brains to win.
In other words, we are wired to actually act on a conflict of interest, and need to proactively stop
ourselves from doing so. Further, the research also reveals that, when you or I are under cognitive load (or
pressure), we are far less likely to favour the rational over the irrational, and thus will default to instincts
over thoughtful consideration. So, under pressure, such as to meet deadlines or performance targets, we
will find it even more difficult to identify and rationalize the conflict, and make the “right” decision about
it.
If our conflicted selves, then, are both first on the scene to assess a situation, and also dominant in
decision-making, and only afterwards can our thoughtful selves arrive to churn through the cognitive
logic involved in applying our “higher selves,” by trying to address conflicts of interest we seem to be
regulating against human nature. Add to this the challenge that a great many people don’t seem to
understand or appreciate the fact that conflicts of interest exist, or that they may be influenced by them,
and many others may not have the intellectual rigor needed to work through the challenge of identifying
and resolving the conflict.
4
5

Don A Moore and George Loewenstein, Social Justice Research, June 2004.
Rita Carter, “Mapping the Mind”, Phoenix Publishing, 2010.
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What Type of Conflicts of Interest Can Arise in Financial Services?
Financial services and the structure of how those services are provided cause conflicts of interest to arise
in a great many circumstances. In general terms, conflicts of interest can arise:
•
•
•

Between a financial services firm and a client
Between two or more clients of the same financial services firm
Within the same financial services firm or corporate group, such as between different departments
or functions.

Outlined below are a few of the most obvious conflicts of interest that can occur in various sectors of the
financial services industry. It is fair to say that, where remuneration is skewed in a certain direction, the
actions and decisions of those with conflicts of interest will tend to follow the money.

Securities and Banking
•

•

•

•
•

•

An investment bank conducting both advisory activities and securities research. Invariably, the
advisory work – such as advising in respect of corporate activities ranging from listings, mergers
and acquisitions, and underwriting of securities offerings – is far more lucrative than the work of
the investment bank’s investment analysts whereby they analyze securities and make investment
recommendations to the bank’s clients. This creates a natural incentive for the bank to promote or
make favourable recommendations for securities in order to remain in favour with actual or
potential advisory clients.
Proprietary trading/dealing by firms can lead to inappropriate advice or transactions against the
client’s favour, such as front running (where a broker executes the firm’s own trades on a security
before executing its client’s trades in the same security, often taking advantage of information about
pending client transactions).
o Goldman Sachs: One of the most public wrongdoings of this nature was the continued
packaging and sale of RMBS and CDO securities to its clients while, at the same time,
Goldman was betting big against RMBS and CDO securities by shorting the securities. In
some cases, Goldman intentionally placed poor quality or loss-making securities into the
RMBS and CDOs. Goldman never told its clients that it was taking these short positions,
or of its true views on these securities, and in 2007 alone managed to make US$3.7 billion
in profits from the decline in the mortgage market.
In the case of a conglomerate with securities underwriting, broking, and retail banking and
investment services, various scenarios can arise such as the underwriter selling securities to related
entities or clients, such as bank clients or to retail investment vehicles such as pension funds and
unit trusts.
Client orders may be “matched” with other client dealings, and securities “crossed” between clients
(that is, where a firm arranges for one client to buy the securities of another client). These
transactions can favour one client over others.
Proxy advisory firms, which provide assessments and recommendations to institutional investors
regarding annual voting at shareholders’ meetings, are starting to offer consultancy services to the
companies they assess to assist them to improve their corporate governance ratings, or to gain
shareholder support for potentially controversial issues such as executive remuneration.
Demutualizations of, and the entry of for-profit, securities exchanges has led to conflicts between
the supervisory and public interest role of these exchanges, and their commercial interests. An
exchange, particularly one competing with other emerging exchange platforms, may feel less
inclined to challenge an issuer or broker-dealer that brings in substantial revenue.
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Insurance
Insurance intermediaries can be particularly prone to conflicts. For background, a broker is an
intermediary that acts on behalf of the purchaser of insurance, and the broker’s role is to advise their
client on their insurance needs, and obtain the best price and terms possible for that insurance. They will
usually act as the liaison between the insurer and the policyholder, and may assist with making claims and
other administrative matters.
An insurance agent, by definition, acts on behalf of the insurer. Their acts are usually taken to be the acts
of the insurer, who is generally liable for their conduct. It is possible, depending on local law, for an agent
to represent more than one insurer (multi agents).
An insurance (claims or loss) adjuster’s role is to investigate a claim and determine the value of a claim.
Adjusters that act for the insurer may aim to settle a claim as inexpensively as possible for the insurer.
Adjusters may also be hired by the policyholder/claimant to assist in the preparation and submission of
the claim, and it is these adjusters that need to ensure they do not operate under a conflict of interest.
Insurance brokers can often find themselves in conflicted situations, particularly where they are not
operating independently but instead are remunerated in such a way as to potentially be influenced to not
represent their client appropriately. One particular concern that often arises is broker remuneration, which
is usually commission-based (as a percentage of the premium paid by the client). Without a straight “fee
for service” model, commissions are an inherently conflicted way to remunerate intermediaries as the
incentive exists to drive business towards products with higher remuneration products, or to “churn”
business in order to generate new upfront commissions.
In some cases, some traditional life insurance products can create particular problems. For example, this
applies to products with extremely high upfront commissions (which can exceed 100% of the premium)
and very high penalties for withdrawal by the customer in the early years. These contracts may be single
premium, or regular premium policies that lock policyholders into making contributions for 20 or more
years. Under the terms of the contract, the policy will not have any surrender value at all for some time
and may impose very large penalties for early withdrawal. In the writer’s view, such products are
unconscionable, and the inherent conflict created by their appearing in any offering cannot be overcome
by regulation or disclosure.
Conflicts also clearly arise where “vertical integration” opportunities to cause insurance companies to
acquire brokers, leading to the product issuer having control over a purportedly independent intermediary.
In the case of insurance agents, who by definition act for the insurer, technical conflicts are less prevalent
unless they are multi-agents, although practical concerns are not uncommon since clients will frequently
have an ongoing relationship with the agent and place trust in them, and clients may not properly
understand the agent’s natural bias toward the insurer.
For all insurance intermediaries, soft dollar (or non-financial) commissions, such as incentive trips, and
marketing and administration support, are prevalent and in practice can have a major impact on
recommendations.

Pensions
Pensions are often operated under a trust structure, but not necessarily always so. Historically, it is not
uncommon for public offer pension funds to have arisen from life company operations, which can offer

|8

Return to Table of Contents

accumulation funds to the public, or groups of employees, and many are influenced or organized by
employers as part of their employment benefits.
Where pension providers are fiduciaries, there will always be a conflict between the commercial interests
of the provider and its fiduciary obligations to its members. In addition, conflicts of interest can
frequently arise:
•

•

In the case of an employer-sponsored scheme. Although the interests of employers and employees
should mostly align, there are cases where those interests can diverge. This includes where the fund
is permitted to invest, or has invested, in employer shares, and in cases where there is a surplus or
a contribution holiday and the parties need to ascertain who is entitled to these. Also, conflicts can
arise where employers have excessive control over the choice of investments or insurer.
Where the pension provider is part of a corporate group, often as a subsidiary or related company
of a life insurer, asset manager/investments company, or bank. Numerous opportunities arise for
conflicts, such as whether the investments of the pension fund will be directed to the in-house
providers (including bank deposits or unit trusts for cash investments, the choice of insurance
associated with the fund or annuities for the decumulation phase, and outsourcing to related
companies. In such arrangements, it is not uncommon for various group entities to take a “clip” on
fees.

Corporate Groups
The consolidation of financial services into integrated corporate groups has led to efficiencies in the
sector, but also can significantly increase the potential for conflicts of interest. Where financial services
providers are members of corporate groups, the usual “top-down” control of subsidiaries where the parent
appoints directors and management, decides on corporate policies, and moves around capital to suit the
group can often be inappropriate. In the case of financial services, the subsidiary should often continue to
have a separate identity and its own controls in place.
Take, for example, a group that encompasses banking, investments, insurance and pensions:
•

•

•

•

A bank may be lending banker or a financial adviser to an issuer of securities or other financial
instruments that are the subject of services provided elsewhere in the group (such as broking or
investment services). For example, an investment fund may acquire shares in an issuer, for whom
the related bank has a significant lending exposure.
It will be common for operations to be “outsourced” to a single entity in the group, which will
perform all administrative, customer services and other functions for the group. This can create a
merger of activities, and a loss of identity for institutions that can need to exercise a higher level of
protection for their clients.
Under such an arrangement, it will be very common for “back office” services to be consolidated
for the group, including important “gatekeeper” functions such as risk, compliance, internal audit,
and legal. This can potentially lead to conflicts of interest within those functions, particularly if
they are not well resourced or do not have the authority or political or technical grunt to raise
concerns about governance or process.
Executives will often serve in a particular capacity across an entire corporate group. For example,
the CEO or CFO of the parent will frequently hold the same office for the subsidiaries, such as for
a life insurance company, a pension trustee, and the back office service provider. This can place
such executive in conflicted situations if they are making decisions for all entities in a group,
particularly where some of those entities are fiduciaries such as trustee entities. For example, they
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•
•

•
•

may receive confidential information about one financial entity (including liquidity or asset value
issues) which impacts adversely on a related financial entity that invests in the first entity.
It is common for even so-called “independent” advisers to be employed by an entity in a corporate
group. Often, they will be more handsomely remunerated by placing larger volumes of client
business with group companies.
Pressure can be placed on customers to acquire products from affiliated companies – such as
borrowers from a bank being pressured to acquire related insurance products issued from elsewhere
in the group, or depositors being pressured to invest in higher-commission (and riskier) investment
products.
Investment funds or advisers may routinely offer to clients or prefer to offer related company
investment vehicles, bank deposits or insurance options, including by placing client money into
such funds or accounts.
Transactions between related parties in a group can be subject to conflicts, particularly when:
o There is a shifting of resources (such as profits or capital) between entities, a transfer of
assets from one entity to another (including a trust controlled by an entity), or any entity in
the group is capable of being directed to undertake a certain transaction by the parent or
another upstream entity; or
o Any of the entities involved is a fiduciary such as a trustee of a pension plan or of a unit
trust.

Professional Services
The most prevalent examples in the past decade or so have related to auditors, who are meant to act as an
essential gatekeeper for investors and other third parties in ensuring financial statements of an enterprise
are accurately presented. However, if the auditing firm is also able to conduct consulting work for the
audited entity, this raises two types of potential conflicts:
•
•

The audit firm may have to assess or audit work that the firm itself has done as part of a consulting
engagement, such as recommendations they have given, or structures that they have endorsed
The consulting work may bring in higher levels of or more profitable revenue for the audit firm
than its auditing business, leading to a natural conflict if the firm wishes to gain more non-audit
engagements to increase the workflow from the same client.

These kind of abuses were most startling in the case of Enron, when Arthur Andersen failed to perform its
audit role with sufficient vigilance, including by failing to inform Enron’s board of the off-balance sheet
partnerships, and allowing Enron to continue to push the creative accounting envelope, that ultimately
destroyed Enron. Arthur Andersen was more than just an auditor – it was conducting lucrative non-audit
consulting work. Enron was paying Andersens US$27 million annually for non-audit services, while the
audit costs were U$25 million.6 The close ties between the two organisations became obvious in daily life
at Enron:
Andersen auditors and consultants were given permanent office space at Enron headquarters
here and dressed business-casual like their Enron colleagues. They shared in office birthdays,
frequented lunchtime parties in a nearby park and weekend fundraisers for charities. They even
went on Enron employees' ski trips to Beaver Creek, Colo. “People just thought they were Enron

6

“Were Enron, Andersen too close to allow auditor to do its job?”, Wall Street Journal, January 21, 2002.
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employees,” says Kevin Jolly, a former Enron employee who worked in the accounting
department. “They walked and talked the same way.”7
The Enron failures ultimately led to the collapse of Arthur Andersen, who – despite the Enron team being
only a small portion of the firm’s partners and staff - could not withstand the reputational failures arising
from the events, and in particular their revelations that the firm had destroyed documents once the heat
was on. Although the firm’s conviction for obstruction of justice was overturned on a technicality, it was
too late for the 85,000 staff; the firm handed in its CPA licence in 2002 and its practices around the world
were mainly subsumed by its competitors.
Many jurisdictions have now imposed requirements that prohibit audit firms from conducting work
outside the audit engagement, and requiring auditors to be independent.

Credit Rating Agencies
For a long time, credit rating agencies have operated under an inherently conflicted business model,
despite their being an institutional “gatekeeper” that investors relied upon to scrutinize potential
investments. On the one hand, they earned fees from issuers who sought their high ratings, and on the
other they sold their reports to users to provide what should have been fair and objective assessments of
those issuers and their financial instruments. In the lead-up to the Financial Crisis, ratings agencies were
unwilling to issue anything other than AAA ratings for Collateralised Debt Obligations and Collateralised
Loan Obligations for fear that the Wall Street firms would end up in the competition’s arms. Internally, it
was not uncommon for staff responsible for ratings assessments to be involved in fee negotiations and
deal structuring.8 Conflicts were also more prevalent in structured offerings, where the fee regime
encouraged volume over ratings quality.9 In some cases, credit rating agencies also began to branch into
consulting to assist issuers to structure their securities in order to obtain the highest ratings.
Add to this the fact that the gaining and maintenance of credit ratings has become part of the fabric of
many commercial transactions and regulatory requirements, with both issuers and holders of securities
being motivated to desire that ratings for those instruments are not downgraded.
As readers would be aware, the role of credit rating agencies has come under tougher scrutiny since the
Financial Crisis, and stricter rules have been imposed on such businesses.10

How Can Conflicts of Interest Be Dealt With?
The alternatives for dealing with conflicts of interest are, essentially:
•

Manage the conflict by establishing protocols or processes to mitigate the potential effects of the
conflict such as:
o Separation of duties
o Information barriers

7

Ibid.
SEC, Summary Report of Issues Identified in the Commission Staff’s Examinations of Select Credit Rating
Agencies (2008).
9
See note 3.
10
For example, in addition to reforms in the US (the CRA Reform Act), the European Union has imposed new rules
(updates to the EU Regulation on Credit Agencies 1060/2009) that commenced in June 2013. The new rules reduce
reliance on credit ratings by forcing institutions to conduct tougher internal credit assessments, making agencies
accountable for their ratings, and requiring more transparency in the ratings of sovereign states.
8
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o
o
o

•
•

Conflicts review committees
Obtaining advice from an independent third party
Adjusting remuneration structures for key personnel to delink their interests from the
conflicted issues or behaviours.
Disclose the conflict, preferably in a manner that is easy to understand, and before any decision is
made by the principal
Avoid the conflict altogether, if neither of the above solutions is sufficient.

How Do These Options Stack Up?
Of the options, there is little doubt that avoiding conflicts of interest is the superior solution, provided that
it can be done without disproportionately increasing cost or causing other harm, such as closing off access
to advice. Fiduciaries in particular must, in theory, avoid conflicts rather than adopting other alternatives,
although fully informed disclosure (which encompasses a very onerous compliance requirement) is also
possible. However, avoidance of conflicts can have its downsides, and in practice would reverse some of
the benefits gained from scale efficiencies, such as in financial services conglomerates.
Management of the conflict will only be as good as its execution, and the appropriateness of the solution
identified.
Disclosure of conflicts, as a solution, is better in theory than in practice. In theory it attempts to close
some of the gap in information between two parties and can allow the potentially vulnerable party to seek
alternative advice, or to discount the conflicted advice. But in reality it is a weaker solution since it still
allows the conflict/bias to endure, whereas removal of these would be far more difficult, and only the
most sophisticated (and likely least vulnerable) clients would be in a position to effectively compensate
for the bias.
The interesting work by Carnegie Mellon University referred to above has extended into the effectiveness
of disclosure to address conflicts of interest. They and others have observed the fairly perverse effects of
disclosure of conflicts of interest:
•

For the client:
o Clients can tend to place more trust in the conflicted adviser, rather than less. They feel
that the disclosure of the conflict makes the discloser seem more “honest”, and more trust
is placed in the conflicted party
o If clients do discount advice from biased advisers, they do not discount it as much as they
should11
o Although disclosure can decrease the client’s trust in the advice, it can also increase
pressure to comply with that advice if clients feel obliged to satisfy their adviser's personal
interests (such as arising from a personal relationship). Hence, disclosure can burden those
it is ostensibly intended to protect12
o Disclosure documents can be lengthy and become “boilerplate,” leading to them not being
read or understood at all.

Cain, D.M., Lowenstein, G., and Moore, Don A., “The Dirt on Coming Clean: Perverse Effects of Disclosing
Conflicts of Interests,” Journal of Legal Studies, October 2005.
12
Sah, S., Loewenstein, G., and Cain, D.M., “The Burden of Disclosure: Increased Compliance with Distrusted
Advice,” Journal of Personality and Social Psychology. Solutions identified include allowing the client to make
their decision in private, or allowing a cooling off period.
11
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•

For the adviser:
o Disclosure can increase the bias in advice as the adviser feels morally licensed and
strategically encouraged to exaggerate the bias, and correspondingly does not feel the need
to balance their advice13
o Intermediaries can underestimate the risk of a conflict arising, leading to insufficient
disclosure.14

So, why use disclosure at all as a tool to address conflicts of interest? Perhaps because it’s easy and
everybody gets to feel like they are doing something about the conflict; plus being “transparent” makes
everyone feel better.

What About Other Regulatory Approaches to Minimize Abuse of Conflicts?
There is little doubt that reputation is crucial to financial services firms, perhaps even more so than many
other types of commercial enterprises due to the importance of trust in financial services. Accordingly, it
is generally in firms’ commercial interests to effectively manage conflicts and comply with their
regulatory obligations, although this does not always provide the necessary outcomes if the firm culture,
resources or the rewards for non-compliance are not properly balanced.
Noting that deterrence is particularly ineffective as a solution to conflicts of interest, due to the immediate
attraction of acting on the conflict versus the less tangible risk of punishment, the particular solutions that
the research has identified include:
•
•
•
•

Proscribing certain conduct as illegal. However, the threat of punishment can simply have the effect
of attaching a “price” to the poor conduct so needs to be severe and accompanied by implicit moral
judgment
Rewards (even just symbolic ones) can be useful to highlight positive behavior and establish the
standards for professionalism
The internalization of the desired values (i.e., acting in the client’s interest) is essential, as then
proper and ethical behavior is far more likely to have their root in the more powerful automatic
responses; accordingly, considering ways to attach “shame” to poor conduct could be useful
Weaving ethics into professional training in the financial services sector.

Supervisors play an important role in building the framework needed to take advantage of these social
motivators, including:
•
•
•
•

Ensuring that the market has both the information (including education for both the industry and
consumers, such as by information releases about hot topics and monitoring international trends
and emerging issues) and also incentives to control conflicts
The encouragement of Codes of Conduct, which will work best when created as a collaborative
effort between industry and regulators and is then actively enforced
Regular and proactive supervisory oversight, including risk-based assessments and thematic
reviews
Taking on some of the psychology above, which notes that regular practice can shift actions from
cognitive into instinctive (such as learning a new skill such as dancing the salsa, which requires

13

Ibid.
“Guidance for Efficient Regulation of Conflicts of Interest facing Market Intermediaries,” IOSCO, Final Report,
October 2010, p15.
14
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deliberate practice but, over time, can become far more instinctive),15 is it possible that mandating
that industry “practice” conflicts identification and resolution could improve regulatory outcomes?

Regulatory Approaches to Conflicts of Interest16
International Organization of Securities Commissions (IOSCO)
Approaches to address the issue of conflicts of interest are regular features in much of IOSCO’s work.
The most recent of these include:
Guidance for the Effective Resolution of Conflicts of Interest facing Market Intermediaries, Final
Report, October 2010. This guidance was developed specifically for emerging markets regulators,
and arises from a survey of numerous developing market securities supervisors. The report notes
that the regulatory framework should create a balance between [strong/harsh regulation and the
benefits of economies of scope] and “most importantly aim to affect the behavior of the
management of an intermediary through emphasizing the importance of adopting strict internal
control measures to avoid conflicts of interest from arising.” The guidance identifies remedies
and guidelines for emerging markets addressing conflicts of interest for intermediaries.
Market Intermediary Management of Conflicts that Arise in Securities Offerings, Final Report,
Nov 2007.
Principles for Financial Benchmarks issued on 17 July 2013 and endorsed by the G20 in response to
the LIBOR scandal in 2012 where widespread manipulation of interest rate benchmarks were
found. These Principles establish governance standards to address conflicts of interest.
Report on Private Equity Conflicts (FR 11/10), issued in November 2010, which examines the type
of conflicts that can arise in private equity firms or funds, and sets out principles for the
management of conflicts of interest.
Credit Rating Agencies (FR 12/12), 21 December 2012.
Transparency of Firms that Audit Public Companies – Consultation Report, 28 October 2010.
Conflicts of Interest of CIS Operators, Report of Technical Committee, May 2000.
Analyst Conflicts of Interest, Report of Technical Committee, September 2003.

International Association of Insurance Supervisors (IAIS)
A number of the IAIS Insurance Core Principles address issues arising from conflicts of interest, both in
specific terms, and also as part of the broader principles:
•
•
•

ICP 8 on risk management and internal controls encompasses the need to manage conflicts of
interest effectively.
ICP 19 on Conduct of Business, focuses on appropriate supervision of ensuring fairness to the
client.
ICP 7.6.6 recommends the mitigation of potential conflicts for staff in control functions, such as
ensuring they do not report directly to the business unit they are overseeing, or have substantial
amounts of their remuneration tied to the profitability of the business unit. Appointed actuaries and
auditors also should be subject to conflicts management; for example, the appointed actuary and
auditor should not be in the same firm.

See page 6 of Cain, Lowenstein, and Moore’s article (point 12 above).
This section is not a comprehensive list of conflicts regulatory issues in the named countries or the peak bodies;
instead, it provides an idea of how conflicts are addressed, and in some cases, some particular local examples.
15
16
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•
•
•

ICP 15.4.5 recommends that insurers must be required to manage conflicts of interest, such as
between the insurer’s corporate objectives, and the objectives of the insurance policies issued by
them, and ensure that assets are invested prudently and in accordance with expected liquidity needs.
ICP 16.16.17 recommends that conflicts management should be part of an insurance group’s
Enterprise Risk Management Framework; and
ICP 18.5.8 recommends that conflicts with respect to intermediaries be managed, such as the
intermediary’s relationship with the corporate group via an insurer owning a broker, or a broker
owning shares in the insurer.

International Organisation of Pension Supervisors (IOPS)
At this stage, the work of the IOPS is not as comprehensive as other peak bodies for financial
supervisors.17 The most relevant work conducted is the OECD/IOPS Good Practices for Pension Funds’
Risk Management Systems issued in January 2011. The Good Practices anticipate that conflicts of interest
are dealt with in the pension provider’s governance risk management, and that they should effect a
conflicts of interest policy.

Australia
Financial services providers, a category that includes a broad range of businesses including banks,
securities intermediaries, insurers, insurance intermediaries, and pension providers, must hold an
Australian Financial Services Licence. Holders of financial services licences must meet a number of
general licensing obligations, including:
•
•

To act efficiently, honestly and fairly
To have in place adequate arrangements for the management of conflicts of interest that may arise
wholly, or partially, in relation to activities undertaken by the licensee or a representative of the
licensee in the provision of financial services as part of the financial services business.18

Conflicts of interest are also the subject of the Australian Securities and Investment Commission (ASIC)
Regulatory Guide 181 “Licensing: Managing Conflicts of Interest”, which provides guidance on ASIC’s
view of conflicts.
Under the recent Future of Financial Advice (FOFA) reforms19 the following changes were implemented
at 1 July 2013:
•
•
•

Conflicted remuneration for financial advisers has been banned for new products sold to retail
clients, including commissions and volume-based remuneration
Financial advisers are required to act in the best interests of their clients, and prefer the client’s
interests to their own, with prescribed steps that can be taken by advisers to be in a “safe harbour”
Advisers need to have their instructions confirmed at least every two years in order to continue to
charge their client fees.

Although the IOPS Tool-Kit for risk-based supervision is a useful tool, even for non-pension supervisors – see
http://www.iopstoolkit.org/index.html.
18
Section 912A(1) Corporations Act.
19
Contained in the The Corporations Amendment (Future of Financial Advice) Act 2012 and the Corporations
Amendment (Further Future of Financial Advice Measures) Act 2012, which were amendments to the Corporations
Act.
17
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However, the new Government has indicated that it intends to roll back a number of the reforms,
including the mandatory requirement that advisers act in the best interests of their clients.20

United Kingdom
Principal 10 of the Financial Conduct Authority (FCA) Principles for Business requires that firms must
manage conflicts of interest fairly, both between the firm and its customers, and also between customers.
The Senior Management Arrangements, Systems and Controls (SYSC) of the FCA Handbook requires
that firms manage conflicts of interest so they do not damage the client’s interest, and sets out specific
rules for their management (SYSC 10). There are also specific rules relating to inducements, which (in
general terms) prevent payments from product issuers that are not in the interests of the client and that are
not disclosed.21
Review of Asset Management Firms
From June 2011 to February 2012, the Financial Services Authority (the predecessor to the FCA)
conducted thematic reviews of asset management firms to determine how well they had complied with the
requirements to manage conflicts of interest. The FSA reported its findings in November 2013, issuing
the paper “Conflicts of Interest between Asset Managers and their clients: Identifying and Mitigating the
Risks.” The paper is worth a read,22 and concludes:
In most cases senior management failed to show us they understood and communicated this sense
of duty to customers or even that they had reviewed or updated their arrangements for conflicts
management since 2007. In these firms, employees too often lacked awareness of situations where
short-term business goals conflicted with the long-term interests of customers.
The FSA decided that the failures to manage conflicts of interest were so serious that a report needed to
be issued, and a formalized follow-up regime implemented, under which the boards of asset managers had
to consider conflicts issues and the CEO was required to submit an attestation to the FSA about the
policy’s effectiveness and compliance. These were then followed up with a second round of visits,
presumably by the Financial Conduct Authority, which assumed the FSA’s responsibility for conduct
supervision from 1 April 2013.
The general findings of the review included:
•
•

•
•

There was a strong correlation between the firm’s culture and the management of conflicts of
interest
Conflicts management frameworks were the most effective where their design and monitoring were
a collaboration between the business and compliance/legal units. Management by the compliance
function alone meant that the firm was unable to demonstrate how challenges could be made to
senior staff within the business unit
Compliance seemed weaker in subsidiaries of overseas firms, particularly where local boards (of
the authorized entity) did not effectively to ensure compliance
Considerably less care was taken when spending customer money on broker research and execution
services, as compared to how the firm spent its own money on such services. This resulted in new
rules being imposed in relation to “dealing commissions,” which is the pass-through of the asset
manager’s costs to fund clients

20

http://axs.ministers.treasury.gov.au/media-release/011-2013/
Conduct of Business Sourcebook (COBS) 2.3.
22
You’ll find it at: http://www.fsa.gov.uk/static/pubs/other/conflicts-of-interest.pdf
21
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•
•

Few firms had given any thought to how gifts or entertainment could create a conflict of interest
There were frequent problems arising from the allocation of trades, and firms could often not prove
that cross-trading between customers was always in the best interests of both customers.

Retail Distribution Review (RDR)
In 2006, the FSA launched its Retail Distribution Review, the results of which took effect from 31
December 2012. The RDR reforms were implemented in the U.K. to the distribution of retail products
such as life insurance, personal pension products and investments in unit trusts. A number of reforms
were implemented to increase the professionalism of the independent financial advice industry, and the
changes relevant to conflicts of interest included:
•
•
•

Requiring that advisers disclose whether they are independent advisers, or “restricted” advisers,
allowed only to provide basic advice or non-advice services such as execution only
Prohibiting product manufacturers from paying upfront or trail commissions on new products
Prohibiting the charging of fees by advisers unless they are for an ongoing service.

In September 2013, following a thematic review on the implementation of the RDR changes, the FCA
issued a Guidance Consultation paper “Supervising retail investment advice: inducements and conflicts of
interest.”23 The review considered whether other payments or benefits apart from commissions were
being implemented to secure product distribution.
The FCA found that over half of the firms reviewed had arrangements that could breach Principle 8, the
inducements rules, and undermine the intentions of the RDR reforms.

United States
The United States has a long and rich history of being worried about conflicts of interest. Conflicts were a
major impetus for the passage of the Securities Act of 1933, the Securities Exchange Act of 1934, and the
Glass-Steagall Banking Act of 1933. The Investment Advisers Act of 1940, which regulated the
relationship between advisers and their clients, was passed in response to widespread concerns about
conflicts of interest and the need to protect investors from “misrepresentations of unscrupulous tipsters
and touts.”24
Moving into the future another 70 years, the Financial Crisis of 2008-10 may well have set new high
watermarks for the influence of conflicts of interest and flagrant disregard for client interests. Numerous
examples of misconduct, amounting to abuse of conflicts of interest by investment banks and credit rating
agencies in particular, became public knowledge, and were considered in detail in official reports such as
the Financial Crisis Inquiry Report issued in January 2011 (at page xix):
We conclude dramatic failures of corporate governance and risk management at many
systemically important financial institutions were a key cause of this crisis.
There was a view that instincts for self-preservation inside major financial firms would shield
them from fatal risk-taking without the need for a steady regulatory hand, which, the firms
argued, would stifle innovation. Too many of these institutions acted recklessly, taking on too
23

http://www.fca.org.uk/static/documents/guidance-consultations/gc13-05.pdf
As noted by the 1940 US Senate Report on the regulation of investment companies and advisers. See also the
work of Arthur V. Laby, a writer and researcher on fiduciary duties for advisers and suitability standards, and one of
his many pieces, “Selling Advice and Creating Expectations: Why Brokers Should be Fiduciaries,” Washington Law
Review, 2012.
24
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much risk, with too little capital, and with too much dependence on short-term funding. In many
respects, this reflected a fundamental change in these institutions, particularly the large
investment banks and bank holding companies, which focused their activities increasingly on
risky trading activities that produced hefty profits. They took on enormous exposures in acquiring
and supporting subprime lenders and creating, packaging, repackaging, and selling trillions of
dollars in mortgage-related securities, including synthetic financial products. Like Icarus, they
never feared flying ever closer to the sun.
…Compensation systems—designed in an environment of cheap money, intense competition, and
light regulation—too often rewarded the quick deal, the short-term gain—without proper
consideration of long-term consequences. Often, those systems encouraged the big bet—where
the payoff on the upside could be huge and the downside limited. This was the case up and down
the line—from the corporate boardroom to the mortgage broker on the street.
Following the Financial Crisis, the U.S. Government passed comprehensive and widespread reforms to
the supervisory and regulatory framework for financial services, contained in the Dodd-Frank Wall Street
Reform and Consumer Protection Act (Dodd-Frank). One of the purposes of the new law was to try and
restore confidence in the system by increasing protections for investors.
Some of the specific responses in Dodd-Frank to conflicts of interest include:
•

The requirement that a uniform fiduciary standard be in the “best interests” of the client
“without regard” to the financial interests of the broker or the firm providing the advice
• Requiring that the SEC:
o Facilitate simple and clear disclosures of conflicts of interest
o Prepare a study on conflicts of interest involving analysts
• Specific governance requirements were introduced for credit rating agencies, including
separation of duties for compliance personnel
• Section 621 prohibits an underwriter, placement agent, initial purchaser, sponsor, or any
affiliate or subsidiary of any such entity, of an asset-backed security from engaging in any
transaction that would involve or result in any material conflict of interest with respect to any
investor in a transaction arising out of such activity for a period of one year after the date of
the first closing of the sale of the asset-backed security.
Perhaps the most far-reaching provisions is section 619, otherwise known as the Volcker Rule, which
attempts to minimize conflicts between banks and their clients by the separation of business practices
engaged in by financial institutions. In general, the Volcker Rule (which is extremely complex, and
subject to exceptions) prohibits banking entities from:
•
•

Engaging in short-term proprietary trading of securities, derivatives, commodity futures and
options on these instruments for their own account
Owning, sponsoring, or having certain relationships with hedge funds or private equity funds.

The Volcker rule effects the separation of investment banking, private equity and proprietary trading
(hedge fund) sections of financial institutions from their consumer lending arms. Banks cannot act in both
an advisory and a creditor role with clients, such as with private equity firms, at the same time.
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It is not surprising that the SEC, as part of its risk-based approach to supervision, has prioritized conflicts
of interest specifically in 201225 and its priorities for 2014 reflect issues that will encompass conflicts
management and governance.26

European Union
In 2007, the European Union implemented MiFID, the Markets in Financial Instruments Directive, which
became the cornerstone of financial markets regulation the E.U., and while it was intended to provide
increased investor protection, investors did not benefit as much as planned. Since that time, all advising
and dealing firms based in E.U. member states have been subject to a statutory requirement to “act
honestly, fairly and professionally in accordance with the best interests of its clients.”
Following the Financial Crisis, in October 2011, the E.U. released its further round of reforms to MiFID
(known as MiFID II), which was originally intended to introduce a broad range of additional reforms
including:
•
•
•
•

A ban on inducements such as commissions being paid to certain firms such as asset managers and
independent financial advisers
The requirement that advice meet certain criteria before it can be called “independent”
Allows some investors previously regarded as “professional,” such as local authorities, to be treated
as “retail” clients
Limits a regime for “execution only” services to non-complex products.

There has, however, been considerable disagreement about certain of the MiFID II provisions, including
the extent of the proposed ban on inducements, and they remain under negotiation between the E.U.’s
three peak regulators, the European Commission, the European Parliament, and the Council of the
European Union. After being watered down to apply only to independent advisers following lobbying
from German banks in mid-2013, it appeared in November 201327 that it was still possible that the stricter
rules could still be adopted as part of the broader MiFID II negotiations. However, local regulators will, in
any event, be able to specify their own approach to inducements, and both the U.K. and Netherlands28
have implemented such bans.
To confuse matters further, at the same time the E.U. is implementing new common marketing and
disclosure rules for packaged retail investment products (or PRIPS29), whatever their form. For insurance,
revisions to the Insurance Mediation Directive (IMD2) is also being finalized and is intended to align the
disclosure requirements for insurance products with an investment component with those of other retail
investment products. This would assist in addressing the perceived mis-selling problem for insurance
investment products30 by reducing the risk of regulatory arbitrage, and also levelling the playing field
amongst the different types of insurance intermediaries and sellers of insurance. Of particular relevance to
conflicts of interest are the proposed requirements for intermediaries to make their status clear (i.e.,
25

Carlo V. di Florio, Director, Office of Compliance Inspections and Examinations, SEC (October 22, 2012) in a
speech to the National Society of Compliance Professionals.
26
“SEC Announces 2014 Examination Priorities” – see
http://www.sec.gov/News/PressRelease/Detail/PressRelease/1370540599051#.UtMeqsLxseE
27
http://regtechfs.com/jigsaw-coming-together-an-update-on-the-mifid-ii-trilogue-process/
28
Published on 17 December 2013 in the Financial Markets Amendment Decree 2014.
29
Which includes investment funds, insurance-based investment products, retail structured securities and structured
term deposits.
30
For EU27, the IMD has estimated that the potential cost to consumers of mis-selling insurance products could be
€1.7 trillion.
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whether independent or tied to an insurer), and the nature and structure of their remuneration. For
insurance, some states such as Finland and Denmark, have already banned intermediaries receiving
commission from insurers.

Canada
On 25 October 2012, the Canadian Securities Administrators (CSA) released a consultation paper31 in
which the issue of mandating fiduciary duties for financial advisers was considered, particularly in light
of international developments. In their 17 December 2013 summary of the subsequent consultation
work,32 CSA identified four key themes that had emerged:
•

•
•
•

There was significant disagreement about:
o whether the current regulatory framework for advisers adequately protects investors
o what regulatory response is required
A best interest standard must be clear
The potential negative impact on investors and capital markets must be carefully assessed
The regulators have ascertained that more work is needed, and undertook to provide a further
update.

When Should the Supervisor’s Alarm Bells Ring?
•
•
•
•
•

•
•
•
•

Large, complex organisations will most likely have the greatest potential conflicts due to the
multiple lines of business. However, IOSCO has observed that these institutions may nonetheless
have better processes.33
…But smaller organisations are less likely to have the resources and experience to identify and
manage conflicts of interest.
Poor corporate culture – dominant or “wunderkind” leaders, the dominance of sales and
performance, and remuneration geared towards short-term profitability can all be red flags.
If the psychology is right, organisations and individuals under additional pressure, including
financial pressure, or that arising from a lack of resourcing.
Lack of understanding about conflicts and how to manage them – does the Board, CEO and the
layer of commercial management under the CEO know what you are talking about when you raise
conflicts of interest? Can you have a meaningful and informed discussion on the topic with them?
Or do you get a blank look, denial that conflicts exist or perhaps offended responses?
Poor risk management systems and controls.
Lack of collaboration between the business units and the control functions like risk, compliance
and legal, or insufficient resourcing or seniority of these areas.
Control functions that report into line managers – or even the CFO, and which do not have assured
independence within the organization.
The Board does not receive sufficient or honest reporting about compliance or risk issues, and does
not specifically consider matters related to conflicts of interest.

Consultation Paper 33-403, “The standard of conduct for advisers and dealers: exploring the appropriateness of
introducing a statutory best interest duty when advice is provided to retail clients”
32
Refer to the CSA Staff Notice 33-316 - Status Report on Consultation under CSA Consultation Paper 33-403:
available on the OSC website http://www.osc.gov.on.ca/en/SecuritiesLaw_csa_20131217_33-316_status-rpt-33403.htm.
31

“IOSCO’s “Guidance for Efficient Regulation of Conflicts of Interest facing Market Intermediaries”, Final
Report, October 2010, p. 16.
33
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•

Fast profit growth/rapid expansion; in such a situation, it can be difficult to maintain compliance
and risk frameworks in a consistent manner across the organization, and fast acquisitions can often
cover up problems with capital or profitability.

Some Cases
Below are some cases that illustrate conflicts of interest. However, it’s certainly arguable that many, if not
most, breaches of financial services conduct requirements, or breaches of any moral code, arise from
conflicts of interest since a person acting to their own benefit and against the benefit of others, and thus
against the accepted norms or requirements, is inherently about the preference of self-interest over any
others.

Martin Currie Investment Management/Martin Currie Inc
A China-focused hedge fund affiliated with Martin Currie, an investment manager, had made a series of
acquisitions of bonds issued by an unlisted Chinese company, which breached the firm’s own rules
regarding single exposures after they were incorrectly classified as cash in the firm’s systems.
During the financial crisis, Chinese company became starved of capital and was unable to meet its
commitments to bondholders. The hedge fund suffered severe liquidity problems due to a run on
redemptions, but was short on the cash it needed due to its exposure to the Chinese company. Martin
Currie arranged for a client, a US publicly-traded fund called The China Fund Inc, to enter into a Bond
transaction with a subsidiary of the Chinese company that led to the hedge fund’s bonds being redeemed
and had the effect of both reducing the hedge fund’s exposure and restoring the hedge fund’s liquidity,
but which resulted in losses of US$11.5 million (or 50% of the face value) to the China Fund and its
shareholders.
Although Martin Currie took the transaction to the board of directors of The China Fund, they failed to
disclose the conflict or directly consider whether the transaction was in that client’s interest. Following
The China Fund’s acquisition, Martin Currie also failed to disclose information to its client that would
allow it to fairly value the bonds.
“The misconduct in this case strikes at the heart of the fiduciary relationship between an investment
adviser and its client,” said Robert Khuzami, SEC enforcement director, in the agency’s statement.
“Advisers must treat each client with undivided and disinterested loyalty, and must make full and
fair disclosure of all material conflicts of interest.”
In May 2012, the FSA in the U.K. and the SEC in the U.S. collectively fined the Scottish funds
management group US$14 million to settle the cases brought against it.

Wingecarribee Shire Council v Lehman Brothers Australia Ltd (in Liq)
(Grange)34
Background
During 2003-06, Grange Investments (acquired by Lehman Brothers in 2007) provided advice to various
local governments/Councils in respect of the investment of their excess funds. The Councils were
relatively unsophisticated, risk-averse investors, who wanted to ensure their funds earned the best returns

34

[2012] FCA 1028.
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they could consistent with a conservative investment policy. They had traditionally invested their funds in
bank bills, term deposits and bank-issued floating rate notes.
In 2000, the rules concerning the permissible investments for local governments changed so that they
were permitted to invest in any type of instrument provided that it was rated A1 or above by ratings
agencies.
What is an SCDO?
A SCDO is a derivative product put together by a bank. The products are synthetic because they are not
actually made up of loans or other assets. Instead, the arranging bank identifies a portfolio of investment
grade securities issued by corporations around the world (the reference portfolio). These are used to
determine whether or not the SCDO suffers loss or not. The arranging bank may not have any exposure to
these institutions; instead they are used like a “test group” – a portfolio that may or may not default on
their debts. The SCDO itself defines what an event of default is, which may be a ratings downgrade or
another event (credit events) affecting the reference entities.
The arranger then selects a range of credit events that the investors are asked to bet will not occur. If, for
example, the SCDO provides that a tranche of 6-7% of a total reference portfolio of 150 entities will not
suffer credit events, then 10 (or 6.67%) of them will have to suffer a credit event before the tranche is
affected. If the next credit event occurs, then the issuer of the SCDO has to pay a percentage or all of the
investor’s capital to the swap counterparty (often the arranging bank). At that point, the capital is lost and
no further interest is paid.
In this case, the secondary market for the SCDOs and its liquidity were, essentially, an illusion. Grange
took the instruments from its clients and either sold them to someone else, or bought them back itself. In
stable economic conditions, and while Grange had funds, the instruments could be sold quickly at or
above face value.
How Grange Made Money on the SCDOs
Grange made money from the SCDOs in the following ways:
•
•
•

Grange would purchase a new SCDO issue below its face value, and then on-sold it to clients at
face value. This generated profits between $1-2 million for each new issue
Grange also set the purchase and sale prices in the secondary market, as well as its profit margins
in dealing with its clients
Grange borrowed from its clients using repurchase agreements (repos) at less than the bank interest
rate, which even senior staff at Grange believed was inappropriate.

Grange’s Relationship with the Councils
Grange marketed itself to local Councils as a financial adviser that understood the investment
requirements of local government.
The Councils had one of two types of relationship with Grange, being:
•
•

Some Councils acquired investments from Grange, so Grange was acting as a seller
Others appointed Grange as their investment advisor, which gave Grange discretion to invest their
money within certain fixed parameters. This included that securities had to be traded in an active
secondary market, liquid, and prohibited investments in derivatives.
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Under these arrangements, the Councils were advised to acquire, or Grange acquired on their behalf under
investment management arrangements, synthetic collateralised debt obligations and other complex
products (referred to as SCDOs). SCDOs had interest rates slightly above the traditional investments of
these Councils, but had high credit ratings between AAA and AA+.
Grange told the Councils that the SCDOs were:
•
•
•
•
•

A form of floating rate notes and, if held to maturity, would return the capital.
Comparable to the investments to AAA-rated Australian Government debt and the AA- rated
banks.
Suitable for conservative investment
Prudent, capital-protective products
As liquid as the bank floating rate notes that the Councils were used to, and could easily be
redeemed for cash and were easily tradable on an established secondary market.

Grange did not tell its clients that the secondary market was not assured, or (except in fine print once in
2007) that it was the provider of this secondary market.
The Legal Action
The SCDOs began to suffer credit events, many suffered losses, and others were wiped out altogether.
Grange, short on cash, was unable to keep up the secondary “market” for the securities, and so the
securities became illiquid.
Various Councils commenced a class action against Lehman Brothers, seeking damages. Their claims
included that Grange was negligent, had breached contractual requirements, and acted in a manner that
was “misleading and deceptive” under the Australian Securities and Investments Commission Act.
The Councils also claimed that, in each situation in which it acted for them, Grange was an investment
adviser that owed them fiduciary duties.
The Judgment
The Court found for the Councils on all of the above claims, and made orders for compensation (which is
pending the liquidation).
On the finding that there was a fiduciary duty both in making ad hoc acquisitions of SCDOs and also in
acting as investment manager, where Grange had undertaken to act in the Councils’ interests when
exercising investment powers and discretions. The history of their dealings, the lack of sophistication of
the Council staff, their conservative risk tolerance, and the comparative expertise of Grange were all
relevant to the Court’s finding that Grange was a fiduciary.
Grange was found to have breached its fiduciary duties in three key respects:
•
•
•

In its receipt of substantial undisclosed fees in connection with the SCDO transactions;
Acting in its own interests by earning large profits from every sale and by controlling the secondary
market; and
Entering into repurchase agreements with the Councils under which it effectively borrowed from
them at below market rates.
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The Court noted that Grange knew that the trust its uninformed clients had placed in it was being used to
Grange’s advantage and that, whilst Grange informed its clients of its interest in the transaction, the
disclosure was not specific enough to allow for fully informed disclosure.

Australian Securities and Investments Commission v Citigroup Global
Markets Australia Pty Ltd35
Background
Citigroup in Australia carries on various businesses, including investment banking and proprietary trading
in securities.
On 8 August 2005, Citi was retained by Toll Holdings Limited to provide financial advisory and
investment banking services to it in relation to Toll’s proposed takeover of another listed company,
Patrick Corporation. The transaction was large (over AU$4.5 billion) and both Citi and Toll were
sophisticated parties. Citi’s fees for successful completion of the takeover were likely to be between $1018 million.
Citi’s equities (proprietary trading) division was part of the same business within Citi as investment
banking, but was separated by information barriers. Staff in the investment bank were on the “private”
side, as they regularly came into possession of confidential price sensitive information about securities.
The information barriers were to ensure that the equities division did not come into possession of pricesensitive information from the private side.
On Friday 19 August, a trader in Citi’s equities division acquired a substantial number of shares in
Patrick. The trader was responding to movements in Patrick’s share price and rumours in the market
Patrick was about to be the subject of a takeover, and there was no evidence that the trader had inside
information. By mid-afternoon on that day, the trader held a large amount of Patrick shares, which had
risen in value.
At 3.30pm, the trader’s boss took him out of the office. Cigarette in hand, he instructed the trader to stop
buying Patrick shares. Returning to his desk, the trader sold down some of his position. During that
afternoon and the evening of that day, Citi’s senior management and compliance team became aware of
Citi’s substantial holding in Patrick shares.
Toll’s bid was announced on the following business day, Monday 22 August 2005.
ASIC’s Allegations against Citigroup
ASIC make two allegations against Citi:
•
•

35

The conflicts claim: Citi had breached certain provisions of financial services laws by breaching
its fiduciary duty towards Toll to avoid conflicts of interest and duty
The insider trading claim: Citi (rather than the trader) had engaged in insider trading, in respect
of:
o the sale of shares that occurred after the “cigarette on the pavement” conversation; and
o all of Citi’s trading on that day (based on ASIC’s claim that Citi could not rely on the
defence of having information barriers in place).

[2007] FCA 963.
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The financial services laws involved were:
•
•
•

Citi’s obligation to have adequate arrangements for the management of conflicts of interest that
may arise wholly, or partially, in relation to activities undertaken by the licensee36
Misleading and deceptive conduct in relation to financial services37
Unconscionable conduct in relation to financial services.38

This summary is focused on the conflicts of interest claims. ASIC lost the insider trading case because (i)
the trader was not an officer of Citi, so even if he had information after the cigarette on the pavement
discussion, it could not be attributed to Citi; and (ii) by having arrangements that could reasonably be
expected to ensure that information would not pass from the private to the public side, Citi had met the
requirements for the defence.
The Conflicts Claim
Importantly, ASIC was alleging that by breaching its fiduciary duties towards Toll, Citi was failing to
comply with its obligation to have adequate arrangements for the management of conflicts of interest.
Since ASIC chose to rely on Citi’s alleged breach of its fiduciary duties to prove a breach of the financial
services laws, the core issue in this part of the case was: did Citi owe fiduciary duties to Toll?39
The three elements of proving a breach of fiduciary duty, and the Court’s findings, were as follows:

1

Issue

Finding

Was the relationship between Citi and Toll
a Fiduciary one?

No. The contract explicitly stated that Citi was not a
fiduciary. Fiduciary duties, apart from the
established categories of fiduciary relationships,
arise from the contract between the parties and, if
there is no mistake or other contractual flaw, then
the contract prevails.

Fiduciary point

ASIC argued that Citi needed Toll’s informed
consent to exclude the fiduciary duty, but the judge
disagreed as this argument assumed some kind of
pre-contractual fiduciary relationship.
Interestingly, the judge held that, but for the
contractual provision, Citi would most likely have
acted in a fiduciary capacity.
2

Conflicts point
If the relationship was fiduciary, Citi acted
in conflict of interest by:

Although the judge didn’t need to, he gave reasoning
for why he felt that, even if there had been a
fiduciary relationship, Citi had not breached its
duties:

36

Section 912A(1)(aa) Corporations Act.
Section 1041A Corporations Act and section 12DA Australian Securities and Investments Commission Act.
38
Section 12CA Australian Securities and Investments Commission Act.
39
It is worth noting that ASIC’s particular arguments and pleadings in this case were very specific and, at times, the
judge seems to be indicating that different conclusions may have been reached if the case had been run differently.
37
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3

Issue

Finding

(i)

Failing to disclose to Toll about its
position in Patrick shares, and the
impact of its proprietary trading on
the market for Patrick in the lead-up
to the bid;
(ii) Citi’s interest in Patrick’s share price
increasing was contrary to the
interest of Toll, who would want
Patrick’s share price to remain low,
thus increasing the bid premium Toll
was prepared to offer against the prebid market price40;
(iii) Once Citi had acquired a substantial
holding in Patrick shares, Citi’s
interest conflicted with its duty to
provide disinterested and loyal
advice to Toll (for example, that the
bid price should be increased).

(i) The judge rejected these claims on the facts.
(ii) The judge found that ASIC had not established
that Toll had the interest alleged because Toll
had used an earlier date as the reference date
for the bid price;
(iii) The judge found that there was no evidence that
there was a risk that the views of Citi’s senior
management on the bid price would be sought.

Informed consent

Again, the judge made observations on this even
though he was not required to.

If Citi was a fiduciary, it would need to
obtain Toll’s informed consent to its
actions

The judge observed that Toll’s informed consent to
Citi’s proprietary trading could be inferred from the
circumstances. Toll knew of Citi’s structure and
method of operations. In addition, Toll was very
experienced in M&A transactions.

The judge also makes some limited observations about the usefulness of information barriers as a means
to managing conflicts of interest (at least in the context of the Australian law41):
•
•
•

The “management” of conflicts does not require that they be eliminated
Information barriers can be effective to manage conflicts
Formal policies alone are not enough; there needs to be real engagement with the business for them
to be effective. This would include:
o The physical separation of the relevant departments
o A continuing education programme to emphasize the importance of not improperly or
inadvertently disclosing confidential information
o Strict and carefully defined procedures for dealing with situations where the “wall” should
be crossed, and maintaining proper records of this
o Monitoring by compliance officers of the effectiveness of the barriers
o Disciplinary sanctions where there has been a breach.

ASIC was not alleging a conflict of Citi’s duty, but it is more appropriately characterised as a divergence of the
commercial interests of Citi and Toll.
41
Although the investment banking business of Citi was not the subject of a licence, and thus the provision requiring
management of conflicts of interest did not technically apply.
40
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The client would ordinarily need to consent (whether this is express or implied) to the use of
information barriers as a means of managing the conflict.
Mr. Justice Jacobsen states at [454]:
Adequate arrangements require more than a raft of written policies and procedures. They require
a thorough understanding of the procedures by all employees and a willingness and ability to apply
them to a host of possible conflicts.
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Overview1
Enterprise risk management (ERM) is a critical pillar of corporate governance. It is a holistic approach to
risk management that takes into account the correlations and dependencies of risks across all the core
activities of an insurer.
A robust ERM framework enables insurers to better identify, measure, accept, control, report, and
monitor all material risks. To be effective, the ERM framework must be embedded in business operations,
and aligned with an insurer’s corporate culture and strategic goals.
An insurance supervisor’s role is to check that insurers’ boards of directors exercise effective oversight of
their risk management functions as part of their corporate governance frameworks. Specifically, the board
of directors of an insurer is ultimately accountable for implementing ERM tailored to the nature, scale,
and complexity of its business and risk profiles.
The supervisor’s assessment of the effectiveness of insurers’ risk management is a key component of a
risk-based supervision framework. To do this, supervisors need to have a good understanding of risks
arising from insurance operations and different risk profiles of insurers. This allows them to adopt a
principles-based approach, instead of one-size-fits-all rules. Such an approach minimizes unnecessary
regulatory burden for insurers with lower risk profiles while providing regulatory incentives to those with
large and complex operations to take additional measures to mitigate higher risks.

Enterprise Risk Management
Enterprise risk management is a process, effected by an entity’s board of directors, management and other
personnel, applied in strategy setting and across the enterprise, designed to identify potential events that
may affect the entity, and manage risk to be within its risk appetite, to provide reasonable assurance
regarding the achievement of entity objectives.2

Scope and Benchmarking
Insurance supervisors in many jurisdictions deal with insurers with multiple regional and/or global
operations. Effective risk management addresses the risk profiles of insurers consistently across
jurisdictions. In this regard, it is useful to benchmark against international best practices including
supervisory standards issued by the International Association of Insurance Supervisors (IAIS).
This note highlights sources of key risks arising from insurance operations and the international standards
and best practices of risk response strategies, within the context of an ERM framework. It is not intended
to provide a comprehensive guide on the implementation of an effective ERM framework.
Risk management is a wide topic. For better focus, this note covers only the qualitative aspects of risk
management, i.e., the conceptual framework, principles, policies, systems, and processes. The objective is
to provide a broad overview of ERM from the supervisory perspective. Each of the risk factors outlined is
worthy of detailed technical discussions. This note does not deal with specific risk measurement issues
and quantitative aspects of risk management, e.g., pros and cons of using value-at-risk or modeling.

1
2

This note was prepared by Mimi Ho and Su Hoong Chang on behalf of Toronto Centre.
http://www.coso.org/Publications/ERM/COSO_ERM_ExecutiveSummary.pdf
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Overview of Insurance Operations
To assess the appropriateness and effectiveness of insurers’ risk management frameworks, supervisors
must have a good understanding of the operating environment of insurers, insurers’ core activities, as well
as sound corporate governance practices that are tailored to the nature, scale and complexities of their
operations.

Core Activities of Insurance Operations
Business/Product Development
To support sustainable business growth, an insurer typically conducts market analysis, research, or
surveys to identify emerging trends and opportunities, in line with its business strategies and competitive
positioning.
Information and market intelligence gathered are useful inputs for designing new products or updating
existing policies to better meet the clients’ needs. Some products may be withdrawn or re-priced due to
unfavourable sales or claims experience.
In approving the introduction of new products, the board of directors and senior management should
consider the:
•
•
•
•
•
•
•
•
•
•

Scope and level of coverage including options and guarantees (for life insurance)
Acceptability of the risk exposure in relation to the established risk strategies
Appropriateness of pricing methodology, including the underlying assumptions
Suitability of the proposed distribution channel(s)
Robustness of underwriting criteria and guidelines
Availability of reinsurance protection
Feasibility of related investment strategy
Projection of profitability and impact on solvency under different scenarios
Adequacy of existing system and resources to administer the new product
Relevance and frequency of product reviews, including criteria for re-pricing or withdrawal.

Pricing and Policy Terms
Insurers formulate pricing methodologies to ensure that they charge premium rates that are commensurate
with the risks accepted and adequate to pay sales and other policy-related expenses and taxes, plus
provide a profit margin.
The risks accepted reflect the terms and coverage of the policies and policy exclusions. Different
premium rating methodologies may apply to each product. Different risk categories within the same
product are subject to different premium rates in accordance with the underwriting guidelines. In practice,
the actual insurance premium rates charged may differ from the technically-derived rates due to market
and competitive considerations.
Actuarial inputs are important in the pricing process, especially for life insurance. Insurers may use
pricing models as part of a systematic approach to pricing. For new products with little historical
experience globally or where there is inadequate statistical analysis, multiple pricing models may be used
to check for reasonableness.
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Insurance Cycle
Non-life insurance and reinsurance businesses are susceptible to swings in pricing and profitability,
driven by forces of demand and supply. The cycles typically average between five to seven years.
When the industry achieves profitable results, new entrants are attracted and existing players may take the
opportunity to increase their market share. This may result in excess supply, i.e., (re)insurance capacity
and, consequently, competitive price-cutting and more lenient policy terms drive down profitability.
As the industry loses money, some insurers leave the market while others raise their rates to sustain their
operations, tighten policy terms or impose restrictions on coverage. For reinsurance, the cycle may be
affected by catastrophic events such as earthquakes or hurricanes.
As profitability improves, the cycle repeats.
Distribution and Marketing
An insurer may distribute its products via various channels, including:
•
•
•
•

Agents who act on behalf of an insurer under agency agreements
Brokers and independent financial advisors who act for their clients, i.e., policyholders
Bancassurance,, i.e., tie up with banks to sell insurance products by bank staff
Direct marketing through in-house sales staff or through the internet or mass-mailing.

To promote professional conduct, an insurer establishes policies, systems, and procedures to ensure that
its sales force:
•
•
•
•
•

Meets appropriate recruitment criteria including minimum academic and professional
qualifications
Is properly trained on the concept of insurance, specific product knowledge and relevant
regulatory requirements
Complies with know-your-client requirements
Properly conducts needs analysis and recommends only policies that meet clients’ needs
Does not engage in unprofessional conduct, particularly in respect of life policies, such as
misrepresentation of policy benefits, non-disclosure of investment risks, churning, improper
switching, twisting, bogus policies, etc.

A professional insurer has policies and controls to check that information presented in its marketing
materials and policy documentation are clear and in plain language; adequate for clients to make informed
decisions; and not false or misleading. It is a good practice for an insurer who markets products using
direct mailers or the internet to offer clients an opportunity to seek advice from its representative before
committing to the purchase.
New Business and Underwriting
Underwriting is the assessment of an application from a prospective insured to decide whether to accept
the risk and, if so, on what terms. Management of moral hazard is critical, as insurance has an inherent
risk of anti-selection, e.g., those in poor health are more prone to buy a life policy.
Insurers design application forms to obtain essential underwriting information based on the type of
policies, to suit the nature and scope of coverage. A prudent insurer establishes clear underwriting
guidelines, risk and retention limits and authority levels.
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For life insurance, the medical condition, life style and occupation of the prospective insured are the basic
underwriting considerations. Life style includes factors such as drinking, smoking, or pursuit of
hazardous sports. The underwriting criteria for non-life insurance vary according to the type of risks. In
more complicated cases, surveys may be conducted to evaluate the risks, e.g., survey of a factory to check
how it manages fire hazards in underwriting fire insurance.
Reinsurance
An insurer may accept risks that exceed its retention limits by transferring the excess to another
insurer/reinsurer through reinsurance. These could be arranged on a treaty or facultative basis.
Increasingly, insurers use alternative risk-transfer mechanisms such as insurance-linked securitisation and
finite reinsurance to control their risk exposures.
Reinsurance may be handled by the underwriting or actuarial function or by a separate reinsurance
function, depending on the scale and complexity of the business. The process generally involves:
•
•

•
•

Formulating a reinsurance strategy, aligned with established risk philosophy and appetite
Documenting policies and procedures to implement the reinsurance strategy
o Underwriting and retention limits
o Policy on the use of different forms of reinsurance, e.g., treaty vs. Facultative,
proportional vs. Non-proportional and use of alternative risk transfer mechanisms
o Criteria to select reinsurers, and list of approved reinsurers and their limits
o Diversification of reinsurance counterparties
o Identifying sources and magnitudes of risk concentrations
o Impact of catastrophic events
o Monitoring the availability and cost of reinsurance
Reporting of and accounting for reinsurance transactions, including reporting of large claims and
cash call
Assessing the adequacy and effectiveness of reinsurance programs.

Claims Processing
The claims process involves:
•
•
•
•
•
•
•
•
•

Acknowledging and registering claims notified by policyholders and third-party claimants
Assessing the validity of the claims against policy documents and conditions; requesting
additional information or documents to support the claim, where appropriate. If a claim is not
valid, informing the claimant of the grounds for rejection
Determining the amounts payable for valid claims
Setting case reserves based on initial assessment
Appointing adjusters, seeking legal opinion or advising reinsurers of large claims, as appropriate
Ascertaining whether there are reinsurance or third-party recoveries and communicating with the
relevant parties
Approving claim payment and reporting to the finance function
Reviewing and updating case reserves, based on additional information or progress in claims
handling, on a regular basis
Closing claim files upon satisfactory resolution of the claim, based on proper authorization.
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Investment Management
Insurance business operates in the manner of an “inverse production cycle”, i.e., the majority of premiums
are received well before the payment of benefits (or claims) is due. Income and capital gains derived from
the investment of premium revenue contribute to the overall operating results of an insurer.
Prudent investment management in line with business and risk strategy is the foundation of an insurer’s
asset-liability management (ALM), which in turn is critical to its ERM. Some insurers manage all their
investments in-house while others may sometimes outsource part or even a significant portion of their
funds to be managed by external fund managers. Nonetheless, an insurer cannot outsource its
responsibility for ALM. This means the insurer has to take full account of its asset positions regardless of
whether these are managed in-house or outsourced.
Insurers typically implement policies and controls to ensure compliance with regulatory requirements or
restrictions on their investments; monitoring and controlling of outsourced funds; proper accounting and
valuation of investment transactions and positions; and safe custody of assets including documents
evidencing title to assets.
Financial and Solvency Management
The finance function is responsible for the proper maintenance of the insurer’s books and records. As an
insurer is a custodian of policyholders’ monies, its financial statements must present a true and fair view
of its operations and should comply with the relevant statutory reporting requirements. There should be
adequate audit trails for the accounts to be readily audited by external auditors and examined by insurance
supervisors.
For long-term sustainability and to meet regulatory requirements, insurers should manage their solvency
condition on an on-going basis. In this regard, the prevailing international best practice is the move
towards risk-based solvency regimes. The objective is to provide regulatory incentives to promote robust
risk management by insurers. Such a regime typically addresses all material risks arising from insurance
operations, i.e., underwriting, credit, market, operational and liquidity risks. Insurance supervisors should
be empowered to require insurers to hold additional capital or reduce their risks to ensure the financial
soundness of insurers.

Internal Checks and Balances
Risk Management Function
Insurance is the business of pooling of risk among a large group of people so that each one will not be
financially devastated by the occurrence of the risk. Therefore, insurers must have good understanding of
the risks they underwrite and adopt sound risk management practices that are appropriate for the nature,
scale and complexities of their businesses. The larger insurers with more complex operations usually have
dedicated risk management functions and have well-documented group risk-management policies.
Internal Audit Function
An insurer should establish an independent internal audit function with a clear scope of responsibilities
appropriate for the risk profile of the insurer. Some insurers may outsource their internal audits.
The internal audit function should report directly to the board of directors and may report administratively
to the CEO. Increasingly, insurers establish audit committees of the board of directors, where majority of
the audit committee members are independent from management or business associates. The board and/or
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the audit committee are responsible for reviewing the adequacy of internal controls and ensuring the
effectiveness of the internal audit function.
The internal auditor should have unfettered access to the audit committee, the board of directors and
senior management.
Compliance Function
There is an emerging trend for insurers to establish a separate compliance function to manage compliance
risks which may expose an insurer to severe regulatory interventions such as suspension or termination of
business and cause legal and reputational damages.
The essential elements of an effective compliance function include:
•
•
•
•
•
•

A compliance program approved by senior management that spells out the roles and
responsibilities of the compliance function and the compliance audit schedule
Formalised compliance work procedures, processes and tools
Independent reporting lines to management
Sufficient resources
Active involvement of management on the findings of the compliance audits
Formalised guidelines on how instances of non-compliance would be dealt with.

Enterprise Risk Management
Introduction
This sections examines how ERM strengthens the resilience of insurers to significant risk exposures.
As mentioned above, an insurer must have proper ALM, i.e., managing its assets and liabilities in a
coordinated manner. ERM goes beyond ALM by taking an enterprise-wide perspective and integrated
approach to ensure long-term sustainability, enhance shareholder value, and safeguard the interests of
policyholders.
ERM facilitates a holistic assessment of all risk exposures of an insurer. It provides an objective and
consistent approach for an insurer to better understand its risk profile and manage its risks. By adopting a
common risk language across diverse business units, an insurer can take into account the correlations and
dependencies across different financial products and risk types.

Why is ERM Important to Insurers and Regulators?
Evolution of ERM
For about a decade, financial institutions including insurers have been moving away from the traditional
silo approach to risk management. For example, the underwriting and claims systems and processes of an
insurer might have been managed separately and not linked or different systems could have been used for
different lines of business. In reality, there is a strong correlation between underwriting and claims. The
emerging trend towards ERM has been partly driven by regulators and rating agencies.
The financial meltdown in 2007 is another lesson on how unexpected risk exposures and poorly managed
risks can bring down financial institutions, both large and small. The bailing out of American
International Group, Inc. (AIG) illustrated how a non-regulated entity exposed the entire insurance group
to financial ruin.
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Going forward, stakeholders in the global financial market will demand that financial institutions better
understand their risks and improve their skills in managing them. A properly implemented ERM program
is no longer an option but a necessity.
Why Is It Important to Insurers?
From an insurer’s viewpoint, an ERM program:
•
•
•
•

Provides an integrated and comprehensive assessment of all material risks arising from its
operations. This gives a clearer picture of its overall risk profile, taking into account the
correlations and dependencies across different risk types, products and services.
Presents a rigorous framework that facilitates an objective and consistent approach to manage
risks across business units. ERM serves as a common language and view of risk throughout the
enterprise to derive a realistic risk profile.
Aligns its risk profile with its business strategies and risk appetite. The risks faced by various
business units, including new products and services, can be assessed using common parameters
and evaluated against strategic goals.
Considers a full range of risks and potential events to minimize surprises while allowing
calculated risks to be taken to proactively seize opportunities.

Why Is It Important to Regulators?
Insurance supervisors expect insurers to implement risk management practices that are commensurate
with the scale, nature and complexities of their operations. Assessment of insurers’ risk management is a
vital component of a risk-based supervisory regime.
In formulating a Common Structure for the Assessment of Insurer Solvency, the IAIS has adopted a total
balance sheet approach. The objective is “to recognise the interdependence between assets, liabilities,
capital requirements and capital resources and to ensure that risks are fully and appropriately recognised”.
In particular, an insurer’s solvency should be assessed based on its overall financial position using
consistent measurement of assets and liabilities and explicit identification and measurement of the impact
of all material risks on its balance sheet.
The IAIS also recognises that ERM provides a link between the ongoing operational management of risk
and longer-term business goals and strategies and has issued a Guidance Paper on Enterprise Risk
Management for Capital Adequacy and Solvency Purposes.

Conceptual Framework of ERM
Introduction
There are two dimensions to ERM – the types of risks and the risk management process. Later sections of
this note will provide more information of the key risk types for insurance operations.
The ERM process encompasses:
•
•
•
•
•
•

Articulating risk strategies and promoting a positive risk culture
Designing a risk governance structure
Comprehensive and robust risk identification, assessment, and measurement
Formulating a spectrum of risk response options
Implementing risk control policies and procedures
Monitoring and reporting.
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ERM is a reiterative process and should be responsive to changes in internal and external operating
environment including emerging new risks. The ERM framework should also incorporate a feedback loop
to ensure the ERM is operating as intended by the board and senior management. The feedback loop
allows the ERM to be updated in response to changes in risk, leading to changes in risk management
policy, tolerance limits and risk mitigating actions. This will allow an insurer to better identify its
strengths and weaknesses in risk governance and management.
Risk Strategies and Culture
The board of directors is responsible and accountable for establishing an insurer’s risk appetite and risk
tolerance, both qualitative, and quantitative. The risk strategy should take into consideration its business
objectives as well as financial and other resources, including expertise.
Increasingly, the challenge for the board is to proactively take leadership of an insurer’s risk strategy in a
dynamic landscape driven by technology advances, globalization and financial innovation. The board sets
the tone of an insurer’s risk culture through its top-down corporate culture, integrity and ethical value
system. This shapes the philosophy and attitude towards how risk is viewed and addressed by
management and staff. It is important to encourage robust discussions on difficult risk issues even in good
times.
Given the multitude of risks that an insurer has to deal with, it is common for the board to focus a selected
number of top risks which are subject to active board oversight. As it is impossible for the board to deal
with all risks, the board should play a key role in promoting a pervasive risk-aware culture throughout the
enterprise and an environment conducive to sustaining this culture.
Risk Governance Structure
An insurer should design its risk governance structure to suit its risk profile. The overriding principle is
that the structure should facilitate effective board and management oversight and implementation of
effective controls and processes.
The risk governance structure includes:
•
•
•
•
•
•

Clear roles and accountabilities – authority level and limits, mandate of risk management function
Adequate resources – headcount, skills, experience and competence; financial resources to
implement proper processes, controls and documentation; information and knowledge
management systems; and training
Appropriate standing of the risk management function and access to the board or relevant board
committees
Role of senior management, risk-management committee (if established), internal audit and
compliance functions
Independence of risk management function from operational units
Measures to address potential conflicts of interest and incompatible functions, e.g., proper
segregation of pricing and underwriting, underwriting and claims handling, reporting of claims
independent of underwriting function.

Risk Identification, Assessment, and Measurement
An insurer should ensure that its ERM is designed to identify and address all potentially material risks,
including insurance risk, credit risk, market risk, operational risk and liquidity risk. These are the risk
categories used in the IAIS’s structure for assessing an insurer’s solvency. The ERM framework
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considers the causes and impact of risks from internal and external sources and assesses the relationships
among risk exposures.
A discussion of each of the five key risk categories is elaborated in subsequent sections of this note.
Risk Response Options
The options in managing risks include eradicating the sources of risks, avoidance, hedging or risk
transfers (changing the probability or impact of risks), conscious decision to retain risks or even to
assume higher risks to take advantage of perceived business opportunities.
Management and business units select the appropriate risk responses, within the broad parameters of the
risk strategy and appetite established by the board, taking account of an insurer’s financial capacity to
absorb unexpected losses. An insurer should be aware of any limitations of the methods it uses to manage
risks and the potential impact these limitations may have, and adapt its risk management appropriately.
It is also important to recognise that risk response measures do not eliminate all risks, e.g., reinsurance
reduces insurance risks but increases credit risks. In fact, ERM provides only reasonable assurance that an
insurer operates in a way that is aligned with its strategies and objectives. The ultimate outcome may be
affected by faulty management judgment, unintentional errors, fraud or collusion.
Risk Policies and Procedures
An insurer’s established risk strategy and tolerance limits should be embedded in its ongoing operations
in the form of risk management policies and procedures.
Risk management policy should outline how each category of risk is to be addressed, e.g., reinsurance
strategy and policies including diversification of reinsurance security, maximum probable loss, and use of
financial derivatives. Clear and well documented processes must be in place to monitor, control and
mitigate (or accept) risks. It is important to build automatic checks to detect deviations from limits as well
as escalation and reporting procedures for exceptions.
To remain relevant, risk policies and procedures should be regularly reviewed and updated to reflect
changing business and operating environment. Amendments to existing policies and procedures should
also be properly documented and approved.
Risk Monitoring and Reporting
ERM should be supported by an effective management information system to facilitate monitoring and
reporting of pertinent risk information to the board and management. The information flow should be
both top-down and bottom-up as well as across the enterprise. Effective communication is critical for
promoting common understanding and a consistent approach to dealing with risks.
A successful ERM program includes regular progress reports, comparisons against previous risk
assessments and assessment of effectiveness of risk response options. These are important inputs into the
feedback loop to facilitate refinements and to keep pace with evolving circumstances.
Monitoring Emerging Risks
An effective ERM program should be forward-looking and take account of an insurer’s external operating
environment. This includes monitoring high growth/profitability areas to assess emerging risks arising
from expansion in unfamiliar markets or venturing into new initiatives that tend to pose higher risks, e.g.,
a subsidiary engaging in non-insurance investment activities.
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Key Risk Concepts
Risk-Return Trade-Off
A fundamental principle for efficient financial risk management is the risk-return trade-off, i.e., higher
risk assumed should be compensated by an increase in potential returns. Insurers have to strike a balance
between risk and returns, in line with their risk appetite and strategy.
Recognizing the risk-return trade-off, an insurer takes into consideration how much risk is involved in
achieving the returns to arrive at the risk-adjusted returns. This provides a common basis for comparison
across investment instruments or products to assess relative performance.
Diversification
Diversification refers to combining risks that are not fully correlated to reduce the overall level of risk of
an investment portfolio or insurance portfolio, with the objective of maintaining or improving the rate of
return. The assumption is that not all risks will materialize at the same time, particularly if the risk
triggers are independent from each other.
The benefits of diversification may arise:
•
•
•

At different levels of business operations, e.g., geographical diversification through establishment
of branches or subsidiaries (e.g., risk from natural disasters)
Between risk factors – reducing the insurance risk of a portfolio through reinsurance (assuming
credit risk)
Within a risk factor, e.g., spreading credit risk exposure to reinsurance counterparties by having a
number of reinsurers.

Most risk exposures are partly diversifiable and partly non-diversifiable. For example, increasing the size
of the motor insurance portfolio is expected to lower the volatility of the claim experience as the law of
large numbers works better by pooling a larger number of independent homogenous risks. However, the
risk of inflation on average claim cost remains as it is cannot be reduced by writing more policies.
Similarly, investing in the shares of different companies may reduce the volatility of the portfolio
performance but prices of all shares (or even across asset classes) may fall sharply at the same time in the
event of a market meltdown.
Systemic risks are non-diversifiable, as demonstrated by the 2008-09 Global Financial Crisis.
Furthermore, correlations between different risk factors tend to break down when a market is in distress.
Volatility of Insurance Portfolios
Under the risk-based solvency regime adopted in Singapore, volatilities of different lines of non-life
insurance business are factors considered in estimating insurers’ technical provisions. Examples of the
broad volatility categories used are:
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Volatility category

Lines of business

Low

Personal accident
Health
Fire

Medium

Marine and aviation — cargo
Motor
Property
Workmen’s compensation
Bonds
Engineering construction all risk/erection all risk
Credit or political risk
Other – non-liability classes

High

Marine and aviation — hull
Professional indemnity
Public liability
Other – liability classes

Role of Stress Testing and Scenario Analysis
Why Stress-Test?
Stress testing is a technique used to determine the financial resilience of an insurer. The simplest form of
stress testing is “sensitivity testing”, which examines the financial impact when the insurer experiences
shocks from one risk factor at a time, such as stock market declines of 30 per cent, or claims volume
increases of 50 per cent. As its name suggests, the purpose of sensitivity testing is to assess how sensitive
the company’s financial condition is to various risk factors.
“Scenario testing” is another stress testing technique. It involves testing the financial condition of the
insurer when the insurer experiences shocks from a number of risk factors at the same time due to the
occurrence of an event. For example, a severe hurricane results in high volume of property and liability
claims, while on the asset side, equity prices suffer a downturn and the liquidity squeeze drives up interest
rates.
Stress testing plays an important role in:
•
•
•
•
•

Providing a forward-looking assessment of risk
Overcoming the limitations of models which assign little weight to extreme conditions as they
occur rarely
Feeding into liquidity and capital planning procedures
Setting an insurer’s risk tolerance
Facilitating the development of risk mitigation or contingency plans across a range of stressed
conditions.

Involvement of the board of directors and senior management is critical in ensuring the appropriate use of
stress testing as part of an ERM program. Their involvement should include setting test objectives,
defining scenarios, discussing the results, assessing potential actions and deciding suitable measures to
counteract any adverse consequences.
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Creating Scenarios
In general, scenarios are used to assess extreme but possible situations, which have a significant impact
on an insurer’s financial position. Before creating scenarios, it is necessary first to define the events that
might lead to financial distress for the insurer. Examples of an event could be a natural disaster such as an
earthquake, a stock market crash, or a flu pandemic.
From a specific event, different scenarios might emerge. In a pandemic event, one possible scenario might
be a 50 per cent increase in mortality rates, a 200 per cent increase in incidence of hospitalization, a 25
per cent decline in stock market prices, and a 1 per cent decrease in bond yields. Another possible
scenario might be a 50 per cent increase in new business coupled with adverse mortality and morbidity
experience, and a downgrading of the insurer’s own credit rating leading to a higher cost of raising capital
to finance the new business strain.
Scenarios can be based on observed historical events, such as the 2000-01 stock market crash, the 191819 Spanish flu pandemic, or the 2004 Pacific tsunami. Realism is the advantage of using historical events.
However, in using historical scenarios, considerations must be given to changes resulting from:
•
•
•
•

Technological advancements, especially in the medical fields
Globalized and increasingly inter-connected financial markets
Population movements
New asset classes, particularly in the area of synthetic derivatives.

Insurance Risks
Product Features and Terms
Controlling Risk through Product Design
Insurance is a promise to pay when certain contracted events occur. Therefore, a major source of risk to
an insurer is in the promises made, that is, the terms of the insurance contract.
Product features can be used to manage adverse selection and fraud, and to keep insurance affordable and
viable. For example, exclusion of pre-existing medical conditions is a common feature in healthcare
policies. Likewise, exclusion of suicides during the first few policy years is common in a life insurance
policy. These are features designed to prevent adverse selection by policyholders. Otherwise, the
insurance premium rates might be too low to keep the insurers financially sound, or would need to be too
high to make the products marketable.
While proper product features serve as an effective risk management tool, care should be taken that they
do not become discriminatory or unfair. For example, the right for an insurer to increase renewal premium
rates on a guaranteed renewable healthcare policy should not be used as a means to force a policyholder
to cancel by charging exceedingly high premium rates.
Embedded Options and Guarantees
Long-term products often have built-in options and guarantees. Some life insurance policies offer
minimum interest rates, minimum death benefits, guaranteed rates to convert insurance proceeds into
annuities, or various options upon surrender of a policy. The variable annuity market is dominated by
products with all types of guarantees: guaranteed minimum income benefit, guaranteed minimum death
benefit, and guaranteed lifetime withdrawal benefit, for example.
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Historically, many of these embedded options and guarantees were included in the policy without being
explicitly priced. Many of these features were thought to be conservatively designed and would rarely, if
ever, come into play. However, the investment environment of 2008/2009 has proven that thinking
wrong. These embedded features may represent sources of unexpected risk exposures

Pricing Methodology and Assumptions
Probability of Occurrence of Insured Risks
Pricing of insurance products is based on assumptions with regard to the probability of the occurrence of
future events. Some events are quite predictable, such as mortality rates; even future improvements in
longevity can be anticipated by studying past trends. Other events such as hurricanes or earthquakes are
less predictable, despite scientific studies. Regardless of the nature of the insured event, assumptions with
respect to the probability of the occurrence of the event and its severity must be made before the
theoretical price of the insurance contract can be determined.
Historical data is the starting basis for the formulation of pricing assumptions. However, factors that
affect future events must be taken into consideration in pricing as well. Continuing improvement in
mortality rates, technological advancement in medical treatment, and the effect of climate changes on
weather patterns are but a few obvious examples to illustrate the importance of not relying on historical
data alone. Insurers should perform sensitivity testing of assumptions.
Expenses, Investment Rate of Return and Lapse Rate
Other assumptions needed in the pricing of products are expenses and investment rates of return.
Expenses represent each policy’s share of the insurance company’s operating costs: fees for medical
examinations and inspection reports, underwriting, printing costs, commissions, advertising, agency
expenses, premium taxes, salaries, rent, etc. The impact of inflation on future expense levels forms part of
the pricing assumptions for long-term products.
While investment rates of return might not be critical in the pricing of short-term non-life insurance
products, it is critical in the pricing of long-term life insurance products. A 1 per cent difference in the
assumed rate of return over 20 years can create a 20 per cent difference in pure premium rates.
The assumed lapse rate affects premium rates for long-term life insurance policies. When policies are
lapsed before enough premium payments are made to cover early policy expenses, the insurer must make
up this loss from remaining policyholders. Therefore, the lapse rate will affect the cost of the policy.
Since most long-term life policies accumulate cash surrender values, the underlying investment strategy
should allow sufficient liquidity to meet the anticipated cash flow demand.
Validating Assumptions through Experience Studies
An insurer should conduct an analysis of profits and losses by source at the end of each year. The analysis
ascertains the sources of current year’s profits or losses, such as:
•
•
•
•

The insured risks (mortality, morbidity, auto accidents, fire, etc.)
Expenses
Investments
Policy lapse experience.
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The results of the analysis either provide support of the pricing assumptions, or form the basis of revising
the assumptions. Assumptions that have significant financial impact or where there is no or little past
experience data should be monitored more closely.
Insurers should have clear procedures for withdrawing and re-pricing of existing products, e.g., when
investments supporting the product are no longer available.
Non-life insurance and reinsurance business is susceptible to insurance cycles. Consequently, non-life
insurers and reinsurers tend to lower rates in a downward cycle in order to maintain growth and market
share while hoping to recoup losses during the upward phase. For effective ERM, insurers should
proactively manage the insurance cycles to achieve stability of underwriting results, based on disciplined
pricing principles rather than commercial considerations.
Keep in mind that each year’s experience is influenced by cyclicality, random statistical fluctuation, and
possible extraordinary events peculiar to the year. The profit and loss analyses of the past few years
should be examined together to form a holistic opinion of any emerging trend.

Managing Exposures
Determining Sound Risk Retention Limits
A prudent insurer limits its gross risk exposures and net risk retention (after reinsurance cessions) by
policy/event, line of business and for the overall business portfolio. A robust methodology is important
for diversifying exposures, dealing with catastrophic risks and ensuring stable underwriting results.
The relevant retention limits are typically guided by an insurer’s risk appetite and risk tolerance levels, as
articulated by its overall risk strategy. The limits should be appropriate for its portfolio mix, and take into
account cost and availability of reinsurance protection as well as its solvency and capital strength to
support the risk retained.
Estimating Probable Maximum Loss (PML)
While there is no universally agreed definition, PML is the largest loss that is likely to arise from one or
more insured peril(s), e.g., earthquake or windstorms, due to a concentration of risk exposures, before
deducting reinsurance recoverable. It takes into account the probability of the loss. PML is commonly
used:
•
•
•

As a basis for determining net retention;
To calculate the level of reinsurance protection required; and/or
For limiting exposures to geographical zones or lines of business with higher risks of catastrophic
losses so that a single risk event will not have significant adverse impact on the overall
underwriting result.

Minimizing Accumulation Risk and Risk Concentration
Prudent underwriting controls include monitoring accumulation risks. For example, it is a common
practice to classify properties insured according to geographical location and to limit the total risk
exposures for each geographical region. To observe the established limits, there are controls to
accumulate all gross risk exposures of individual policies and to ensure new risks are not accepted from
those regions that have hit the limit.
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Risk concentration typically arises from systemic risks, e.g., terrorism, earthquake, or other catastrophic
events. A pertinent consideration is that a systemic event such as earthquake may affect multiple lines of
business, e.g., property, vehicles, and business interruption covers. In this regard, the use of scenario
evaluations may be useful to have a clearer picture of the interdependencies of various risk factors and
lines of business to help in formulating an appropriate risk mitigation strategy.
New Business Strain
New business strain arises when the early years’ premiums under a life insurance contract, less the initial
expenses and any early claims, are not sufficient to cover the statutory reserves, plus any explicit required
solvency margin, that an insurer needs to maintain. Thus, there is a negative impact on its financial
position when the policy is written. It primarily occurs at the outset, but it is possible to have further
strains in subsequent years.
The main cause of the new business strain is the high initial selling expenses. Statutory reserving and
solvency requirements can also contribute to the strain.

Dollar

To illustrate, the emergence of profit and loss from a particular life policy might have the following
pattern:
30
20
10
0
-10
-20
-30
-40
-50
-60
-70
Policy Year

The losses in the initial years represent the new business strain, which is compensated by the profits in
subsequent years.

Underwriting Criteria and Assessment
Underwriting Policies and Controls
The underwriting stage is the entry point of insurance risks. Thus, robust underwriting policies and
controls, including clearly documented underwriting guidelines and criteria, are critical for:
•
•
•
•

Ensuring adherence to retention and accumulation limits as well as underwriting authorities
Checking that risks are properly assessed in line with underwriting guidelines, e.g., premium
loadings or policy exclusions for higher risks, dealing with risks which are to be excluded or
should be declined
Identifying potential moral hazards, e.g., policyholders buying more insurance than they can
reasonably afford
Addressing potential conflict of interests, e.g., underwriters should not have claim handling or
approving authorities
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•

Reviewing application forms to ensure relevance and adequacy of underwriting information
collected.

As part of an ERM framework, an insurer should institute efficient insurance information systems that
link key information on policies – from underwriting, accumulation, reinsurance, claims and underwriting
performance – on the same IT platform.

Reinsurance Program and Security
Risks Arising from Reinsurance Arrangements
Reinsurance is a key measure to mitigate insurance risks through transferring risks that are in excess of a
direct insurer’s net retentions to a reinsurer. Effective reinsurance reduces the volatility of an insurer’s
underwriting results and enhances an insurer’s underwriting capacity, both technically and financially.
Nonetheless, reinsurance may expose an insurer to the following risks:
•
•
•
•
•

Reinsurance Credit Risk: when a reinsurer or counterparty of an alternative risk transfer
mechanism is unable and/or unwilling to honour its obligations
Legal Risks: disputes over terms of the reinsurance agreement or non-enforceability of the
agreement
Reinsurance Basis Risk: discrepancies or gaps between the primary insurance policy and the
reinsurance arrangement or alternative risk transfer mechanism
Liquidity Risk: time lag between an insurer paying the policyholder and receiving payment from
the reinsurer
Operational Risks: mistakes or delays in finalising reinsurance agreements.

Managing Reinsurance Risks
The board of directors should approve an insurer’s reinsurance strategy, tailored to its business portfolios
and risk profile. Senior management is responsible for implementing the reinsurance strategy with clearly
documented policies and procedures. The reinsurance strategy should be reviewed regularly and
whenever there are changes in an insurer’s operating and external environment.
A reinsurance strategy outlines an insurer’s:
•
•
•
•

Risk appetite and risk tolerance levels including relevant net retention limits
Objectives of reinsurance including the criteria and intended use of different types of reinsurance
arrangements (treaty, facultative, proportional, non-proportional, etc.) and alternative risk transfer
mechanisms
Criteria and conditions for reinsurance counterparties including reinsurance brokers, e.g.,
threshold credit rating, track record, licensing status, i.e., locally licensed or overseas reinsurers
not licensed locally
Reinsurance risk management framework.

Reinsurance Risk Management Framework
An insurer’s reinsurance risk management framework should cover:
•
•
•

Authority limits for approval and signing-off of reinsurance agreements
Reinsurer selection process and diversification of counterparties
On-going monitoring of the financial position of the reinsurers
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•
•
•

•
•
•

Review of the terms and conditions of reinsurance agreements to ensure the effectiveness of the
risk transfer to the reinsurers
Assessment of adequacy of reinsurance protection, e.g., stress testing and realistic disaster
scenario analysis to assess catastrophe reinsurance cover and impact on solvency
Controls to ensure:
o That risks are not accepted before the necessary reinsurance protection is finalized, e.g.,
facultative reinsurance
o Timely completion of reinsurance documentation
o Compliance with conditions/warranties in reinsurance agreements
o Completeness and accuracy of reinsurance accounting
Monitoring of reinsurance claims recoveries
A contingency plan in the event reinsurance coverage is disrupted, e.g., credit rating downgrade
of an reinsurer
Information on any changes in the scope or coverage of the reinsurance program and timely
communication to relevant operating units.

Estimating Technical Provisions
The Role of Technical Provisions (TP)
Technical provisions (TP) comprises two components:
•
•

The current estimate of the costs of meeting the insurance obligations, based on projected future
cash flows arising from insurance policies
A risk margin to address the intrinsic uncertainty of insurance obligations.

Under-estimation of TP would artificially inflate an insurer’s profitability. If such illusory “surpluses” are
distributed as dividends, it would erode an insurer’s financial resources. It is widely recognized that
inadequate TP is a common cause of insurer failures.
The estimation of TP is not an exact science:
•
•
•

There is no one-size-fits-all methodology
Sound judgment and strong technical experience are crucial in formulating and selecting an
appropriate methodology
Sometimes, an insurer may use more than one method to compare or validate the results. Where
results of different methods differ significantly, an insurer should be able to comment on the
likely causes for the differences and explain the basis for the choice of method.

Robust Methodology to Estimate TP
The international trend is to move away from factor-based formulas for computing TP to a cash flow
modeling-based approach. The International Association of Insurance Supervisors (IAIS) has adopted a
market consistent valuation of technical provisions based on the risk characteristics of an insurance
portfolio.
The methodology for estimating TP should be sufficiently rigorous in addressing:
•

The uncertainties of the claims experience of different insurance portfolios, taking account of
volatility, time horizon, degree of diversification and other emerging risks, e.g., changes in the
legal framework in favour of claimants
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•
•
•

Validity, credibility and reasonableness of valuation or modeling assumptions
Quality and integrity of claims data used for estimation
Regular review of methodology to ensure continued relevance and appropriateness.

Market Risks
General Considerations for Insurance Operations
General Considerations for Insurance Operations
While insurance risks are the key risks to the liabilities side of an insurer’s balance sheet, market risks
have significant impact on an insurer’s investment assets.
The investment returns from premiums received is a major source of income to insurers. In some markets,
insurers may under-price their premium rates with the expectation that investment gains will compensate
for underwriting losses, due to competitive reasons. This is a practice that a professional insurers frown
upon.
A pertinent consideration for managing market risks is the investment time horizon. Non-life insurances
are typically annual policies while a life insurer has policy obligations that extend over varying durations.
The difference in the nature of policy liabilities drives the investment time horizon.
Another key difference arises from the different stakeholders of the investment performance of an insurer.
While a non-life insurer may retain some of the investment income as a buffer to strengthen its solvency
or for other strategic reasons, its investment performance has a more direct effect on its shareholders than
on its policyholders. On the other hand, a life insurer must share its investment gains/loss with
policyholders of participating policies in an equitable manner, accrue the full investment results to
investment-linked policyholders, and meet interest rate and other investment-related guarantees included
in its policies. Thus, policyholder reasonable expectation is a consideration in setting investment
objectives for life insurers.
In view of the above, life and non-life insurers have different philosophies in market risk management
that are reflective of their investment outlook and interests of different stakeholders.

Factors Influencing Market Risks
Factors Influencing Market Risks
The key factors giving rise to market risks include:
•
•
•
•
•

Interest rates
Prices of equities and other traded financial instruments
Foreign exchange rates
Property prices
Commodities prices.

Interest Rates and Price Movements
Due to long-term nature of their business, life insurers typically invest a significant proportion of their
investments in bonds, the values of which are susceptible to interest rate movements. The general level of
interest rates is affected by the macroeconomic environment such as inflation expectations and monetary
policy.
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Securities issued by governments are sometimes referred to as “risk-free”, although their relative levels of
risk are reflected in the sovereign risk ratings assigned by rating agencies. Investors usually demand a
premium for corporate securities, i.e., interest rates above the relevant risk-free rate. Therefore, interest
rates also reflect the market’s perception of credit risk for specific securities.
Insurers also invest in equities and other securities that are traded in secondary markets, either on
exchanges or over-the-counter. The market prices of these instruments are subject to both general market
risks and specific market risks.
Foreign Exchange Rates, Real Estate Prices, and Commodities
Insurers’ exposure to foreign exchange risks may arise from:
•
•
•
•

Operations in overseas territories
Insurance policies denominated in foreign currencies
Reinsurance premiums payable to and reinsurance recoverable from foreign reinsurers
Investments denominated in foreign currencies.

Insurers traditionally have exposure to property prices. Physical properties are less liquid compared to
traded securities due to the large size of investments involved. Liquidity considerations may preclude
smaller insurers from investing in physical properties. Instead, to add exposure to the real estate sector for
diversification purposes, they are more likely to invest in shares or bonds and debentures issued by real
estate companies. Life insurers are also exposed to real estate risks through their common practice of
granting loans to policyholders secured by properties. Thus, the declining housing prices that triggered the
sub-prime crisis in the USA contributed to heightened credit risks and the collapse of many financial
institutions, including some mono-line mortgage insurers. A prudent insurer establishes appropriate
concentration limits and valuation policy for its real estate exposure.
It is uncommon for insurers to invest in commodities. An insurer’s board of directors must consider
carefully the desirability of investing in the commodities market. Market prices of commodities are driven
by global demand and supply factors and susceptible to volatile movements.

Asset-Liability Management
What is ALM?
Asset-liability management (ALM) is the practice of managing a business so that decisions and actions
taken with respect to assets and liabilities are coordinated. It is important to the insurer’s management of
its cash flow needs, capital requirements and pricing of products.
Traditionally, ALM focused primarily on the risk associated with changes in interest rates, which is more
important to life insurers due to the long-term nature of life insurance products. Nowadays, ALM
considers a broad range of risks including market risk (such as equity risk, currency risk, and sovereign
risk), insurance risk and liquidity risk.
In formulating ALM strategies, the insurer should consider the risk characteristics of each line of
business. The choice of tools and techniques to measure ALM depends on the identification of the
primary risk of concern. For example, the level of future investment income is a major risk to the insurer
arising from writing annuity contracts which may be in effect for 40 years or longer. Then, the use of
duration-matched or cash flow-matched assets may be appropriate for the insurer’s annuity portfolio.
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The typical methods used to measure ALM risk:
•
•
•
•

Duration and Convexity: Measure the interest rate risk for fixed income securities
Value at Risk: Quantifies the probable loss over a specific period at a prescribed statistical
confidence level
Liquidity Ratio: Provides a cushion based on a percentage of the normally expected cash-flow
needed to meet liabilities over a specific period
Scenario Testing and Stress Testing: Identifies the necessary financial resources to meet
probable and extreme business and/or economic conditions

Implementation of ALM
The objective of ALM is not to eliminate risk. Alas, it is not possible to perfectly match a long-term
liability portfolio due to the lack of suitable long-term assets, for example. Rather, the goal is to manage
risks within a framework of self-imposed limits, taking into account the insurer’s solvency position and
risk tolerance. The insurer should be able to identify, monitor, measure, report and control the risks within
its ALM program.
While ALM is often done by product and business lines, overall risk tolerance, capital and cash flow
requirements should also be set at the insurer level. Therefore, the board of directors is responsible for the
enterprise-wide ALM policy. The insurance supervisor should be satisfied that the risk tolerance approved
by the board of directors relating to ALM is appropriate for the solvency position and the expectation of
its policyholders.
Proper measurement and monitoring of ALM involves a number of functional areas with the insurer:
investment, product design, pricing, valuation, finance, risk management, etc. Insurers must understand
the interdependence of these functions in carrying out effective ALM.

Investment Risk Management
Setting Investment Strategy
The insurer’s investment strategy must take into account the following factors:
•
•
•
•

The characteristics of its liabilities, such as the timing and volatility of incidence of claims
Its solvency position, which affects the determination of prudent risk tolerance
Regulatory requirements, where there may be restrictions on maximum allocations to certain
asset classes, or minimum liquidity
Reinsurance strategy, which affects the level of and volatility of liabilities.

An appropriate investment strategy should result in sufficient assets with suitable nature, term and
liquidity to meet claims when due and to maintain the required minimum solvency position.
ALM forms an integral part of setting and refining investment strategy.
Strategic Policy Considerations
The investment management framework should be supported by operational policies governing:
•

Identification of risks: market, credit and liquidity risks as defined in other sections in this note.
Techniques and procedures should be established to monitor and measure each of the identified
risks. When hedging is used, the appropriate hedging instruments should be identified and their
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•
•
•

effectiveness monitored. Stress testing and ALM should be employed to determine the
appropriateness of its investment strategy.
Approving authorities for investment decisions and execution.
Ethical conduct of investment staff, e.g., disclosure of potential conflict of interests and related
party transactions.
Policy on outsourcing investment operations, either party or wholly.

Investment Controls and Reporting
Investment controls must be in place to check and ensure observance of established policies and
procedures:
•
•
•
•

Procedures to ensure investment risk exposures are within the internal limits on risk tolerance
Investment transactions are executed within the approved investment strategy and limits and
regulatory requirements on investments
Proper documentation and audit trail for investment activities
Valuation policy and procedure, e.g., prices or rates should be obtained from independent sources
and basis for valuing illiquid or non-publicly traded investment holdings.

The board of directors and senior management should be updated on a regular and timely basis on:
•
•

Breaches of investment limits and authorities
Investment activities, positions/exposures and performance indicators.

Financial Derivatives
Role of Financial Derivatives
It is common for insurers to use derivatives to hedge or mitigate its market risks. On the other hand, the
higher risks arising from speculative activities in financial derivative are widely recognized. In particular,
insurers may not fully understand risks embedded in complex derivative instruments or the impact of
leveraging.
In view of the above considerations, some regulators restrict or prohibit the use of financial derivatives by
insurers. Typically, regulators limit the use of financial derivatives to reducing investment risks or
efficient portfolio management.
Effective Oversight of Derivatives Activities
The board of directors of a prudent insurer ensures that it has sufficient understanding of the costs and
benefits as well the risks related to the use of derivatives as a precondition for allowing derivative
transactions.
The board must also ensure effective oversight, approving the policy on using derivatives as part of the
overall strategic investment policy. The policy should be reviewed at least annually and should address:
•
•
•
•

The authorized purposes for using derivatives
Restrictions on the types of derivatives that can be used, e.g., illiquid derivatives or over-thecounter derivatives may be prohibited
Exposure limits for permitted types of derivative instruments
Minimum qualifications and experience as well as authority limits for relevant staff
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•
•
•

Lines of responsibility as well as monitoring and reporting requirements
Internal controls to ensure compliance with established policies and limits
Proper segregation of incompatible functions, e.g., execution, monitoring and valuation of
positions

•

Internal audit of derivative transactions and positions.

Operational Risks
Introduction
This section identifies the key sources of operational risks, and discusses the supervisor’s expectation of
the insurer’s corresponding risk management measures.
There is no universal definition of operational risks. Generally, it refers to the risks arising from
inadequate systems, internal procedures and controls. Sometimes, external events may pose operational
risks, e.g., frauds or consequences (financial or otherwise) resulting from a systemic crisis. Some
operational risks are non-quantifiable (e.g., reputational impact), and some operational risks may be partly
quantifiable (e.g., legal fines), and partly non-quantifiable (e.g., legal sanctions).
Definitions of Operational Risks
The IAIS defines operational risk as the risk arising from failure of systems, internal procedures and
controls leading to financial loss. Operational risk also includes custody risk.

Overview
Operational risk management is a more recent discipline relative to the management of insurance, market
and credit risks. The development of systematic approaches to manage operational risks by insurers has
been driven by the emergence of more complex and sophisticated products, the evolution of insurance
conglomerates with complex operating structures, greater automation and reliance on information
technology as well as the incidences of high impact and high profile losses due to operational risks.
Regulators have also intensified their scrutiny of operational risks.
Traditionally, insurers viewed operational risks more as process risk arising from dealing with a large
number of policies and tended to address operational risk indirectly through insurance risk. The emerging
practice is to segregate operational risk and insurance risk. However, insurers who insure operational risks
of business enterprises (including other types of financial institutions) treat risks arising from such
insurance policies as insurance risk.
As part of its ERM, an insurer should communicate an appropriate definition of operational risks to be
consistently applied across all business units. It should also establish clear policies for identifying,
assessing, quantifying (where applicable), monitoring, controlling and reporting the relevant key
operational risks.

Professional Market Conduct
Importance of Ethical Corporate Culture
Insurance is a legal contract, based on utmost good faith of both parties. Generally, policyholders are not
legally trained to fully appreciate their rights and obligations under the contract. On the other hand,
insurers have to rely on insureds to disclose all material facts that would influence their underwriting
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decisions. The increasing use of life insurance as an investment instrument adds another dimension to
insurers’ dealings with consumers to ensure proper disclosure of investment risks and product suitability.
As part of their market conduct supervision, regulators expect insurers to ensure that their staff and
appointed agents/representatives act with due skill, care and diligence and treat customers fairly.
Insurers are mindful that they will be exposed to financial losses, compliance risks and reputational risk
due to unethical and unprofessional market conduct, e.g., non-disclosure of pertinent information and/or
risks, mis-selling, misrepresentation, switching, churning, rejecting legitimate claims, etc.
It is important that the board of director sets the tone for an ethical corporate culture. The board should
articulate clear policies that address conflicts of interest, fair treatment of customers and information
sharing with stakeholders, and review these policies regularly.
Measures to Promote Professional Market Conduct
To promote professional market conduct, an insurer should have an appropriate code of ethics and
implement effective policies, procedures and controls on:
•
•
•

•
•
•

•
•

Competence of employees, agents or other intermediaries, e.g., relevant minimum qualification
requirements and on-going training.
Dealing with different types of customers, e.g., retail or sophisticated/professional or institutional
customers.
An incentive structure that will motivate a high quality of advice and meeting clients’ insurance
needs. Remuneration should not be based solely on achievement sales targets and quotas, which
tends to encourage aggressive sales behaviour. Insurers should also consider other key
measurements of performance such as the number of complaints received, persistency ratio and
compliance records.
Guidelines on advertising – marketing materials should be balanced, presenting both benefits and
costs/risks in clear and non-misleading language.
Proper sale procedures to gather and analyse client information to understand their insurance
needs, financial circumstances and risk appetites.
Appropriate and timely disclosures to empower customers to make informed decisions:
o Product features, policy exclusions, risks, benefits, obligations, fees and charges
o Potential conflict of interest, e.g., an insurance broker may be influenced by production
bonus to recommend products from a particular insurer
o Regular performance reports of life policies.
Prompt and equitable claims handling.
Fair and effective dispute resolution – proper due process to ensure fair outcome for
complainants, in a timely manner.

Insurance Fraud
Types of Fraud
Given the nature of insurance business, an insurer may be exposed to:
•

Internal Fraud: e.g., briberies, embezzlement, misappropriation of assets or unauthorized
transactions by management or staff; bogus policies to boost sales quota; data theft, etc.
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•
•

External Fraud: e.g., withholding material underwriting information, fictitious or inflated claims
from policyholders or third-party claimants, multiple claims on the same loss or collusion by loss
adjusters.
Intermediary Fraud: e.g., fraud by agents, financial advisers or brokers against policyholders or
the insurer.

An insurer should formulate a fraud management strategy, which sets the direction for fraud management
policies and procedures, as part of its overall business strategy. The strategy takes into consideration:
• Promoting high standards of integrity and ethics right from top at the board of directors level to
all ranks of management and staff
•
•
•
•

The desirability of establishing a dedicated fraud management function with clear reporting lines
Raising awareness and training of directors, management and staff on potential fraud indicators as
well as prevention and detection measures
Clear policies and procedures to deal with fraud, including investigations and disciplinary actions,
and coordination with law enforcement agencies
Exchange of information with other insurers, e.g., the use of industry claims databases to deter
multiple claims on the same loss.

Fraud Prevention and Detection
Effective fraud management hinges on robust preventive policies, procedures and controls:
•
•
•
•
•
•

Fit and proper criteria for directors, management, staff and intermediaries that are appropriate for
their positions and responsibilities
Pre-appointment or pre-employment screening of directors, management and staff and regular
post-appointment review, e.g., policy on self-declarations
Mandatory vacation or job rotation for fraud-sensitive positions
Segregation of incompatible functions, e.g., claims-handling staff should not approve claim
cheques
Adequate checks and balances - no one staff should be authorized to deal with a transaction from
inception to closure as well as adopting the four-eyes-principle for critical functions and handling
cash or high-value items
Internal database on known fraudsters to prevent recurrence.

It is in the interest of an insurer to detect fraud early to minimize further financial losses or other
damages. The probability of detection will be higher when there is a transparent process to deal with
complaints, from both internal and external parties. Some insurers establish confidential whistle-blowing
mechanisms to encourage management and staff to report irregularities.

Information Technology (IT) Risks
Benefits of and Risks Arising from IT
Insurers make extensive use of information technology (IT) to manage their underwriting process, policy
administration, claims processing and financial reporting. Some insurers market their products on the
internet and may even accept simple risks online. Technically, insurers rely on IT to help them manage
risks (e.g., software for pricing models) and improve operational efficiency (e.g., imaging documentation
to facilitate information retrieval).
While IT has improved insurers’ efficiency and market reach, the management of IT risks has to
constantly keep pace the rapid developments. IT risk could stem from:
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•
•

Damage to equipment or records and databases
Disruptions in business operations or processing errors due to irregularities or failure of computer
hardware, software, electronic devices, networks and telecommunications systems
• Loss of client data
• Violations, e.g., breach of confidentiality of client data
• Malicious attacks, hacking or IT fraud.
Key Elements of IT Risk Management
The key objectives of an insurer’s IT risk management system should include:
•
•
•
•
•
•

Identification of internal and external threats through regular risk assessments
Raising security awareness to minimize abuse or inadvertent errors, e.g., mandatory change of
passwords on a regular basis
Safeguarding data confidentiality with the use of appropriate encryption algorithm and
authentication controls
Strengthening system security and integrity, e.g., use of firewalls, to provide assurance on the
accuracy, reliability, and completeness of information received, processed, stored and transmitted
Effective disaster recovery and business continuity planning to ensure that critical functions can
resume promptly following disruption
Proper management of IT outsourcing risks.

Legal and Compliance Risks
Why Should an Insurer Be Concerned with Legal Risks?
The insurance policies issued by an insurer and reinsurance agreements entered into with
reinsurers/retrocessionaires are legal contracts, which are subject to the risk of:
•
•
•
•
•

The terms of the contracts being interpreted against the insurer
Gaps in the coverage or exclusions between the primary insurance policy and the reinsurance
cover resulting in unintended risk exposures to the insurer
Invalidity or unenforceability due to failure to meet relevant legal principles
Privity of contract – This is a concern particularly for fronting arrangements whereby a direct
insurer is legally liable to settle claims by insureds. Failure to be indemnified by reinsurers does
not change the insurer’s legal liability to the insureds
Court decisions that have significant impact on the admissibility and the quantum of claims, e.g.,
changing court attitudes towards insurers’ liabilities arising from asbestos claims in the U.S.A.3

To minimize legal exposures, an insurer should ensure that its operations have the necessary legal support
to advise on the legal implications of entering in a contract and its dealings with different counterparties.
Compliance Culture as a Key Pillar of Corporate Governance
Compliance is recognized as a vital support for insurers’ corporate governance framework, given the
increasingly sophisticated and complex financial landscape as well as a dynamic regulatory environment.
To safeguard the interests of policyholders and other stakeholders, regulators expect insurers to manage
their businesses in line with sound insurance principles and robust corporate governance principles. An
insurer’s corporate governance culture sets the tone for compliance. A positive culture fosters honesty,

3

http://www.iii.org/media/hottopics/insurance/asbestos/

| 27

Return to Table of Contents

integrity and good business ethics. This paves the way for a strong compliance culture that respects not
only the letter but also the spirit of the law.
Ultimately, the board of directors is responsible for effective oversight of compliance risks. Senior
management is responsible for ensuring that established compliance policies and procedures are observed,
with the assistance of the compliance function.

Business Continuity Management
Timely Recovery from Operational Disruptions
It is in the interest of insurers to have a comprehensive and cost-effective response, in the event of a
severe business disruption. The objective is to ensure that critical business functions could be recovered
promptly to maintain consumer confidence, minimize financial losses and limit any possible contagion
effect on the financial system.
An insurer’s business continuity management framework should cover:
•
•
•
•
•
•
•
•
•
•
•

Robust business continuity plan (BCP) approved by the board of directors
Definition and identification of critical business functions and an assessment of business impact
Establishing target recovery time
Identification of critical staff and their contact details. This should also include alternate staff to
replace critical staff, if necessary
Segregation policy for critical staff and resources based on cost-efficiency considerations
Properly documented measures to deal with defined scenarios of disruptions, e.g., insurer-specific
events, industry-wide disruption or global crisis
Clear allocation of responsibilities and reporting structure in performing the defined measures
Internal and external communication channels
Co-ordination mechanisms, e.g., regulators and other authorities, key counterparties such as other
financial institutions, reinsurers
Frequency, intensity and coverage for testing the effectiveness of the BCP
Policies and procedures for updating BCP.

Credit and Liquidity Risks
Credit Risks
Key Sources of Credit Risk Exposures
An insurer may be exposed to credit risk in the following areas:
•
•

Full or partial defaults by reinsurers, agents, brokers, other trade debtors and related parties
Financial losses due to default or deterioration in credit quality (typically measured by a rating
downgrade) arising from balances held with deposit taking institutions, its loan portfolios,
securities issuers or investment counterparties.

Common Credit Risks Mitigation Measures
The common credit risk mitigation measures include policies and controls on:
•

Appropriate credit exposure limits to different types of approved counterparties. Such limits
should take into account concentration risks to a group of related entities, economic sectors or
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•
•
•
•
•
•

geographical spread
Credit criteria and analysis including the extent of reliance on ratings issued by external credit
rating agencies
Dealing with counterparties who no longer satisfy established criteria, e.g., pursuant to a trigger
clause in a reinsurance agreement
Approving, accepting and monitoring of collateral, if any
Aging analysis of outstanding balances
Monitoring the credit standing of debtors and counterparties
Reporting of credit exposures and any breaches.

Liquidity Risks
Liquidity Risk Inherent in Insurance Operations
Insurers invest premiums received in excess of their daily funding needs to meet claims and other
business expenditures. Given the uncertain timing and amounts of claims or policy benefit payments,
insurers are exposed to:
•
•

Funding Liquidity Risk: The risk that an insurer is unable to meet its cash needs arising from its
insurance portfolio and other obligations
Market Liquidity Risks: The risk that an insurer has to liquidate assets at a loss due to
unfavourable market conditions.

The risk is greater for lines of business where the claims pattern is less predictable, such as hurricane
insurance.
Common Liquidity Risk Mitigation Measures
Common liquidity risk mitigation measures include:
•
•
•
•

Identification of potential liquidity strain (e.g., large cash calls and scenario analysis of
catastrophic events) to supplement the day-to-day cash flow management and forecasts
Investment policies to ensure that investment holdings have an appropriate liquidity profile
Funding plan, including emergency sources of funding such as standby lines of credit and
accessibility to capital markets
Establishing minimum levels of liquid assets and an appropriate liquidity buffer.
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Glossary
Accumulation Risk: The risk that arises when a large number of individual risks are correlated such that
a single event will affect many or all of these risks.4
Asset-liability Management: The practice of managing a business so that decisions and actions taken
with respect to assets and liabilities are coordinated. ALM can be defined as the ongoing process of
formulating, implementing, monitoring and revising strategies related to assets and liabilities to achieve
an organization’s financial objectives, given the organization’s risk tolerances and other constraints. ALM
is relevant to, and critical for, the sound management of the finances of any organization that invests to
meet its future cash flow needs and capital requirements.5
Case Reserves: Provisions for claims incurred determined by considering each claim individually. Case
reserves that have not been paid often form a significant component of an insurer’s outstanding claims
provision.
Cash call: If the amount of a loss exceeds a certain threshold, a direct insurer may request a reinsurer to
pay its share of losses immediately, instead of quarterly, as part of funding liquidity management.
Cash Surrender Value - The amount available in cash upon voluntary termination of a policy by its owner
before it becomes payable by death or maturity. The amount is the cash value stated in the policy minus a
surrender charge and any outstanding loans and any interest thereon.
Churning: An intermediary persuades policyholders to take money from existing life policies to finance
a new policy that does not meet the client’s needs in order to earn more commissions from the sale of the
new policy.
Compliance risks: The risk of legal or regulatory sanctions, material financial loss, or loss to reputation a
bank may suffer as a result of its failure to comply with laws, regulations, rules, related self-regulatory
organization standards, and codes of conduct applicable to its banking activities.6
Convexity: A measure of the rate of change of the duration with respect to the interest rate.
Corporate Governance: The manner in which boards of directors and senior management oversee the
insurers’ business. It encompasses the means by which members of the board and senior management are
held accountable and responsible for their actions. Corporate governance includes corporate discipline,
transparency, independence, accountability, responsibility, fairness and social responsibility. Timely and
accurate disclosure on all material matters regarding the insurer, including the financial situation,
performance, ownership and governance arrangements, is part of a corporate governance framework.
Corporate governance also includes compliance with legal and regulatory requirements. Corporate
governance also includes compliance with legal and regulatory requirements.”7
Correlation: The statistical relationship between two variables such as shares or business portfolios. This
is expressed as correlation coefficient, within the range of -1 to +1. For example, if two shares have a
correlation coefficient of +1, it means they are perfectly correlated, i.e., if the price of share A increase by
X%, the price of share B will also rise by X%. Conversely, if the correlation coefficient is -1 and the price

4

IAIS Glossary.
Ibid.
6
Compliance and the Compliance Function in Banks, Bank for International Settlements, April 2005.
7
Insurance Core Principles and Methodology – International Association of Insurance Supervisors, October 2003.
5
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of share A drops by 1%, the price of share B is expected to go up by 1%. A correlation coefficient of 0
suggests that the price movements of the two shares will move randomly against each other.
Derivative: A financial asset or liability whose value depends on (or is derived from) other assets,
liabilities or indexes (the "underlying asset"). Derivatives are financial contracts and include a wide
assortment of instruments, such as forwards, futures, options, warrants, swaps and composites. [Source:
IAIS Glossary]8
Duration: An important measure of interest rate risk. It is a measure for the sensitivity of the value of an
asset or liability to changes in interest rates.
Facultative: The reinsurance of individual risks. The direct insurer chooses which risk to be reinsured
and the reinsurer is free to accept or reject the risk, on a case-by-case basis. Typically used to complement
treaty reinsurance where a risk is excluded by treaty cover or exceeds the treaty limit and net retention
limit.
Finite Reinsurance: A generic term that describes an entire spectrum of reinsurance arrangements that
share limited risk for a limited amount of premium. Although there is no accepted global definition of
“finite reinsurance,” a typical transaction may provide for: aggregating risk, aggregating limits of liability
and explicitly recognising the time value of money. It is important to review the entire reinsurance
contract and any side agreements to determine whether there is sufficient transfer of risk to qualify as a
reinsurance contract.
Fronting Arrangements: An arrangement whereby insurer A issues an insurance policy as a front, on
behalf of insurer B, without any intention to retain the risk. The risk is “reinsured” to insurer B or a
related entity of insurer B. This is a common arrangement adopted by captive insurers to deal with
regulatory requirements that require certain types of insurance be written by a licensed insurer.
Insurance-Linked Securitisation: Transfer of insurance risks from the insurance sector to the capital
market. Future cash flows from a portfolio of insurance policies are pooled (typically under a specialpurpose vehicle) and structured as tradable securities to be sold to investors.
Hedging: Measures used to reduce risk or limit losses by taking an off-setting position against an
underlying asset or liability. A common practice is to hedge market risks with financial futures or
derivatives.
While hedging may be full or partial, it is important to be mindful that even under a full hedge, residual
risks remain. In particular, the use of over-the-counter derivative instruments substitutes market risks with
counter-party credit risks and/or operational risks.
The cost of hedging is a pertinent consideration for insurers’ risk mitigation strategies. The cost could be
direct, e.g., price of the futures or derivative contracts, which may be high in the absence of a deep and
liquid market. Some insurers may consider the indirect costs of hedging in line with the established risk
appetite, i.e., the opportunity cost of hedging is that the potential upside gains may also be capped.
The costs and benefits of hedging should be carefully considered before it is implemented.
Improper Switching: The replacement of one policy by another policy resulting in:

8

IAIS Glossary.
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•
•
•

The client suffering penalties for terminating the original product or incurring unnecessary
transaction costs;
A replacement product that confers a lower level of benefit at a higher cost or same cost, or the
same level of benefit at a higher cost; and
A less suitable replacement product.

Lapse Rate: The rate at which life insurance policies terminate because of non-payment of renewal
premiums.
Law of Large Numbers: A fundamental tenet of insurance. It is based on the probability theory that the
average outcome from a large number of unrelated risks moves closer to the expected value (mean) as
more risks are added.
Liquid Assets: Assets that are readily convertible to cash such as deposits in banks, government
securities and securities traded in deep and liquid markets. Some regulators impose a minimum liquidity
ratio as a percentage of technical provisions.
Liquidity Risk: The risk that an insurer, though solvent, has insufficient liquid assets to meet its
obligations (such as claims payments and policy redemptions) when they fall due. The liquidity profile of
an insurer is a function of both its assets and liabilities.9
Market Consistent Valuation: In the absence of deep liquid secondary markets that provide sufficiently
robust values of insurance obligations, elements of insurance obligations should be valued using cash
flow models or other methods that reflect the settlement of the insurance obligations and accord with
principles, methodologies and parameters that the market would expect to be used. Such valuations could
be considered to be “market consistent.”10
Market Risk: The risk to an insurer’s financial condition arising from movements in the level or
volatility of market prices. Market risk involves the exposure to movements of financial variables such as
equity prices, interest rates, exchange rates or commodity prices. It also includes the exposure of
derivatives to movements in the price of the underlying instrument or risk factor. Market risk also
involves the exposure to other unanticipated movements in financial variables or to movements in the
actual or implied volatility of asset prices and options. Market risk incorporates general market risk (on
all investments) and specific market risk (on each investment).11
General Market Risks: These are systemic risks in the financial markets resulting from general
economic conditions such as a financial crisis or market confidence.
Specific Market Risks: Refer to changes in the prices of a specific security or financial
instruments driven by factors unique to the issuer of the instrument.
Persistency Ratio: Percentage of the life policies sold that remains in force [since inception and as at the
end of a specified period] one year later. This is the inverse of the lapse rate.
Privity of Contract: This is a legal doctrine which provides that only parties to a contract are entitled to
the rights and obligations under a contract. A third party has no legal right to enforce the contract or claim
damages for breach of contract.
9

IAIS Guidance Paper on Investment Risk Management
IAIS Common Structure for the Assessment of Insurer Solvency
11
IAIS Glossary.
10
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Reinsurance Basis Risk: The reinsurance cover might prove insufficient to adequately handle the risk in
question because reinsurance needs have not been precisely identified. This might result in relevant
clauses of the reinsurance contract being inappropriate.12
Reinsurance Credit Risk: A reinsurer might prove to be unable or unwilling to pay its part of the
liabilities or the claims incurred which can put the insurer’s liquidity at risk and even cause its
bankruptcy.13
Reputational Risk: The potential that adverse publicity regarding an insurer’s business practices and
associations, whether accurate or not, will cause a loss of confidence in the integrity of the institution.
Reputational risk could arise from other risks inherent in an organization’s activities. The risk of loss of
confidence relates to stakeholders, who include, inter alia, existing and potential customers, investors,
suppliers, and supervisors.14
Retention: The amount of risk that an insurer retains for its own account, i.e., not reinsured.
Risk Concentration: A risk concentration refers to an exposure with the potential to produce losses large
enough to threaten an insurer’s health or ability to maintain core operations.15
Risk Margin: The buffer added to the current estimate of the cost of meeting the obligations. It should be
calibrated such that the value of the technical provisions is equivalent to the value that an insurer would
be expected to require in order to take over the obligations. Please refer to the IAIS Common Structure
for the Assessment of Insurer Solvency for a more detailed discussion on the concept and approaches to
determining the risk margin.
Risk Tolerance: A statement of the nature and amount of risk exposure that the insurer is willing to
accept. The risk tolerance will dictate the risk limits that are established as part of the insurer’s risk
management policy.16
Treaty: A reinsurance agreement under which a defined portfolio of insurance risks is reinsured
automatically based on agreed terms between the direct insurer and reinsurer. It is obligatory as the direct
insurer is obliged to cede and the reinsurer must accept all risks within the portfolio covered by the
agreement. Treaty reinsurance can be proportional or non-proportional.
Trigger Clause: A common clause in reinsurance agreement that allows an insurer to terminate the
agreement, at any time during the duration of the agreement, due to a rating downgrade of the reinsurer
below a threshold level. The clause typically complements a general notice of termination and results in a
pro-rata refund of premium by the reinsurer.
Twisting: An intermediary gives improper advice to clients to terminate a policy from one insurer to take
up a similar policy from another insurer, to the detriment of the clients. Typically occurs when an agent
moves from one insurer to another.
Volatility: The rate of change of a variable over a specified time period, as measured by its standard
deviation. For example, shares are typically considered as having a higher volatility (compared to fixed
income securities) as the price of shares can go up or down significantly in the short term.
12

Ibid.
Ibid.
14
Ibid.
15
Ibid.
16
IAIS Glossary.
13
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Certain insurance portfolios are known to be more susceptible to volatile experience than others. For
example, catastrophic insurance is more volatile due to its low frequency and high amount claims profile,
as compared to a motor portfolio with high frequency and low amount claims experience. In some
jurisdictions, insurers are required to maintain higher technical provisions to mitigate the uncertainties
arising from more volatile insurance portfolios.
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Introduction1
Women’s inclusion in the usage of financial series is broadly recognized as a key driver of women’s
participation in the economy and of household well-being, leading to more robust economic growth and
social development, as well as more diversified financial systems. The case for fostering the usage of
financial services by women as a public policy imperative is recognized globally, with vocal proponents
and attention given to this objective on platforms such as the IMF Managing Director’s Global Policy
Agenda.2 The expansion of digital financial services3 specifically is seen as a major opportunity for both
women and men, but this opportunity is far from fully realized.
The 2014 Global Findex data4 show that 47 percent of women worldwide had an account at a financial
institution, with the figure at 37 percent in low-income countries. In comparison with men’s usage of
financial services, the most recent data show a persistent gender gap5: seven percent gap worldwide in
accounts in financial institutions, 11 percent in low-income countries. With digital financial services
expanding more rapidly in lower income countries than the global average, the 2014 Global Findex data
show that 9 percent of women in lower income countries had a mobile phone account, as opposed to 2
percent globally. Although the usage of mobile accounts remained far lower than bank accounts in the
2014 data, it is an indication of the nascent promise of digital financial services for women, in developing
countries in particular.
The compelling case, on both economic and social grounds, of increasing women’s financial inclusion
calls for a closer look at the potential of digital financial services to expand inclusion and what financial
authorities, both regulators and supervisors, can do within their mandates to contribute substantively to
this public policy goal. Financial authorities are key stakeholders in fostering the greater participation of
women in access to, and usage of, financial services. They can give greater attention to enabling the
expansion of opportunities to access new products via new delivery systems, while identifying and
mitigating risks and ensuring financial consumer protection.
This note examines what financial authorities can do to foster women’s digital financial inclusion, in the
context of their mandates to ensure a sound and enabling regulatory and supervisory framework.

1

This note was prepared by Kathryn Imboden on behalf of Toronto Centre. Kathryn is a Policy Advisor at CGAP,
focusing on financial inclusion work with global standard setting bodies.
2
https://www.imf.org/en/Publications/Policy-Papers/Issues/2017/04/18/md-spring-global-policy-agenda-a-moreinclusive-and-resilient-global-economy
3
Digital financial services refer to financial products and services provided and accessed through digital means, and
can include payments and transfers, credit, deposits and other savings, insurance (including payment of insurance
premiums and payout of insurance proceeds), and investments (such as in money market funds). Users can include
unserved and underserved populations such as poor and rural households and micro and small enterprises. Providers
can include a variety of financial institutions and nonfinancial institutions as well as third party partners, which may
use innovative delivery channels to serve customers such as mobile phones and third-party agents for transacting
and communicating with and between customers, non-traditional data for assessing creditworthiness, and new
methods of verifying customer identity.
4
The Global Findex database, the world’s most comprehensive database on financial inclusion, provides in-depth
data on how individuals save, borrow, make payments, and manage risks. It is based on interviews with about
150,000 adults in over 140 countries. See http://www.worldbank.org/en/programs/globalfindex
5
“Gender gap” is defined as the difference in the percentage of usage of financial services by women and that by
men, with usage usually generally expressed as having an account at a formal financial institution.
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Objectives
Many financial authorities have some form of market development objectives as explicit or implicit
elements of their legal mandates. Increasingly, digital technologies are being brought to bear, both by
established players and new FinTech firms, in a manner that furthers market development, especially in
terms of reaching previously unserved and underserved populations, which disproportionately include
women.
Within a rapidly changing environment, financial authorities worldwide are working to ensure adequate
frameworks to regulate, supervise and oversee digital financial services and delivery systems. In this
context, this note seeks to help financial authorities address the specific issue of women’s digital financial
inclusion by furthering understanding of:





The case for increasing women’s digital financial inclusion and why a gender-differentiated
approach is important;
Specific gender-related opportunities and constraints relating to usage of digital financial
services, and their significance;
Concrete regulatory and supervisory responses designed to facilitate women’s usage of digital
financial services; and
Important measures outside the realm of regulation and supervision.

Case for promoting women’s financial inclusion
The value proposition of increasing women’s financial inclusion is well documented, based on both
macroeconomic and microeconomic arguments. Women’s financial inclusion has been called a “potent
formula” for creating economic and social benefits at both macro and micro levels that can be leveraged
to change families and societies.6
On the macroeconomic front, access to and usage of financial services have been shown to be levers for
women to increase their participation in the economy, leading to gains in GDP growth rates. Access to
finance increases access to productive assets and increases productivity: financial intermediation is linked
to stronger economic growth.7 A Goldman Sachs Global Markets Institute study shows that closing the
gender gap in credit access could improve developing country growth rates by 1.1%.8
IMF research offers considerable evidence that when women are able to develop their full labour market
potential, there can be significant macroeconomic gains. Better opportunities for women to earn and
control income contributes to broader economic development in emerging markets.9 Closing the gap for
small and medium-size enterprises (SMEs) is a particularly promising avenue to ensure economic growth
and per capita income gains; it is estimated that globally over 70% of women-led SMEs are either
financially unserved or underserved.

Alliance for Financial Inclusion, Policy Frameworks to Support Women’s Financial Inclusion (Kuala Lumpur:
Alliance for Financial Inclusion, 2016), 3.
7
Ibid, 7.
8
Cited in Women’s World Banking, Women’s Financial Inclusion: A Driver for Global Growth (New York:
Women’s World Banking. 2016), 1.
9
Katrin Elborgh-Woytek et al., Women, Work, and the Economy: Macroeconomic Gains from Gender Equity. IMF
Staff Discussion Note 13/10 (Washington, DC: IMF, 2013).
6
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Addressing gender issues in participation in the economy, including the usage of financial services, also
addresses income inequality, which can lead to higher economic growth.10 Working toward gender equity
and increasing female economic participation are, in turn, associated with lower income inequality, higher
growth, and more favourable development outcomes.11
The microeconomic argument for women’s financial inclusion is equally solid. Women play multiple
roles as economic actors and caretakers of their families. Women’s financial inclusion allows women to
save, invest, borrow, and ensure their lives and businesses. This leads to multiple benefits at the enterprise
and household levels. Financial services are a core enabler for consumption smoothing, risk mitigation,
self-employment, SME growth, asset accumulation, and wealth creation.12 Women invest in their homes,
the nutrition and health of their children and their communities; this leads to generational changes that can
lead to long-term prosperity and security.13

Women’s digital financial inclusion: opportunities and constraints
Developing an understanding of the opportunities and constraints faced by women in the uptake of
financial services allows financial authorities to determine what they can do within their mandates to
leverage the opportunities afforded by digital financial services to address the constraints. This section
looks at constraints women face in the access to and usage of financial services overall, the promise of
digital financial services to address constraints and expand opportunities, and, in turn, the particular
constraints digital financial services introduce. These considerations set the stage for the
recommendations for financial authorities framed in the following section.

Constraints to women’s access to financial services
As clients or would-be clients, women may face a long list of constraints with regard both to access to and
usage of financial services, including the following:
1. Lack of financial capability and financial literacy are considered by many to be the most serious
constraints to women’s financial inclusion. An OECD Survey shows that in many countries,
women demonstrate less financial knowledge than men and are also less confident in their
financial knowledge and skills.14
2. Traditional ways of offering financial services that fail to meet the needs of, and accommodate
the characteristics of, women clients. Financial service providers are not attentive to gender
differences in the demand for and usage of financial products and services and generally do not
invest in developing a solid understanding of clients and potential clients. As a result, they do not
adapt their products, services and delivery channels to accommodate women.

10

See Christian Gonzales et al., Catalyst for Change; Empowering Women and Tackling Income Inequality. Staff
Discussion Note 15/20 (Washington, DC: International Monetary Fund, 2015).
11
Women’s World Banking, Women’s Financial Inclusion: A Driver for Global Growth, 4.
12
CGAP. “Women and Financial Inclusion” webpage, 2017 (http://www.cgap.org/topics/women-and-financialinclusion)
13
In its gender policy, the World Bank Group sums up the straightforward, bottom line argument for women’s
financial inclusion: “No society can develop sustainably without transforming the distribution of opportunities,
resources, and choices for males and females so that both have equal power to shape their own lives and contribute
to their families, communities, and countries.” World Bank Group, Gender Equality, Poverty, Reduction, and
Inclusive Growth: Gender Strategy, (Washington, DC: World Bank Group, 2015), 11.
14
OECD, Financial Literacy and Inclusion: Results of OECD/INAFE Survey Across Countries and by Gender
(Paris: OECD, 2013).
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3. Lack of trust by women in formal financial institutions, based in part on a lower understanding of
the benefits of formal financial services and discomfort with accessing such institutions.
4. Lack of assets to offer as collateral. Women have difficulties in providing immoveable collateral,
the traditional form of loan collateral, often due to existing land and property right regimes and
cultural norms that discriminate against them. For example, limited rights to land ownership by
rural women constrains their ability to provide collateral for loans, which in turn limits their
ability to invest in agricultural inputs and equipment.
5. Geographic distance from a financial institution is more of a limitation for women than for men,
as they have less mobility, given heavy workloads and the need to care for children on the home
front, lack of means of transportation and cultural barriers to travelling alone.
6. Lack of formal documentation of identification means that women do not have the necessary
documents to open an account or access other financial services. Traditional know-your-customer
(KYC) rules require financial intermediaries to require identification and documentation that
women usually do not have in greater proportion than men.

7. Lack of gender disaggregated data on women’s financial needs and financial behaviour. Without
gender-disaggregated data, managers in financial institutions may not be able to demonstrate the
business case for serving low-income women, nor develop products attractive to them. Similarly,
regulators and supervisors may not be in a position to judge the impact of gender on risk profiles
nor be able to determine the extent to which the policy goal of expanded women’s financial
inclusion is attained. Where credit bureaus exist, gender-disaggregated data are usually not
collected, and where they are, financial services providers do not always share genderdisaggregated information with each other. The existence of gender-disaggregated data is one
opportunity to demonstrate performance in loan repayment.
8. Legal and cultural limitations based on social norms (arising from tradition, religion or cultural
beliefs) mean that women have fewer assets controlled in their names, may not be financially
independent from their spouses and/or from other family members, may not be in a position to
transact in private, and may be restricted in terms of their ability to inherit assets, notably
property. Cultural restrictions and family responsibilities may limit women’s ability to travel to
bank locations.

How digital financial services can contribute to overcoming constraints
Digital financial services have the potential to increase women’s access to and usage of financial services.
With adequate safeguards, digital financial services can break down cultural barriers, and address
mobility constraints and privacy concerns.
A number of elements of digital financial services contribute to reduce constraints facing women in
access and usage, especially the ability to engage in financial transactions without having to travel outside
of their community, business, or home. Using mobile phones, there is increased opportunity to transfer
money, pay bills, access savings and even obtain credit. Financial technology (FinTech) innovations15 can
“FinTech” is defined by the Financial Stability Board as “technology-enabled innovation in financial services that
could results in new business models, applications, processes, or products with an associated material effect on the
provision of financial services.” (Financial Stability Board. Financial Stability Implications from FinTech:
Supervisory and Regulatory Issues that Merit Authorities’ Attention. Basel: Financial Stability Board. 27 June
2017.) An additional reference that provides a good overview on the importance and current state of FinTech
15
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contribute to offering new financial products and services (banking, insurance, securities) and delivery
systems as mobile phones and agent networks can meet women’s preferences for convenience (addressing
geographic distance constraints), reliability, security, and confidentiality (addressing cultural constraints).
In addition, digital financial service providers, at times in partnerships between traditional providers and
non-financial institutions, have the potential to offer easy to use customer interfaces when adapted to
client needs, deploy more sensitive marketing and communications channels to reach female clients, and
harness the potential of FinTech by using alternative data to assess risk and even to replace standard
collateral requirements with modern collateral requirements, such as moveable assets, thereby addressing
the problem of the lack of traditional collateral.
The attributes of digital financial services contribute to addressing the constraints mentioned above:
addressing the lack of formal identification by innovative digital identification (including biometric
capabilities); addressing the lack of credit history through the use of data from utilities and trade creditors;
replacing reliance on traditional immoveable collateral with moveable collateral; and substituting travel to
distant bank branches with access to financial services via mobile phone. Likewise, the nature of
innovative digital financial products and services are often of particular interest to women. These include
targeted insurance products, pension schemes, leasing arrangements, agricultural finance, low-value
equity investments, crowdfunding,16 international remittances, government-to-person (G2P) payment
options,17 and conditional cash transfers.18

Constraints to women’s usage of digital financial services
While digital financial inclusion shows great potential to overcome many constraints facing women in
accessing and using financial services, at the same time woman face a series of specific constraints on the
use of digital financial services themselves, including the following:
1. For women, financial capability and financial literacy issues may be more pronounced with
regard to digital financial services than with regard to traditional financial services, given the
technical nature of digital access (use of mobile phones to transact, use of Apps). Women may
not be familiar with the use of digital technology beyond the use of mobile phones for making
calls. (There is a learning curve on the parts of both women customers and financial service
providers).
2. While digital financial services offer convenient customer interfaces, there is a learning curve that
represents a challenge to women not accustomed to the usage of financial services.

developments is Denise Dias, FinTech, RegTech and SupTech: What They Mean for Financial Supervision, TC Note
(Toronto: Toronto Centre, 2017).
16
Crowdfunding is defined as “a mechanism of sourcing capital by soliciting to a pool of individuals or
organizations through an on-line platform or mobile phone.” (Ivo Jenik, Timothy Lyman, and Alessandro Nava.
Crowdfunding and Financial Inclusion. CGAP Working Paper (Washington, DC, CGAP, 2017), 1.
17
The term “government-to-person payments” covers cash payments related to social programs as well as wages,
pensions and other payments.
18
“Conditional cash transfers” refer to programs that transfer cash, generally to poor households, on the condition
that those households make pre-specified investments in their children (health, nutrition, education).
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3. Women are less likely to own a mobile phone.19 This is due to cost, cultural norms and social
constraints (prohibitions on the ownership of phones), and stringent registration policies for SIM
cards and mobile money accounts.
4. Rural areas, where many unserved and underserved women live and work, may have poor or no
mobile network coverage and may have only limited distribution (agent) channels.
5. Regulatory frameworks with regard to digital financial services are still in the process of catching
up with innovation. The set of policies, regulations, and institutional infrastructure, as well as
supervisory capacity, required for technology enabled financial services to flourish are not yet in
place. The process of putting into place the necessary enablers while ensuring financial customer
protection is still underway in most jurisdictions.
6. Challenges still exist in promoting proportionate treatment under anti-money
laundering/countering the financing of terrorism (AML/CFT) regulations, through use of riskbased frameworks for customer due diligence that balance safety while imposing the least burden
on the offer of digital financial services. Applying an overly cautious non-risk-based approach to
AML/CFT safeguards can have the unintended consequence of excluding legitimate consumers
and businesses from the regulated financial system.20
Through the expansion of digital financial services, financial authorities can identify opportunities to be
pursued and challenges to be addressed in promoting women’s financial inclusion. The following section
explores these opportunities and challenges.

How regulators and supervisors can foster women’s digital financial
inclusion
Financial authorities worldwide are increasingly facing the challenge of putting into place frameworks to
ensure the safe expansion of digital financial services in the context of dramatic changes in the financial
sector landscape. Laws, regulations, policies and supervisory practices have been shaped largely by (and
have shaped) traditional/mainstream ways of doing business. New players, new business models, and new
technology-driven products, services and delivery channels challenge regulators to determine when and
how to introduce new regulatory frameworks, and how to introduce adjustments to existing frameworks.21
This is an opening to contribute to advancing women’s digital financial inclusion.
When tackling the challenges faced by the emergence and growth of digital financial services, financial
authorities should consider adopting the promotion of women’s financial inclusion as a specific policy
objective alongside the other objectives in their mandates. Pursuing this objective should involve: i)
gaining an understanding of the real-world constraints faced by women in the market for various types of
financial services, including those arising from current regulations and supervisory practices); ii)
investigating the potential for digital financial products, services and delivery mechanisms to mitigate
those constraints, and iii) exploring the potential for regulatory and supervisory reforms that both reduce

19

There is a gender gap in mobile phone ownership and usage, with women being 14% less likely to own a mobile
phone. See GSMA. Bridging the Gender Gap: Mobile Access and Usage in the Low- and Middle-Income Countries
(London: GSMA), 15.
20
See FATF, Anti-money Laundering and Terrorist Financing Measures and Financial Inclusion - With a
Supplement on Customer Due Diligence (Paris: FATF, 2017).
(www.fatf-gafi.org/publications/financialinclusion/documents/financial-inclusion-cdd-2017.html)
21
See Denise Dias, FinTech, RegTech and SupTech: What They Mean for Financial Supervision.
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existing constraints and create a sound enabling environment for the provision of digital financial services
by existing and new players.
This section explores seven areas of focus for advancing women’s digital financial inclusion where
concrete measures can enable financial authorities to contribute to this policy goal.

One: Collect gender-disaggregated data
Financial authorities, especially banking and insurance authorities, can collect gender-disaggregated data
that will allow them to take stock of the current state of women’s financial inclusion, and women’s digital
financial inclusion in particular, and to determine whether their policy objectives are being met. This
would involve requiring reporting by regulated financial service providers (supply-side reporting) on
gender-disaggregated usage of products and services. Beyond their own use of such data, financial
authorities can build awareness of the value of this data for government authorities generally, and for
financial service providers, who will be better able to understand their client base, including the financial
performance of women clients. In this way, they can better determine the risk profiles of client segments
and business lines. For example, this would enable financial authorities to understand whether there is
gender differentiation in loan portfolio performance (i.e., with respect to the creditworthiness of women
clients).
Requiring the collection of gender-disaggregated data allows financial institutions (and non-banking
institutions offering digital financial services, such as e-money issuers) to ensure that they are targeting
the right market. Such requirements by authorities contribute to the attainment of the policy goal of
women’s financial inclusion. Analysis of demand-side data (customer data, normally collected by
surveys) can contribute to improved usage by women by offering a better understanding of what they
need and want in terms of financial services and delivery channels. Beyond data collection, conducting
on-the-ground research can build cases that show how to incentivize the uptake by women of digital
financial services. Such cases provide concrete illustrations of the potential for digital financial inclusion
and concrete evidence of the importance of an enabling policy and regulatory environment.
For governments, the collection of both demand-side and supply-side gender-disaggregated data could
begin a virtuous circle: available information informs stronger, evidence-based policymaking and helps
regulators evaluate the effectiveness of policies intended to promote women’s digital financial inclusion,
leading to more effective regulation, reinforcing the utility of gender-disaggregated financial data and the
willingness to make it available.22

Two: Strengthen financial infrastructure
Several elements of financial infrastructure23 are among the basic building blocks of women’s digital
financial inclusion. Attention to these building blocks will create a better basis for the expansion of the
usage of digital financial services by women.

Inez Murray, “Catalyzing Women’s Financial Inclusion: The Role of Data,” CGAP blog, 17 February 2016
(Washington, DC: CGAP, 2016) (http://www.cgap.org/blog/catalyzing-women%E2%80%99s-financial-inclusionrole-data)
23
Financial infrastructure is defined here as the set of institutions that enable effective operation of financial
intermediaries. This includes payment systems, credit information bureaus and collateral registries.
22
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Payment systems. Retail payments infrastructure is a key foundation supporting digital financial services
that are important for women.24 Retail payment systems offer a number of avenues for governments to
support women’s digital financial inclusion. Particular emphasis can be given to the following measures:
(1) paying workers and distributing social benefits digitally rather than in cash (given evidence that
transfers of government social benefits have a significant effect on a woman’s ability to manage
her finances);
(2) setting up digital payments for routine expenses like school fees and utilities bills (saving time and
resources of women in particular);
(3) promoting formal savings (as women rely disproportionately on less formal methods); and
(4) encouraging wider use of mobile payments (lowering the cost of payments and money transfers).25
Interoperability. Especially during the early stages of the development of digital financial services,
policy makers should focus attention on ensuring that interoperability between different payments
schemes26 is technically feasible, while insuring that they have both the necessary information and
regulatory power to intervene if there is evidence that a dominant position is being exploited.27
Interoperability across all digital financial services providers and schemes is the ultimate goal. Financial
authorities must tread carefully in determining their role in fostering interoperability and can take various
approaches, from non-intervention, to encouragement, to mandating. The right timing for, and the scope
of, the authorities’ action is still much debated.28
Credit reporting systems. Financial authorities can promote the establishment and use of credit reporting
systems that capture relevant, accurate, and sufficient data (including information disaggregated by
gender) and that respond to market and regulatory challenges and to lender and consumer demands for

Leora Klapper, “5 Ways Digital Payments Can Bring Women into the Economy,” CGAP Blog, January 19, 2016.
(http://www.cgap.org/blog/5-ways-digital-payments-can-bring-women-economy)
25
Although perhaps beyond the sphere of influence of financial authorities, another important element of promoting
widely accessible effective retail payments (including access to mobile phones) is the expansion of a safe, efficient
and widely accessible retail payments and ICT infrastructure that provides all users with convenient, reliable points
of service for sending and receiving payments and conducting other digital financial services. The “last mile” is
particularly important for women located in rural areas. Key necessary actions include ensuring the basic
infrastructure (such as cell towers) is in place, expanding broadband network/data coverage into unserved areas,
establishing open payments platforms that enable a broad range of providers to effectively bring new solutions to
market, and leveraging the scale of mobile payments and collaboration with industry to explore FinTech solutions.
See Principle 4 (Expand the Digital Financial Services Infrastructure Ecosystem) in G20 High-Level Principles on
Digital Financial Inclusion.
26
Interoperability can be defined as “a situation in which payment instruments belonging to a given scheme may be
used in platforms developed by other schemes, including in different countries. In the context of retail payments,
there could be multiple levels of interoperability—system-wide, cross-system, and infrastructure-level. A system that
has only system-wide interoperability enables competition among the participants of that system. Cross-system
interoperability enables competition between different payment systems. Infrastructure-level interoperability enables
the same infrastructure to be used to support multiple payment mechanisms offered by different institutions”.
(Global Partnership for Financial Inclusion, Global Standard-Setting Bodies and Financial Inclusion: The Evolving
Landscape, 58)
27
Ibid., 58.
28
International Telecommunications Union ITU-T Focus Group on Digital Financial Inclusion, The Regulator’s
Perspective on the Right Timing for Inducing Interoperability Geneva: ITU, 2017). See also Kate Lauer and Olga
Tomilova, “Interoperability and Financial Inclusion: The Regulator’s Role,” CGAP blog (Washington, DC: CGAP,
January 24, 2017).
24
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improved services.29 This should include gender-disaggregated data that can help document the
creditworthiness of women borrowers.
Electronic collateral registries. Modern secured transactions laws and collateral registries can have an
impact on women’s financial inclusion. There are new possibilities of registering moveable collateral via
electronic collateral registries, where borrowers can register collateral with secure credit facilities
provided by lenders, including for moveable assets, an important step in solving the collateral constraints
that women often face. The key challenges are modernizing secured transactions laws, establishing
electronic collateral registries, and training financial and non-bank financial institutions in movable assetbased lending.

Three: Reform regulatory frameworks and supervisory practices
Financial authorities in many countries are working to put into place the necessary regulations and
supervisory practices to ensure adequate frameworks for digital financial products, services and delivery
channels. For example, developments in digital financial services, with their implications for the changes
to the nature of risks and who bears them, present an additional challenge to the design and application of
risk-based supervision, which inherently involves taking a proportionate approach to supervision.
Addressing the financial exclusion of women also calls for the design of proportionate regulation.
Understanding new and changing risks of digital financial services
Digital financial products, services and their delivery channels, and the new customers served by digital
provides, may alter the nature and the source of risks. Financial authorities need to take a close look at
areas of risk associated with development of digital financial services:








Operational risk arises from the involvement of new entities with different (sometimes lower)
technical standards; new technology and new uses of technology (for example, giving rise to risks
of loss of customer funds and fraud, technology/systems failures, difficulties in use of an interface
leading to risk of mistaken transactions); risks related to use of agents and agent networks
(including reputational risks, and the risk of inadequate agent selection, training and monitoring);
risks related to account data storage and management; and data security and data privacy
(including cyber risks related to the application of FinTech)
Credit risk, the risk that a borrower may not repay a loan and that the lender may lose principal
and/or interest associated with new products and services, use of alternative data for credit risk
assessment, and targeting historically excluded or underserved customers.
Liquidity, clearing and settlement risk may be affected by the entry of non-banks as
participants in retail payments systems and the use of agents. Rather than the risk of a “run on the
bank,” there is a risk of a “run on the telco,” or run on the agent.”
Consumer protection risk is of particular concern in the context of the offer and uptake of
potentially complex products that are not adequately understood by customers. Risks include
fraud (e.g., by new providers and by agents), lack of suitability of new digital products and
services sold to low-income customers, poor disclosure, and insufficient means of recourse and
complaint handling. Risks may be accentuated by the profile of excluded and underserved
customers (limited experience with formal financial institutions and services, lower levels of
education including possibly illiteracy and innumeracy, and general lack of financial capability).
Money laundering and terrorist financing risk in the context of new non-bank providers and
the use of agents. Money laundering and terrorist financing risks include the risk of financial
exclusion, where transactions are forced outside formal channels by the inability or reluctance of

See Principle 4 (“Expand the Digital Financial Services Infrastructure Ecosystem”) in G20 High-Level Principles
on Digital Financial Inclusion.
29
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the authorities or financial institutions to apply simplified, proportionate, due diligence
procedures in correspondence with the risks of the transactions.
Regulatory and supervisory responses
Financial authorities are well positioned to adjust the regulatory parameters that can affect the realization
of women’s financial inclusion as a policy goal.30 A number of emerging regulatory enablers offer the
promise to support the advancement of women’s financial inclusion within sound regulatory frameworks,
including (1) entry and licensing requirements; (2) a competitive market environment; (3) permissions for
specific financial products and services; (4) allowing use of third-party agents; (5) risk-based,
proportionate, regulation, including tiered customer due diligence; and (6) protection of small e-money
deposits under trust account arrangements or deposit insurance schemes.31
Entry and licensing requirements. Financial authorities may play a gatekeeper role by specifying the
type of institutions that can offer digital financial services and by granting authorization to new entrants.
This may include a licensing window for providers of digital financial services (non-bank e-money
issuers). In some cases, this may involve authorization of specific new products, services and/or delivery
channels. Authorization criteria generally include requirements that each institution has in place the risk
identification and management processes appropriate to the nature of the risks being undertaken. Less
stringent criteria may be appropriate in the context of the goal of promoting financial inclusion. For
example, some jurisdictions license non-bank e-money issuers without granting them permission to lend
and without subjecting them to the full range of prudential rules.
The entry of FinTech-related providers and the innovations they bring to the market may give rise to
particular challenges. The innovations may not conform entirely to existing regulations. One response
involves allowing innovative new products, services, delivery channels and business models to be piloted
without having to comply immediately with all regulatory requirements by establishing a regulatory
“sandbox” that enables providers to start up and test new innovations in a controlled environment with the
necessary oversight.32
The establishment of a sandbox with a gender dimension could provide lessons in innovative outreach to
women, for example by ensuring that innovations targeting the financially excluded or underserved
include a specific target for women, and tracking the results of those efforts. This could include collecting
data on the needs and profiles of women clients, as well as measuring the impact of the innovations being
tested on women’s financial inclusion.33
Competition policy and regulation. Competition between banks and non-banks for new customers,
including unserved and underserved women, is present in many markets and may result in lower fees and
lending interest rates, efforts by banks to reduce operational costs in order to better compete, and the
introduction of new products and services. Maintaining a competitive environment involves allowing new
entrants, including FinTech firms, and ensuring a regulatory level playing field such that providers of

See Stefan Staschen and Patrick Meagher, Basic Regulatory Enablers for Digital Financial Services – Lessons
from CGAP’s Experience in ten Focus Countries (Washington, DC: CGAP, forthcoming). Another core reference is
Global Partnership for Financial Inclusion, G20 High-Level Principles on Digital Financial Services (Washington,
DC: World Bank Group, 2016), Principle 3, “Provide and Enabling and Proportionate Legal and Regulatory
Framework for Digital Financial Inclusion”.
31
Additional issues including interoperability and financial consumer protection are treated in the following
sections.
32
See Regulatory Sandboxes, TC Note (Toronto: Toronto Centre, 2017).
33
See Ivo Jenik and Kate Lauer, Regulatory Sandboxes and Financial Inclusion, Working Paper (Washington, DC:
CGAP, 2017).
30
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similar digital financial services have similar rights and responsibilities regardless of institutional type
and technology used.
Products and services that can be offered. Given the myriad and rapidly evolving offer of innovative
products, clear and consistent regulatory guidelines with regard to new products and delivery channels
(including via partnership models) can accelerate product innovation. This entails understanding digital
products and delivery systems of particular interest to women clients, assessing potential benefits and
risks, and ensuring that institutions have in place the appropriate policies and procedures for new product
development and launch.
Products and services of interest to women clients may include basic or low-fee accounts with simplified
requirements (tiered document requirements to open small accounts, use of a digital financial ID system,
limitations on how money can be accessed), digitization of social transfers and government payments
(accounts into which government payments to citizens can be made through digital means, with women
attentive to the use of such financial resources for family needs), the acceptance of digital payments for
routine government services (such as utilities), the use of mobile money for international remittances sent
to families, remittance-linked savings (so that remittances contribute to building savings), savings
schemes for education, long-term contractual (micro) savings, and digital credit. There is scope for
bundling to integrate a suite of savings, credit, and other valued added products and services for crossselling and deeper financial inclusion.
Use of third-party agents as delivery channels. Allowing the use of agent networks can be a key
contributor to increasing women’s digital financial inclusion, notably when sensitivity to gender issues in
agent transactions is promoted. Agent banking allows for the offer of financial services, especially cash-in
and cash-out to/from e-money accounts and payments to other accounts at, for example, retail shops and
post offices.34 Agent banking regulations may potentially enable women who otherwise face cultural,
distance and safety impediments to visit bank branches even in urban centers to transact via retail
agents.35
Risk-based proportionate regulation/supervision. Prudential regulation needs to take into account the
risks identified, applying a proportionate approach. Assessing risks accurately can facilitate women’s
digital financial inclusion. The application of proportionality in the definition of risk-mitigation measures
calls for giving due consideration to alternative risk-mitigation measures that respond to the nature of the
products, services, delivery channels and client characteristics. Examples including acceptance of
alternative collateral to mitigate credit risk, including the use of moveable, unconventional collateral
(jewellery, receivables, accumulated savings), and relying more on credit history than on collateral.
Alternative credit scoring models offer yet another opportunity. Assessment by financial authorities of the
benefits and desirability of the use of big data by financial intermediaries to assess credit risk (the use of a
set of algorithms to determine credit worthiness based in part on mobile transactions, generated on digital
platforms by and about consumers) is a step that can contribute to better oversight of credit risk.
In the context of addressing money laundering and terrorist financing risks, personal identification
documentation requirements for women opening accounts or applying for credit can be an important
impediment. Poor customers who make small transactions and maintain low balances should face fewer
regulatory barriers. This can be implemented by using tiered CDD (differentiated CDD measures

See Stefan Staschen and Patrick Meagher, Basic Regulatory Enablers for Digital Financial Services – Lessons
from CGAP’s Experience in ten Focus Countries.
35
Rebecca Mann, “Banking on Change: Enabling Women’s Access to Financial Services,” CGAP blog
(Washington. DC: CGAP, 29 October 2015).
34
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according to the profile of the future customer).36 Tiered CDD, whether for traditional financial services
of for banks, makes it easier for women, for example, to register for mobile money accounts and to
streamline the registration process.37 Additional AML/CFT requirements include monitoring and
reporting of transactions and the appropriate identification and registration of end-users by agents.38
Customer assets protection frameworks. The development of non-bank digital stored-value products
raises the need to consider alternative solutions to the protection of customers assets, whether using a trust
account approach or by extending the traditional deposit insurance scheme to e-money accounts. Setting
up protection mechanisms would promote financial inclusion by instilling greater confidence on the part
of clients.
Communication and collaboration. Many institutions fall within the jurisdiction of multiple financial
authorities. Adopting effective regulatory enablers requires effective communication and collaboration
among the relevant authorities. Coordination may be necessary among different government authorities
(e.g., those responsible for financial sector policy, for regulation and supervision of financial institutions
and for telecommunications companies), and between financial authorities of different countries.

Four: Enhancing market conduct and financial consumer protection
regulation
Rapid scaling of digital financial inclusion products and the swiftly increasing numbers of new users call
for new thinking on financial consumer protection and market conduct. Women’s use of digital financial
services requires specific enhancements to market conduct and consumer protection regimes. The market
conduct frameworks and their implementation need to adapt to these rapid shifts in the risk environment.
The evolution of risks challenges financial authorities to re-examine the key pillars of financial consumer
protection – especially transparency and disclosure and the fair treatment of customers – due to the
profiles of the “newly included” – women in particular – and the increasing use of digital channels as
their main (or even exclusive) point of entry and means of transacting.39 Financial authorities have a role
in ensuring that all financial service providers adhere to market conduct rules and practice market
discipline. The implementation of robust financial consumer protection regimes involves not only
working with the financial sector but also with mobile network operators.
Gaps in legal and regulatory frameworks may mean inadequate financial consumer protection for women.
Changes in legal and supervisory frameworks for financial consumer protection might include rethinking
the very concept of disclosure in the digital context (given challenges of transparency and electronic
disclosure with regard to digital financial services, where electronic disclosure may be less
comprehensive, more difficult to read and harder to store), the adoption of more effective/robust measures
to protect the public against unsafe or unsuitable financial services, and re-evaluating the systemic

36

Tiered customer due diligence (CDD) allows clients to have access to a range of different account functionalities
depending on the extent of identification/verification conducted by the financial institution.
37
The Financial Action Task Force has issued three rounds of guidance on AML/CFT and Financial Inclusion. The
latest guidance is FATF Guidance: Anti-Money Laundering and Terrorist Financing and Financial Inclusion, with
the Supplement on Customer Due Diligence (Paris: FATF, October 2017).
38
The establishment of national ID systems constitute a major advance in the context of digital financial services by
providing for critically important documentation of identification. Mobile networks and technology may be used to
improve the outreach and efficiency of national ID programs.
39
Principle 5 of the G20 High Level Principles for Digital Financial Inclusion calls for establishing responsible
digital financial practices to protect consumers and for establishing a comprehensive approach to consumer and data
protection that focuses on issues of specific relevance to digital financial inclusion. This Principle incorporates the
importance of addressing the needs of vulnerable groups for protection and education.
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importance of financial consumer protection as digital ecosystems expand to reach massive numbers of
customers (notwithstanding small transaction sizes).
Specific aspects of financial consumer protection are of particular relevance for women accessing and
using digital financial services: suitability requirements (appropriateness of products for particular
consumer groups), personal data protection and banking (client) secrecy, transparency requirements,
explicit requirements to act in the client’s interest, prohibition of overselling, recourse mechanisms in
case of fraud, and the establishment of an ombudsman function. Market conduct considerations cover
market entry, market activities, and market exits of financial service providers through licensing,
monitoring and other supervisory practices. In both cases, attention to risks with a particular impact on
women is warranted in both financial consumer protection and market conduct regimes.
Inadequate data privacy can result in a variety of harms for anyone accessing digital financial services.
Data protection and privacy issues, important for women, affect a range of regulated and non-regulated
providers across sectors, these issues are likely within the purview of more than one authority. Relevant
entities include data protection authorities, financial sector regulators, information and communication
authorities and consumer protection agencies. There is a need to determine which entity has ultimate
authority over which types of data protection issues.40

Five: Promote financial literacy programs
Increasing digital financial literacy is key to increasing usage of digital financial services.41 Women often
have less capability in the use of financial services, especially digital financial services. As such, financial
education is a critically important element to expand women’s digital financial inclusion. The goal is to
increase overall levels of financial literacy starting from a young age. In many jurisdictions, financial
education programs may not be in place, and where they are, they often do not yet incorporate trends in
digital financial services.
Baseline surveys can be used to identify literary levels, setting the stage for developing financial literacy
strategies and targeted programs, in particular toward women. Such programs (both inside and outside of
schools) can serve women throughout their lives, meeting changing needs in relation to the need for
financial services and the available offering of financial services. Financial authorities have a role in
encouraging and sponsoring financial literary programs (for example, spearheading national strategies on
financial education without actually delivering programs.)

Six: Support women’s leadership
Research has shown a correlation between gender diversity on corporate boards of directors and better
corporate performance.42 Gender diversity on boards and senior executive positions of financial
institutions can also contribute to financial inclusion, in part because women may well have a better
understanding of the constraints facing women in using financial products, as well as the nature of
product features that will be attractive to women and thus encourage usage. This knowledge can be
essential for institutions to successfully tap into the female market in a commercially profitable and
sustainable manner.

Matthew Soursourian, “A Six-Ingredient Recipe for Data Protection,” CGAP blog (Washington. DC: CGAP, 5
December 2017).
41
OECD. G20/OECD INFE Report: Ensuring financial education and consumer protection for all in the digital age
(Paris: OECD, 2017).
42
Jennifer Reynolds, The Business Case for Promoting Improved Gender Balance in Financial Institutions. TC
Note (Toronto: Toronto Centre, September 2017).
40
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To promote women’s financial inclusion, financial authorities can support greater representation of
women on boards and in senior executive positions. They can do so by adopting quotas for female
representation (currently mandated by nine countries43) or by requiring disclosures of the proportion of
female representation and the extent and nature of financial institutions’ policies and practices for
increasing female representation. This may involve setting targets for the proportion of female
representation, and requiring an explanation in the event of non-compliance (“comply or explain”).

Seven: Address cultural and social norms
Cultural and societal norms that constrain women’s financial inclusion (which may be imbedded in laws
and regulations) can be deep rooted, at times seemingly intractable, and can affect myriad aspects of a
women’s life. They may affect deeply a woman’s ability to access and use digital financial services.
While often not their direct responsibility, financial authorities nonetheless need to be aware of the
cultural and societal issues that constrain women’s financial inclusion. Awareness, as well as a
commitment to effect changes, can at least take the broad form of contributing to relevant national
dialogues. In some cases, the constraints might be directly addressed via regulatory or supervisory
reforms (e.g., revising inflexible collateral requirements that have the effect of penalizing women). In
other cases, the authorities can take the constraints into consideration when adopting new regulations,
policies and procedures, working around such constraints wherever possible.
The need to strengthen women’s legal rights44 is a fundamental underlying issue, with respect to the
ability to access and use financial services and otherwise, and encompasses such concerns as
landownership, co-titling of land holdings and inheritance laws that discriminate against women,
protection of assets and separation of assets between men and women (control over assets), and
restrictions to conduct certain activities (such as borrowing). Working to ensure legal parity (for example,
full ownership and control of assets on a par with men, including the right to inherit family assets) is
viewed a priority.45

Conclusions
The importance of increasing women’s financial inclusion is well understood, based on both
macroeconomic and microeconomic grounds, as well as on social grounds. The compelling case for
increasing women’s financial inclusion calls for a closer look at what financial authorities, both regulators
and supervisors, can do within their mandates to contribute substantively to this important public policy
goal.
Great promise lies in the rapid increase in the uptake of digital financial services by women. A solid
understanding and application of levers for expanding women’s digital financial inclusion within the
mandates of financial authorities can lead to the effective adjustment in policies, regulations, and
supervisory practices, all within the context of sound regulatory practice.

UN Secretary-General’s High-Level Panel on Women’s Economic Empowerment, Leave No One Behind: Taking
Action for Transformational Change on Women’s Economic Empowerment (New York: UN Secretary-General’s
High-Level Panel on Women’s Economic Empowerment, 2017).
44
An excellent resource on this topic is “Women, Business and the Law,” a World Bank Group project that collects
data on gender inequality in the law. The dataset diagnoses legal barriers limiting women's full economic
participation and encourages policymakers to reform discriminatory laws and regulations. See
http://wbl.worldbank.org/.
45
Women’s World Banking, Women’s Financial Inclusion: A Driver for Global Growth, 4.
43
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Seven areas of focus by financial authorities for advancing women’s digital financial services have been
put forth in this note for consideration:
1. Collection of gender-disaggregated data that will allow financial authorities to take stock of the
current state of women’s financial inclusion, and women’s digital financial inclusion in particular,
and to determine whether their policy objectives are being met, building awareness of its value;
2. Attention to the elements of financial infrastructure, particularly retail payments, that create a
better basis for the expansion of the usage of digital financial services by women;
3. Design of regulatory and supervisory frameworks to address digital financial services, ensuring
they are proportionate to the inherent risks and do not serve to stymie women’s financial
inclusion;
4. Enhancements to market conduct and consumer protection regimes that take into account the
specific circumstances of women accessing digital financial services;
5. Promotion of the importance of financial education as a critically important element to expand
women’s digital financial inclusion;
6. Supervisory oversight of board and senior management composition in financial institutions, to
increase women’s participation in the governance structures of licenced financial and nonfinancial institutions; and
7. Awareness of the relevance of cultural and societal issues that constrain women’s financial
inclusion, taking these constraints into consideration when revising or adopting new regulations
and undertaking supervision.
The potential of digital financial services to increase women’s access and usage of financial services and
consequently increase women’s economic participation, autonomy and empowerment is far from fully
realized. Financial authorities have numerous opportunities to play an enabling role in the emergence and
growth of digital financial services that will help meet the needs of underserved and unserved clients,
especially women.
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Introduction1
The global financial crisis that began in 2007 has triggered a comprehensive reform of the financial
regulatory architecture, as well as a profound rethinking of the effectiveness of financial supervision.
Potentially as a consequence (and partly an additional cause) of the post-crisis reforms, a major
transformation of the financial services industry is underway. A flurry of new business models, products
and services based on technological innovations is seen across the globe, commonly referred to as
“FinTech”. There is enormous potential for greater competition, consumer choice and convenience,
interoperability, operational efficiency through cost savings, and improved risk management.
The rise of FinTech raises questions to financial authorities, such as whether to expand the regulatory and
supervisory perimeter; whether new types of digital financial services fit existing regulations; how to
identify, monitor and mitigate the risks of FinTech innovations and FinTech firms. There are also
questions as to whether FinTech could lead to disintermediation and affect financial stability or change
how central banks operate.2 Finally, FinTech makes extensive use of a wide range of digital data managed
through computer networks often connected to the Internet, so the question arises as to whether
cybersecurity and data protection risks are well understood, managed and mitigated.
Financial authorities are looking into how to keep their financial systems stable while harnessing the
benefits of FinTech, and existing supervisory policies, procedures and resources may no longer be
adequate to address a fast changing landscape. In fact, several supervisory agencies are piloting or
implementing new approaches based on technological solutions3 developed by two subsets of FinTech,
which are discussed in more length in this Note: RegTech and SupTech. These new approaches may well
have a deep impact on financial supervision.

Objectives of this Note
This Note intends to provide introductory material for financial authorities to better understand:
•
•
•
•
•
•

The context in which FinTech, RegTech and SupTech have been developing;
The potential consequences of FinTech for financial supervision;
What RegTech means and how it could help financial supervision;
What SupTech means and how it could help improve supervision;
The emerging shift in supervisory approaches, driven by RegTech and SupTech; and
Initiatives to foster FinTech, RegTech and SupTech.

The Post-Crisis Context
The global financial crisis revealed important gaps and deficiencies in financial regulation and
supervision. As a result, a comprehensive and ongoing revamping of the global financial regulatory

1

This note was prepared by Denise Dias on behalf of Toronto Centre.
While noting that many innovations have not been tested through a full financial cycle, the Financial Stability
Board (FSB) has concluded that for the time being there are no compelling financial stability risks from FinTech.
See FSB (2017a). Taking a different view, staff from the Bank of Canada highlight that in the long run FinTech may
affect areas of responsibility of central banks by changing money demand and the industrial organization of the
financial system, which could affect monetary policy, currency demand, financial stability, and the need for a lender
of last resort. They also predict that FinTech could affect employment and productivity (Aaron et al, 2017).
3
The term “solutions” is used in this Note to mean software, computer applications and related products and
services offered by RegTech and SupTech firms.
2

|2

Return to Table of Contents

architecture is being overseen by the Financial Stability Board (FSB) and involves standard setting bodies
such as the Basel Committee for Banking Supervision (BCBS).4
In addition to responding to pressure to increase regulatory and supervisory effectiveness, many financial
authorities have also expanded their mandates to include responsibilities that some once considered
conflicting with the stability mandate, such as consumer protection, competition and financial inclusion.
These add to the challenge of allocating limited resources in a balanced manner. In part as a consequence,
authorities are ramping up their data collection efforts and rethinking their overall approach to
supervision.
One of the weaknesses exposed by the crisis was poor risk data gathering and reporting within banks,
which culminated with the BCBS issuing its Principles for Effective Risk Data Aggregation and Risk
Reporting in 2013. This was a key development, as the principles impose minimum standards for data
gathering and management, as well as for IT infrastructure, which could require additional investment in
technology and organizational restructuring. The increasingly complex global regulatory framework, the
growing regulatory reporting requirements, and the risk of expensive penalties as a result of the stricter
post-crisis standards, have all contributed to soaring regulatory compliance costs at financial institutions,
particularly for internationally active banks facing vast and sometimes conflicting regulations.

The FinTech Revolution
Financial Technology, or FinTech, has emerged mostly as profit-driven initiatives to explore business
opportunities such as untapped markets or markets that became less attractive or too costly for established
financial institutions, particularly in the post-crisis context (e.g., remittances to certain regions or
countries). In turn, this competitive force has been driving incumbents to innovate as well. FinTech can
also be seen as an ingredient of the decades-long digitization of services offered by established
institutions,5 and as a response to high compliance costs at established institutions and the need to solve
long standing weaknesses, such as poor risk data management.
The FSB (2017) defines FinTech as “technology-enabled innovation in financial services”, including in
this definition a mix of products/services (e.g., digital retail payments, digital wallets, FinTech credit,
robo-advisors, and digital currencies) and their underlying technologies. In order to fully understand
FinTech and permit an assessment of its risks and opportunities, it is useful to differentiate between the
businesses, the products and services, and the technology. Box 1 briefly explains some of the most
relevant technologies used in FinTech.

4

Other relevant standard setting bodies include the International Association of Insurance Supervisors (IAIS), the
International Organization of Securities Commissions (IOSCO), the Committee on Payments and Market
Infrastructures (CPMI), the Financial Action Task Force (FATF), and the International Association of Deposit
Insurers (IADI).
5
Digitization of financial services has been relatively gradual in developed countries, while the speed of change in
developing countries – where many people are leapfrogging from not having any access to financial services to
using digital financial services – has been much faster.
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Box 1: Key technologies in FinTech6
• Application Program Interface (API) – APIs are definitions, protocols and tools that specify
how different software should interact. They allow the development of computer programs such
as personal finance management applications that access a person’s bank (or other) account
information to provide a range of facilities (e.g. financial management tools).
• Artificial intelligence (AI) - artificial intelligence is the science of making computer programs
perform tasks such as problem-solving, speech recognition, visual perception, decision-making
and language translation. AI has numerous applications and is increasingly used in the financial
sector (e.g., robo-advice, transaction authentication). Increases in data processing and storage
power, as well as advances in some of its sub-sets, most notably machine learning, have boosted
AI in the recent years.
• Machine learning – machine learning can be considered a sub-field of AI that focuses on giving
computers the ability to learn without being specifically programmed for such through handinputted codes. It is focused on parsing out and learning from large amounts of data, in order to
make a determination or prediction. Machine learning uses a variety of techniques, including
neural networks and deep learning. In the past, AI tried to mimic human behavior through rulesbased methods, i.e., logic-based algorithms. Today, machine learning is data-based, that is,
computers analyze a large volume and variety of data to recognize patterns, which do not need to
be intuitive or rational, or translated into programming codes. This type of machine learning is
already having impact on financial services and financial supervision.
• Internet of Things (IoT) – IoT is not a technology per se, but a concept. It uses several
technologies with the purpose of connecting everyday life devices (e.g., refrigerators, house
alarms, mobile phones, cars) to the Internet in order to provide value to the customer, including
facilitating financial transactions such as purchases and bill payments, or providing security
services, among many other applications.
• Big Data analytics – Big Data is a loose term to refer to large volumes of unstructured (e.g.,
emails, Internet traffic) and structured (e.g., databases) data whose analysis is not possible using
traditional analytical tools. It includes data collected through networks such as the Internet or
corporate intranets, and other data that organizations generate and store in the normal course of
their businesses. Big Data analytics focuses on, for instance, discovering patterns, correlations,
and trends in the data, or customer preferences. It can be based on machine learning or other
technologies.
• Distributed ledger technology (DLT) – A distributed ledger system is a database shared between
multiple parties (nodes) to execute mutually agreed-upon transactions based on some consensus
mechanism. The key feature is that all nodes have identical versions of the data, dispensing with a
central trusted party (e.g., a clearinghouse). These characteristics make cyber attacks and data
alteration difficult. Often, the terms “blockchain” and DLT are used interchangeably, but
blockchain is a type of DLT, which was popularized by Bitcoin starting in 2009. In the Bitcoin,
the ledger of transactions is as a series of blocks of data linked together through cryptography (the
blockchain) based on the work of “miners” (nodes who continuously solve cryptographic puzzles
6

CPMI (2017), Wikipedia, http://www-formal.stanford.edu/jmc/whatisai/node1.html,
https://blogs.nvidia.com/blog/2016/07/29/whats-difference-artificial-intelligence-machine-learning-deep-learningai/, http://www.machinedesign.com/industrial-automation/what-s-difference-between-ai-and-machine-learning,
techterms.com.
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to validate transactions that will comprise the blockchain). There are many potential applications
for DLT, such as cryptocurrencies, central bank fiat currencies, public registries (e.g., property,
birth and identity registries), and smart contracts. DLT could have profound impacts in the
financial sector by creating efficiency gains (e.g., streamlining back-office for trade finance and
other areas), changing financial and non-financial infrastructures, changing roles of central
counterparties, etc.
• Smart contracts – a smart contract is a digital contract that can self-execute automatically when
conditions are met. Using DLT to create and execute contracts has potential benefits such as
immense process and cost efficiencies, and interoperability. Examples of DLT used as smart
contracts platforms are Ethereum and Corda (by R3, a consortium of international banks
developing DLT to financial services).
• Cloud computing – cloud computing is the use of remote and shared servers hosted on the
Internet to store, manage and process data, rather than servers and computers owned and locally
maintained by each user of the cloud (e.g., a bank). It has significantly increased the capacity of
financial institutions and other organizations to generate, store, manage and use data with lower
costs and higher flexibility.
• Cryptography – cryptography is the science of protecting information by transforming it into a
secure format (i.e., by encrypting it). While it has traditionally focused on the exchange of
cryptographic algorithms developments in quantum computing are driving the transformation of
cryptography methods (current algorithms rely on mathematical problems that could be relatively
easily solved by powerful quantum computer, so cryptography will need to evolve to techniques
that continue to hold when quantum computers become mainstream).
• Biometrics – biometric technology relates to the digital capture and storage of unique

characteristics of individuals, such as customers (e.g., fingerprint, iris, voice, face) primarily with
the purpose of increasing the security (and convenience) of financial transactions.
FinTech innovation can be developed and used by both new firms coming from outside the traditional
regulatory and supervisory perimeter (hereafter “FinTech firms”) and established financial institutions,
including banks, insurance companies and others. FinTech firms can be small start-ups or even tech giants
such as Apple, Google and Tencent (China).
Numerous innovations in financial products and services are observed across the globe, some of which
are summarized in Box 2.
Box 2: Examples of financial products and services using FinTech
• Digital payments and e-money – FinTech innovations are increasingly explored for wholesale
payments, but most of the action is in the retail payments. Particularly in developing countries,
where cash accounts for the bulk of retail payments and where payment (debit and credit) cards
are not widely used, FinTech firms offer options for peer-to-peer transfers, bill payments, and
electronic purchases. In many cases these services are attached to an e-money product, i.e., a
digital wallet where customers can hold monetary value for an undetermined period of time. A
pioneer was Kenya’s M-PESA, offered by Safaricom, a mobile network operator, but there are
numerous other examples. These products may also be tied to savings accounts or insurance
products.
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• International remittances – there is a wealth of FinTech innovation focused on large
international remittances corridors. FinTech has been simplifying procedures and cutting the
costs of transfers, including to serve the undocumented diaspora in a variety of countries. The
services may be based on e-money products, traditional bank accounts, cryptocurrencies (see
below), or combinations of these.
• Personal and business loans – FinTech credit is a burgeoning market and can take many forms
and target various customer segments, including low-income borrowers and micro, small and
medium enterprises. Most often, FinTech credit utilizes novel credit scoring methods based on
alternative data collected outside of the financial sector (e.g., Big Data, bill payments history,
mobile phone usage). Many products are based on automated credit decisions, whereby a
customer applies for and has her loan disbursed in only a few minutes, simply by pushing some
buttons on her mobile phone.
• Peer-to-peer (P2P) lending platforms – within FinTech credit, an important development is
peer-to-peer lending platforms, which are mostly Internet-based services provided by a FinTech
firm where lenders and borrowers “meet”. Platforms vary widely in format and operating rules.7
• Crowdfunding platforms – Crowdfunding platforms are mostly Internet-based services
provided by FinTech firms to facilitate funding/investment opportunities, including equity
investment and donations. Like P2P lending platforms, these vary widely in shape and operating
rules.8
• Robo-advisors – robo-advisors (also called “automated” or “digital investment” advisors) are
online platforms that provide services such as financial advice and, most often, portfolio
management, with minimum or no human intervention.
•

Cryptocurrencies – Bitcoin was the first widely used cryptocurrency, but many others have
been created since 2009, when Bitcoin was launched. Cryptocurrencies are not issued by
government authorities and are not usually recognized as and do not represent fiat currency. Like
Bitcoin, other cryptocurrencies are based on DLT. Individuals and companies can acquire and
sell cryptocurrencies by being parties in the distributed ledgers, or by using specialized
cryptocurrency online exchanges.

FinTech can impact financial sectors in four major ways:
1. by increasing competition, expanding consumer options, democratizing access to financial
services – particularly in developing countries – and driving further innovation as a consequence.
Innovations create new product/service features and new commercialization strategies and
channels;
2. by increasing efficiency due to innovation in:
a. relevant infrastructures such as payment systems infrastructure, credit information
systems, and public registries (e.g., collateral registries, land registries, and ID systems).
One example is know-your-customer (KYC) utilities, i.e., facilities that can be used by

7
8

For further descriptions, see FSB (2017b).
Note that IOSCO (2014) classifies P2P lending as a type of crowdfunding.
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multiple financial service providers, and which streamline the collection and exchange of
client identification data;9
b. back-office and frontline procedures at traditional financial institutions, as well as in their
decision-making process. This includes improvements in risk management and regulatory
compliance (see discussion on RegTech below). More often, the adoption of innovation
by established institutions relies on partnerships with FinTech firms, which assume
specialized roles, such as providing credit scoring, insurance pricing tools, KYC utilities,
prepaid account management, and communications automation.10 For instance, although
large banks own a vast quantity of customer and transactional data, often their legacy
systems and data analytics capacity are not adequate to extract business intelligence in a
timely and cost-effective manner. Hence, they turn to FinTech firms for advanced data
analytics, including Big Data analytics.
3. by creating new investment opportunities for established institutions. Banks and insurers are
increasingly investing in and buying out FinTech firms, as part of their broader investment
portfolio, and some are also sponsoring FinTech incubators to generate investment opportunities.
4. by improving financial supervision (see discussion on SupTech below).

What Does the New Landscape Mean for Supervisors?
The opportunities and the risks introduced by FinTech relate to i) the innovative use of data; ii) the
underlying technologies (see Box 1); iii) new players (e.g., FinTech firms) and business models; and iv)
new products and services. FinTech uses large amounts and new types of digital data (e.g., Big Data),
which was made possible by the development of advanced data analytics and processing capacity. This
new data-intensive era is characterized by the “3 V’s”: high velocity, large variety, and big volumes of
data, raising concerns for data protection and privacy, bank secrecy, cybersecurity, and data management.
For instance, how to enforce customer consent requirements when any type of data can be used, even if its
original collection had nothing to do with financial services (e.g., “likes” on Facebook, Google maps
locations), or when financial transactions are seamless and automatized in the IoT? Are regulations on
cross-border data flows adequate for the IoT and cloud computing? What constitutes “personal” data in
this context, and who should own it: customers or the entities collecting the data?11
Most technologies used in FinTech are not new (e.g., cryptography, cloud computing, AI), but recent
advances in these technologies (e.g., new approaches to machine learning) and the infrastructures they use
(e.g., Internet and wireless services) allow more extensive and innovative use to permit new types of
financial products and business models. One new technology in particular, DLT, is drawing increased
attention by financial authorities. DLT’s strengths are its transparency and security related to its
decentralization and the blockchain, but these same characteristics create regulatory complexities. How
do privacy and liability work in a decentralized system? What about the “right to be forgotten” and how
to reverse transactions when data is stored in an immutable blockchain? What jurisdiction’s regulations

9

For instance, the Monetary Authority of Singapore (MAS), in partnership with other domestic authorities, is rolling
out MyInfo, a KYC utility for banks (https://www.singpass.gov.sg/myinfo/intro).
10
This joining of forces is sometimes referred to as the “disaggregation” or “horizontalization” of the financial
services value chain, in which banks and other financial institutions focus on their different core capabilities to
exploit synergy gains in their relationships with FinTech firms.
11
A related issue is “open banking”, now required in Europe under the Second Payment Services Directive, which
requires banks to allow third parties such as FinTech firms to access the data of customers who authorize it.
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apply when distributed ledgers can be borderless? Should supervisors be participants in distributed
ledgers? Which supervisor(s)? Should there be supra-national supervisors for DLT? 12
FinTech firms play a variety of roles which could benefit customers and financial sectors, but a plethora
of issues arise, such as whether these players (and which ones among them) should be regulated and
supervised, whether they fit the exiting regulatory framework, introduce risks to national payment
systems, accelerate financial disintermediation, pose risks to partner financial institutions, or introduce
poor business practices. Questions also arise with new products and services, including whether deposit
insurance should apply to e-money issued by FinTech firms, whether and how to regulate
cryptocurrencies and FinTech credit, whether to regulate the algorithms used in robo-advisory and other
services based on automated decision-making to ensure consumer and investor protection, etc.
It is a complex and fast changing environment. Even if there were no FinTech revolution underway, the
post-crisis pressure for greater supervisory effectiveness and the expanding statutory mandates of
financial authorities are already overwhelming developments. How to deal with this challenging context?
Are the current approaches to regulation and supervision still adequate? How to spur healthy innovation
while achieving supervisory effectiveness? At least part of the answer to these questions is FinTech itself.

RegTech, SupTech and What They can do for Supervisors
An Overview
In much the same way technology is changing the financial industry, it is also changing how the industry
and financial authorities implement and enforce regulations. Regulatory Technology (RegTech), defined
as a sub-set of FinTech, has been growing strongly in the last couple of years and has attracted numerous
start-ups as well as giants like IBM and global consultancy firms.13 As in other areas of FinTech, there is
not yet an agreed upon definition of RegTech and its typology. The Institute of International Finance (IIF)
defines RegTech as “the use of technologies to solve regulatory and compliance requirements more
effectively and efficiently”.14 Similar definitions can be found, but all seem relatively limited in the face
of the promise that RegTech holds to overhaul not only regulatory compliance and risk management by
regulated financial institutions, but also the nature of regulation and supervision.
RegTech focuses on technology-based solutions to attenuate or solve regulatory and supervisory
challenges, including the challenges posed by the expansion of FinTech. It leverages digital data and
computer networks to substitute old-style processes, organizational and IT structures, analytical tools and
improve the decision-making process. The technologies used in RegTech are the same ones used in
broader FinTech (summarized in Box 1). As in other areas of FinTech, a key element is the 3 V’s of data,
including new types and sources of greater volumes of data that may have not been “usable” up to now
(e.g., e-mails, PDF files, voice recordings, Internet traffic, social media, etc.). A combination of
technologies and innovative processes are deployed to modernize data gathering and data analytics, with
the purpose to generate more refined and/or timely intelligence to feed the regulatory compliance and risk
management functions at financial institutions, or to benefit the regulatory and supervisory processes at
financial and supervisory authorities.

12

For further explanation of how DLT works, see CPMI (2017). For an overview of policy and regulatory
implications of DLT, see Cermeño (2016).
13
There are two recently created RegTech industry bodies: the RegTech Council (https://regtechfs.com) and the
International RegTech Association – IRTA (https://regtechassociation.org).
14
IIF (2016).
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RegTech can be divided into two sub-segments: RegTech for financial institutions and RegTech for
supervisors and regulators, or SupTech.15

RegTech for Financial Institutions
Significant business opportunities for RegTech arise from the trade-off between the need to stay
compliant with ever-changing regulations and the need to cut costs to remain profitable. Accordingly,
most of RegTech today centers around solutions for regulated financial institutions, helping them comply
more efficiently and with greater certainty with regulations and improve risk management, while cutting
costs. While the market is still developing, the following areas of RegTech can be identified:16
1. Compliance
This represents a good part of RegTech today. Examples include enterprise-wide solutions for
identifying and keeping track of changes in regulatory requirements, at local or global levels, and
solutions for automated real-time monitoring of compliance levels and compliance risk, based on
the analysis of operational and other data (e.g., employee monitoring, historical email analysis,
human behavior analysis, trade communication analysis). This form of automated compliance
may be called “dynamic compliance”, i.e., regulatory requirements are embedded into IT
protocols to ensure continuous compliance and confirm whether the data reported to supervisors
is accurate and relevant. This type of RegTEch can dramatically reduce the costs of manual
compliance procedures. A wave of start-ups and a few tech giants operate in this arena to help
institutions keep up-to-date with regulatory requirements, identify potential financial crimes, and
manage financial risk. Numerous other topic-specific solutions can be found, e.g., for
cybersecurity, shareholder disclosure, automated audits, etc.
2. Identity Management and Control
Another important area in RegTech focuses on counterpart due diligence and KYC procedures,
anti-money laundering (AML) controls and fraud detection. For instance, digitalization of client
or partner onboarding processes, digitization and sharing of customer/partner information,
gathering and analyzing customer and transaction data, and identifying suspicious transactions
based on automated triggers and constantly updated customer/partner profiles. KYC utilities
based on DLT or other technology are also included in this area of RegTech.
3. Risk Management
This area focuses on tools to improve the risk management process at financial institutions, by
bringing efficiencies to the generation of risk data, risk data aggregation, internal risk reporting,
automatically identifying and monitoring risks according to internal methodologies or regulatory
definitions, and creating alerts and automated actions triggered when pre-determined risk levels
are reached. These solutions may rely on advanced data analytics supported by machine learning
or other AI applications.
4. Regulatory Reporting
This is a crucial area for supervisory agencies and a central element in regulatory compliance.
RegTech solutions help automate and integrate regulatory reporting requirements to cut costs, and

15

SupTech is not a term widely used in RegTech events or publications, but it is used in this Note to facilitate the
differentiation of RegTech’s two sub-segments.
16
Based on Deloitte (www2.deloitte.com/lu/en/pages/technology/articles/regtech-universe.html) and IIF (2016).
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streamline and increase the accuracy and timeliness of reporting, including making real-time
reporting possible.17
5. Transaction Monitoring
This area focuses on conduct-of-business requirements, and solutions offer real-time transaction
monitoring and auditing, such as by using DLT, end-to-end integrity validation, anti-fraud and
market abuse identification systems, back-office automation (post-transaction settlement, closing
procedures), and risk alerts.
6. Trading in Financial Markets
This area relates to the automation of the numerous procedures related to transacting in financial
markets, such as calculating margins, choosing central counterparties and trading venues,
assessing exposures, complying with good conduct-of-business principles, etc.
A useful consideration is whether RegTech solutions are developed and implemented separately by
individual financial institutions in bilateral partnerships with FinTech firms, or whether financial
institutions cooperate to jointly build or use a third-party solution to achieve efficiency gains – the
“shared utility model”. Examples of the shared utility model include regulatory reporting utilities and
KYC utilities.

SupTech (or RegTech for supervisors)
RegTech does not stop at regulated institutions: SupTech is starting to tackle challenges faced by
supervisory agencies. As in RegTech, solutions are automating and streamlining administrative and
operational procedures, digitizing data and working tools, and improving data analytics. Some financial
authorities are also exploring opportunities to automate the regulatory process (see 0 below). Increasingly,
innovations bet on an emerging revamping of financial supervision itself, a shift away from current
approaches based on past data, lengthy onsite inspections and often delayed supervisory action, towards a
pro-active, forward-looking supervision that relies on better data collection and sophisticated data
analytics, and greater storage and mobility capacity such as by using cloud computing. Many supervisory
agencies are specifically looking into how DLT could be used to help advance their objectives.
Transforming Supervisory Data
A critical step in transforming financial supervision is improving one of its most important inputs: data.
SupTech can help in, for instance, reducing time-to-report, collecting much more granular financial and
transactional data without facing undue costs, expanding data utilized beyond institution-reported data,
and reducing or eliminating manual processes in the aggregation and collection of data.
Currently, the prevalent approach to data collection by supervisory agencies (and other financial
authorities) is periodically (daily, monthly, quarterly, annually) collecting aggregate business data (the
bulk of which is financial data) in the shape of standard report templates. In some cases the data may be
organized and reported in Excel spreadsheets or even in hard copy. Each department at financial
authorities may have their own report templates using different formats or formulas, even though much of
the underlying data may well be the same. The current focus is on “documents”, i.e., report templates,
rather than on the primary data that constructs the desired reports. The downsides of the prevalent
“template-based” approach are:18
17

This area is influenced by the complexity of the post crisis risk data aggregation and reporting requirements, such
as those related to capital, liquidity, stress testing, FSB’s requirements on recovery and resolution plans, reporting
on OTC derivatives, etc.
18
Based on CGAP 2017 (forthcoming); Nejman et al (2014); and Piechocki & Dabringhausen (2015).
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1. Limited flexibility for the supervisor to manipulate data and create customized indicators to
support differentiated analyses;
2. The data aggregation process at financial institutions, especially large institutions with multiple
systems from which data is pulled, can be costly and often involve manual procedures;
3. High costs of reporting granular or more data when using templates, due to the system
adaptations that are necessary to be implemented by reporting institutions;
4. Potential inconsistency of indicators across different templates, due to errors in calculations and
coding, or misinterpretation of data points;
5. Missing data points (blank data fields);
6. Data validation at the aggregate level, which leaves room for errors and misreporting;
7. Large number of templates, often overlapping with each other, increasing compliance costs.
There is an emerging shift toward requiring more granular and frequent data to support more effective,
intrusive and intensive financial supervision. Many post-crisis regulations require financial institutions to
report a large set of data on individual operations, such as security-by-security, and loan-by-loan
reporting. Technology is needed for this shift because trying to increase data scope, frequency and
granularity using the template-based approach would be too costly and could reduce data quality and
increase the burden on supervisory agencies and institutions alike.
Collecting granular data that is not constrained by pre-formatted templates gives more flexibility to
supervisors to build customized indicators and ensure the calculation is correct and harmonized across
reporting institutions, to create any desired report in any format at any time, and to conduct a much wider
range of analysis. Granular data could give richer and more timely supervisory insights, particularly if
advanced data analytical tools are used. Also, if adequate institutional arrangements are in place, granular
data reported only once could meet the needs of different departments at supervisory agencies, or
different financial authorities in a country that need similar data.
SupTech offers a path for shifting away from templates and manual procedures. For instance, it could
support:19
1. Data-input approach – reporting institutions automatically package business data in a standard
and highly granular format according to specifications (e.g., taxonomy) by the supervisory
agency and send it to a central database. No aggregation is done prior to reporting, which reduces
the compliance costs compared to the template-based approach, and helps avoid errors or losses
during aggregation. See Box 3.
Box 3: OeNB's data-input approach to regulatory reporting
The Austrian central bank, OeNB, has revamped its data collection mechanism to shift away
from templates and to produce higher quality and more timely granular bank data, with a higher
level of integration between OeNB and banks’ operational systems. The new system has been
debated within Europe and may end up encouraging other European authorities to make similar
shifts. See Piechocki & Dabringhausen (2015)
2. Data-pull approach – raw (non-standardized) business data is sourced directly from the
institutions’ operational systems by automated processes triggered and controlled by the
supervisory agency, and only later standardized by the agency itself, using Suptech solutions.
19

Based on CGAP 2017 (forthcoming).
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3. Real-time access – the supervisor pulls or “sees” operational data at will (rather than at predetermined reporting periods) by directly accessing the institutions’ operational systems, which
could include monitoring transactions in real time basis.20
4. Reporting utilities – SupTech can create reporting utilities, i.e., centralized structures that
function not only as a common database of reported granular data but also as a repository of the
interpretation of reporting rules, in a format that is readable by computers (this may be called a
“semantic reporting utility”). Reporting utilities could reduce the costs and inefficiencies of the
current reporting environment, in which each reporting institution designs and implements its
own processes and interpretations of the reporting rules, often relying on external legal advice for
complex regulations. Together with machine-readable regulations (i.e., regulations issued as
programming codes that can be assimilated immediately by institutions’ operational systems,
without the need for a human to interpret them), reporting utilities could “industrialize” (i.e., fully
automate) the reporting value chain.21
5. Gathering intelligence from unstructured data – in addition to transforming regulatory
reporting, SupTech is also creating opportunities for supervisory agencies to collect and analyze
unstructured data (i.e., data that is not organized in databases) with greater efficiency, which
could relieve supervisors from time-consuming tasks such as reading numerous PDF files,
searching the Internet, etc. Relevant data could include, for instance, Big Data, corporate
websites, marketing materials, consumer agreements, social media, and information created
internally at the supervisory agency but kept in unstructured formats (e.g., inspection reports,
emails, official communications, meeting minutes, licensing applications, etc.).
6. Regulatory submissions and data quality management – although many supervisory agencies,
in particular in developed economies, have fully automated procedures to manage submissions by
reporting institutions and manage the quality of the reported data, including running validation
tests, new SupTech products and services are being offered specifically for submission and data
quality management, which could benefit supervisors in jurisdictions where these tasks involve
manual procedures.
A New Era of Financial Supervision and Regulation Fueled by SupTech
New data collection mechanisms are a building block in an emerging paradigm shift in financial
supervision. Technology creates opportunities for the development of sophisticated and data-intensive
approaches to supervision. SupTech firms offer an increasing range of products and services, from
standardizing, digitizing and automating basic supervisory procedures and working tools such as
inspection reports, to solutions that could radically change financial supervision by expanding supervisory
scope, transforming procedures and techniques, and increasing timeliness of supervisory assessments. A
few examples of SupTech applications are highlighted below (though most are still in concept or, at the
most, pilot phase):
• Real-time supervision, by looking at data as it is created in the regulated institutions’ operational
systems;
• Exceptions-based supervision, in which automated checks on institutions’ data and other
information automatically collected and analyzed by the supervisory agency identify “exceptions”
or “outliers” to pre-determined parameters for expected behavior, triggering supervisory action;
See the explanation of how the UK FCA would “pull” data from regulated firms, a discussion that was part of
FCA’s Regulatory Reporting TechSprint 2016: https://www.youtube.com/watch?v=tG4kNsveVqY..
21
See a presentation about a proposed reporting utility for the UK, also prepared for the FCA’s Regulatory
Reporting TechSprint 2016 at https://www.youtube.com/watch?v=BqieH_Bm2-U.
20
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•
•
•

Automated implementation of supervisory measures, such as sending a (automatically created)
direction for capital increases based on automated data analysis, and decision-making;
Algorithmic regulation and supervision in areas such as high-frequency trading, algorithm-based
credit scoring, robo-advisors or any service or product that automates decision-making;
Dynamic, predictive supervision by using machine learning, which could move supervisors to take
supervisory actions in a preemptive manner based on predictive behavioral analysis.

Some of the above examples could mean a radical departure from current supervisory approaches and
raise a range of opportunities and questions for financial authorities across the globe. The intensive use of
digital data and the automation of supervisory procedures could result in important efficiency and
effectiveness gains that many authorities seek. But it could bring new problems and uncertainties, for
instance, by making the impact of potential cyberattacks or operational failures much more serious than
when using manual and paper-based procedures. Risk management at supervisory agencies would need to
improve accordingly. Also, how much automation is too much? To what extent can machines substitute
human judgment in supervision? Are supervisory agencies capable of critiquing and controlling the
quality of the predictions and intelligence generated by new technologies such as machine learning and
Big Data analytics? Finally, how will technology change (or not) exiting risk-based supervisory
frameworks?
In addition to supporting new supervisory approaches, SupTech promises to transform the regulatory
process as well. For instance, there are at least a few authorities exploring how to develop machinereadable regulations. Once in the institutions’ systems, the regulation (which is in the form of codes)
could interact with RegTech compliance solutions to impact the business, for example, by sending alerts
to managers about the need to change capital allocation, interest rates, reporting, etc., or other more
complex applications. Machine-readable regulations could be incorporated into reporting utilities to fully
automate the reporting process, eliminating the need for institutions to seek legal advice to interpret the
regulations and spend programming time to change reporting protocols in IT systems. Machine-readable
regulations could also help institutions and supervisory agencies more rapidly and accurately estimate the
impact of regulatory changes, streamline industry consultations when considering regulatory reforms, and
reduce regulatory complexity over time.
Lastly, although still a frontier area, supervisory agencies will need to consider how to position
themselves when DLT becomes mainstream in financial services. Similar to the concept of having realtime access to the business data generated and stored in the operational systems of regulated institutions,
supervisors could, for instance, become participants in distributed ledgers, which would allow them not
only to have real time access to transaction information, but also have a say in the rules of the ledger and
on whether each transaction should (or not) be completed.

Encouraging FinTech, RegTech, and SupTech
Many authorities have demonstrated keenness to encourage innovation in FinTech, as well as RegTech
and SupTech, that could address current challenges for supervisory agencies and financial institutions
alike. There are several initiatives taking root in an increasing number of countries, and most seek to build
a collaborative environment from which both the supervisory agency and financial institutions (including
FinTech firms of all sorts) can benefit. The most commonly cited initiative is the regulatory “sandbox,”
which is a controlled environment created by the financial authority for regulated or unregulated, start-up
or incumbent, institutions to test innovations for a certain period and according to certain rules. There are
many possible ways to structure a sandbox and the practice varies across countries. It could, for instance,
give temporary exemption from regulatory or licensing requirements, or confirm that a particular
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innovation will not be subject to specific regulations. In all cases, the results of the sandbox are intended
to be used as an input for the regulatory and supervisory agencies.22
Other initiatives are FinTech offices (which can also be called Hubs, Labs, or other terms) and FinTech
events. FinTech offices are specialized units within financial authorities, dedicated to FinTech issues,23
which may function as a single point of contact to help FinTech firms navigate the regulatory and
licensing framework, to study FinTech developments, to act as an internal resource center, and to
disseminate information to the public. FinTech events can be organized by FinTech units and can include
roundtables, seminars, conferences and hackathons (a challenge in which FinTech firms seek to solve a
specific problem posed by the event organizer). The objective of such events can be to foster the
development of solutions to specific challenges (e.g., regulatory reporting, KYC), although some
authorities may have broader goals.
In addition to the above, regulators may also be pro-active and participate in or sponsor FinTech
Accelerators and FinTech Incubators, which are more often initiated and sponsored by the private sector,
including established financial institutions. There are numerous examples of, for instance, large banks in
various regions of the globe encouraging FinTech development by providing a physical space for
innovators, and organizing knowledge sharing events and competitions in which prizes or financing are
given out to the winners.
Actively collaborating with FinTech, RegTech, SupTech firms could help financial authorities more
easily identify impediments to innovation, such as regulatory hurdles or difficulties presented by current
practices (e.g., lack of harmonized data standards and definitions) and IT systems (e.g., outdated reporting
portals). For instance, given that most innovation is based on intensive use of digital data, an area that
could pose obstacles is data management and data sharing regulations, which could prohibit the use of
cloud computing, shared utilities and other innovations. IT regulations that are not technology neutral
may also present challenges.24 Collaboration and engagement help in the identification of such challenges
and consultations about possible solutions.

Conclusion
The current regulatory, supervisory and market landscape for financial authorities is highly complex and
fast changing. Regulations have been revamped in the aftermath of the financial crisis to deal with
weaknesses in conduct and risk management, and to increase supervisory effectiveness. In parallel, and in
part as a result, a wave of FinTech innovation is sweeping the globe, introducing risks related to new
technology, business models and new products and services. But FinTech also has significant potential to
contribute to objectives such as increasing the efficiency of financial sectors, and promoting competition
and financial inclusion, so a balanced reaction from the authorities is needed. This new reality requires
reviewing regulations and assessing whether current supervisory approaches remain adequate, or whether
a shakeup is needed.
22

Examples of authorities that have implemented regulatory sandboxes or similar concepts include: Abu Dhabi
Global Market, Australia’s Securities and Investment Commission (ASIC), the Hong Kong Monetary Authority
(HKMA), Bank Negara Malaysia, the Netherlands’ Financial Market Authority (AFM), the Monetary Authority of
Singapore (MAS), the UK’s FCA, and the US’ Consumer Financial Protection Bureau (CFPB).
23
Examples include the LabCFTC of the US Commodities Futures Trading Commission
(http://www.cftc.gov/PressRoom/PressReleases/pr7558-17), the Bank of England’s FinTech Accelerator
(http://www.bankofengland.co.uk/publications/Documents/news/2017/029.pdf), the UK FCA’s Innovation Hub
(https://www.fca.org.uk/firms/innovate-innovation-hub), the FinTech office of the Monetary Authority of Singapore
(http://www.mas.gov.sg/news-and-publications/media-releases/2016/new-fintech-office.aspx) and the OCC’s Office
of Innovation (https://www.occ.gov/topics/responsible-innovation/index-innovation.html).
24
Examples of regulatory hurdles that could pose obstacles to FinTech are listed in IIF (2016).
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Recent and emerging developments in RegTech and SupTech offer opportunities for authorities to deal
with the current landscape. RegTech could transform regulatory compliance and risk management at
financial institutions, while SupTech could increase supervisory effectiveness and efficiency. Solutions
that use advanced data analytics and technologies such as machine learning to rapidly process and
produce intelligence out of a large volume and variety of digital data could lead to more timely (or realtime), dynamic and even predictive, supervision, allowing supervisors to extract knowledge from data that
would be otherwise inaccessible. SupTech could also transform the way regulations are drafted, discussed
and adopted, by creating machine-readable regulations. A new era in supervision and regulation will not
be reliant on one or two technologies, but on the combination of many technologies. Financial authorities
need to understand what’s being offered, and should seek to take full advantage of available solutions.
RegTech and SupTech could lead to major paradigm shifts, which could be relevant to authorities in both
developed and developing economies. Arguably, developing and low-income countries, where legacy
banking IT systems and supervisory procedures may have shallower roots, could adopt RegTech and
SupTech to leapfrog to a new era more easily or faster than developed economies with more complex and
well-established financial systems and supervision (where the shift may be more gradual). In any case, it
is crucial to avoid adopting new technology without having a strategic and overarching long-term view of
where financial supervision should head in each particular jurisdiction.
Paradigm shifts can only succeed with the right mindset and leadership at regulatory and supervisory
authorities, since they require a profound cultural transformation. Authorities need first to recognize that
they must change and be strategic in reviewing existing approaches, organizational structures, IT systems,
and technical skills. They need to understand and monitor developments in FinTech and in particular in
RegTech/SupTech in their jurisdictions (and beyond), which could be done in part through closer
engagement with industry players, including currently unregulated FinTech firms. Building specialized
knowledge through innovation offices or similar units may also be beneficial. As the Silicon Valley
mantra goes, “the expected impact of technological change tends to be overestimated in the short run but
underestimated in the long run”.25 A proactive attitude towards innovation will ultimately help financial
authorities navigate the sea of change to foster market development while curbing excessive risks.

25

Aaron et al (2017), p. 2.
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Introduction1
The speed and the diversity of global financial innovation have accelerated in the past few years, often
spurred by technological developments and the rise of FinTech, RegTech and SupTech.2 Given the
potential benefits and risks of innovation, financial regulatory and supervisory authorities (hereafter
“authorities”) have not been mere spectators. Many authorities have assumed an active role in making the
regulatory framework more attractive for innovators, and taking additional steps to encourage innovation.
The ultimate goal is to balance and advance the authorities’ statutory objectives, which may go beyond
promoting safety and soundness of financial institutions and financial stability, to combating financial
crime, promoting financial inclusion, increasing the efficiency of payment systems, promoting
competition and protecting financial consumers.
The Basel Committee on Banking Supervision (BCBS) has recognized the need to balance competing
objectives, recommending that authorities minimize the risk of inhibiting beneficial innovation and learn
from each other’s approaches to interacting with innovative players.3 One approach – regulatory
sandboxes – has been drawing increased attention by authorities in both advanced economies and in
emerging markets and developing economies (EMDEs). Over 20 authorities have created regulatory
sandboxes only in the last few years.4
Regulatory sandboxes may offer potential benefits. They could encourage innovators to come forward
with new ideas that may not necessarily fit existing regulations and allow them to test such ideas with the
blessing of the financial authority. With the right mindset and resources in place, sandboxes – in
particular when they are part of a broader package of initiatives to encourage innovation and spur
competition – could have positive results and also function as a conduit for richer engagement and mutual
learning between the authorities and the industry. However, the evidence on their effectiveness is still
sparse and sandboxes do not come without risks.
This Note explains the concept of regulatory sandboxes and discusses their potential benefits and risks. It
seeks to help authorities identify issues that need to be taken into account before deciding to create and
while designing a regulatory sandbox.

Innovation and the Role of the Financial Authorities
Innovation is transforming key features of wholesale and retail products and services, delivery channels
and customer interfaces, market infrastructures, back-office procedures, and business models. It is
impacting multiple financial sectors and is also changing the way the authorities operate and make policy.
Not all innovations are good, however. Some innovation could contribute to the statutory objectives of the
authorities, some could be neutral, and others could undermine those objectives. New technologies or new
product or service designs may not neatly fit within the existing regulatory framework, which can create
uncertainties to both innovators and the authorities.
1

This note was prepared by Denise Dias on behalf of Toronto Centre.
See definitions in Denise Dias, “FinTech, RegTech and SupTech: What They Mean for Financial Supervision,”
Toronto Centre Note (Toronto: Toronto Centre, 2017).
http://res.torontocentre.org/guidedocs/FinTech%20RegTech%20and%20SupTech%20%20What%20They%20Mean%20for%20Financial%20Supervision.pdf.
3
Basel Committee on Banking Supervision, “Sound Practices: Implications of Fintech Developments for Banks and
Bank Supervisors ([Basel: Bank for International Settlements, August 2017),
http://www.bis.org/bcbs/publ/d415.htm.
4
Ivo Jenik and Kate Lauer, “Regulatory Sandboxes and Financial Inclusion,” CGAP Working Paper (August 17,
2017), 1, http://www.cgap.org/blog/regulatory-sandboxes-potential-financial-inclusion.
2
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In this context, one could argue that at the extremes the authorities have two strategies at hand. If an
enabling regulatory framework exists and accommodates a range of innovation and innovators, the
authorities could observe developments and only act if and when risks have materialized at some scale (a
passive, ex post approach). Alternatively, if the framework poses obstacles to innovation, the authorities
could proactively reform the legislation or regulation to eliminate those obstacles.5
In practice, the reality often is more complex and there are numerous intermediate scenarios. For instance,
enabling regulations may exist, but the authorities might take unnecessarily restrictive ex-post action
based on a lack of understanding of the risks inherent in the innovations. This possibility poses a risk to
innovators, particularly those pursuing innovations seen as disruptive to established players or markets. In
the case where prohibitive requirements are in place, in principle reforms could ease them, but reforms
are seldom easy to design (e.g., it is not always obvious what requirements need to be changed and how)
or quick to implement, especially when legislation is involved.
The central challenge of the authorities is to have sufficiently in-depth and timely knowledge of existing
and emerging innovations to enable – and possibly encourage – “good innovation” while deterring “bad
innovation”. The challenge of innovators is to understand the authorities’ expectations, navigate complex
regulations to ensure compliance with the minimum possible cost, while keeping the core features of their
innovations. The uncertainties and challenges on both sides, and the lack of mutual understanding, could
potentially be reduced by the use of regulatory sandboxes. Additionally, regulatory sandboxes could be
used as a strategy for going beyond providing an enabling framework to actively encouraging innovation.

Objectives and the Defining Characteristic of Regulatory Sandboxes
Stated Objectives
After the UK’s Financial Conduct Authority (FCA) coined the term in 2015, over 20 other authorities in
advanced economies and EMDEs have created regulatory sandboxes, and the interest in this type of
initiative continues to grow.6 Although the FCA’s sandbox (see Box 1) is one of the best known
internationally, it was not the first initiative of its kind. In 2012 the US Consumer Financial Protection
Bureau (CFPB) launched Project Catalyst, which can be considered a sandbox.7
Box 1. UK FCA’s Project Innovate and Regulatory Sandbox
In 2014, the UK FCA launched Project Innovate with the objectives of reducing regulatory
barriers to encourage innovation in the interest of consumers and driving competition. The
Project is comprised of five initiatives. The Innovation Hub has two initiatives: being a onestop shop for all matters related to innovation, including direct support to innovators trying
to map regulatory requirements, and encouraging FinTech innovation through external
engagement (e.g., participation in and organization of industry events, such as
“hackathons”). The Advice Unit is focused on providing feedback to firms developing
automated advice and guidance to consumers. The RegTech initiative focuses on facilitating
5

A fuller description of regulatory approaches to deal with innovation is found in Dirk A. Zetzsche et al,
“Regulating a Revolution: From Regulatory Sandboxes to Smart Regulation,” August 14, 2017. 14-26, Fordham
Journal of Corporate and Financial Law, Forthcoming; European Banking Institute Working Paper Series 2017 - No.
11; University of Luxembourg Law Working Paper No. 006/2017; Center for Business and Corporate Law (CBC)
Working Paper Series 001/2017; University of Hong Kong Faculty of Law Research Paper No. 2017/019; UNSW
Law Research Paper No. 71. Available at SSRN: https://ssrn.com/abstract=3018534.
6
Jenik and Lauer, “Regulatory Sandboxes and Financial Inclusion,” 1.
7
Consumer Financial Protection Bureau, web site, https://www.consumerfinance.gov/about-us/project-catalyst
(accessed October 31, 2017).
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collaboration and knowledge sharing on new technologies that support better regulation.
Finally, FCA launched a Regulatory Sandbox in 2015 with the objectives of:





Reducing time-to-market at potentially lower cost;
Improving innovators’ access to finance;
Increasing the number and range of innovative products in the market; and
Ensuring appropriate consumer protection safeguards in innovative products.

“The Regulatory Sandbox allows businesses to test innovative products, services,
business models and delivery mechanisms in the real market, with real consumers”
(https://www.fca.org.uk/firms/regulatory-sandbox)
There is no standard definition of what are regulatory sandboxes. Their stated objectives vary, and can
include: i) enabling innovation; ii) encouraging innovation; iii) improving the regulatory framework; iv)
improving licensing procedures; iv) informing policymaking; vi) being a channel for engagement with
FinTech firms; and vii) contributing to economic growth. These objectives can be interrelated and
overlapping. For instance, the US CFPB seeks to improve regulations to enable consumer-friendly
innovations. In improving regulation and actively engaging with innovators through Project Catalyst,
CFPB may spur further innovation.
Regulatory sandboxes can have general objectives such as those cited above, but they could also be
focused on solving specific challenges faced by the industry, the authorities or the consumer, or on testing
specific technologies. Examples are regulatory sandboxes that focus on innovations to improve knowyour-customer (KYC) procedures, improve regulatory reporting, or improve processes at the financial
authority.8 Sandboxes may also be set up specifically to test new technologies, such as distributed ledger
technologies (DLT). The specific objectives can be set for a limited time or be permanent.

The Defining Characteristic
Irrespectively of the variety of their objectives, regulatory sandboxes have one defining characteristic: the
establishment, by a financial authority, of a formal and structured mechanism to receive applications by
innovators to work with the authority to test innovative products, services or business models, before they
are launched commercially.9 The tests are conducted through small time-bound pilots with actual
consumers, implemented by the innovators, while being monitored by the authority. Hence, a regulatory
sandbox is “live testing of new products and services in a controlled environment”.10 With a regulatory
sandbox the authority, in addition to considering innovations presented to them through the normal
authorization process,11 creates a new channel with standard application and pilot-monitoring procedures
and requirements. Sandboxes provide a safe and transparent setting for innovators to test their innovations
and/or clarify regulatory requirements before they seek formal authorization or go to market. At the same

8

For instance, the Bank of England set up its FinTech Accelerator to work with firms on new technology to explore
how FinTech innovations could be used in central banking.
9
Regulatory sandboxes also have a variety of different names that could be interpreted as other types of initiatives.
Sometimes other initiatives are also mislabeled as regulatory sandboxes.
10
Basel Committee on Banking Supervision, “Sound Practices: Implications of Fintech Developments for Banks
and Bank Supervisors” ([Basel]: Bank for International Settlements, August 2017), 40.
11
“Authorization” is broadly used in this Note to refer to any authorization or license that regulated financial
institutions or unregulated entities are required to obtain prior to launching a new product or service, or entering a
regulated financial market.
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time, sandboxes give the authority the chance to learn about innovations in greater depth prior to
authorizing full rollout and to pinpoint specific regulatory obstacles and risks.

A Multitude of Operating Models
There is no single operating model for regulatory sandboxes. The rules governing the interaction between
innovators and the authorities – before, during and after the pilots are conducted – vary according to the
sandbox objectives, the authorities’ capacity and legal powers, the level of market development, and
interest by innovators. The models can be analyzed through a few features: i) eligibility criteria for
participation in the sandbox; ii) terms of participation; and iii) post-pilot actions.12

Eligibility Criteria
A regulatory sandbox can attract a large number of applications from innovators interested in piloting
their innovations with the blessing and advice of the authority. Usually the authority defines eligibility
criteria to select among applicants and ends-up with a manageable number of pilots to monitor. Eligibility
criteria are often defined according to the types of innovators and innovations that can apply for
participation in the sandbox.13 The selection of eligible participants should be closely related to the stated
objectives of the sandbox.14 See Box 2.
Box 2. Eligibility criteria for participation in a regulatory sandbox
Types of innovators
Types of innovations
Authorities define the types of innovations that
Sandboxes may accept applications from
could be considered for the sandbox. The usual
regulated institutions (i.e., incumbents),
focus is not on innovations that are clearly
unregulated innovators (e.g., startups and large
permitted by regulation, but there is no standard
FinTech companies), or both.
practice.15
Regulated institutions may be interested in
reducing uncertainty about potential
regulatory/supervisory action against an
innovation that does not clearly fit the regulation,
or in obtaining relaxation/clarification of
regulatory requirements. Unregulated innovators
may have similar interests in reducing legal
uncertainty prior to seeking authorization to enter
the market as a regulated institution. For them,
the sandbox may have extra value (compared to
currently regulated institutions) in lowering entry
barriers, such as by reducing costs of legal advice

Innovations should be ready to market, i.e., an
idea in its initial stages of development is not a
candidate for a regulatory sandbox.
Innovators may be asked to demonstrate that their
proposal has specific objectives to be proved with
the pilot, such as reducing costs to consumers,
improving assessment of credit risk, etc.
Authorities may choose to temporarily or
permanently focus on specific innovations, such
as testing DLT for large value payments,
innovative approaches to consumer disclosures

See description of several existing regulatory sandboxes and their legal basis in Zetzsche et al, “Regulating a
Revolution: From Regulatory Sandboxes to Smart Regulation,” 13, 26-41 and a snapshot of existing sandboxes in
Jenik and Lauer, “Regulatory Sandboxes and Financial Inclusion,” 12.
13
See other entry criteria in Zetzsche et al, Ibid, 30-32.
14
See examples of participants in Jenik and Lauer, “Regulatory Sandboxes and Financial Inclusion”, 13-16.
15
Arguably, innovations that neatly fit existing regulations and face no obstacle in the regulations would not require
a regulatory sandbox. Other initiatives could be more appropriate to promote such innovations (e.g., Accelerators,
Hubs, innovation challenges). However, in countries where the authority requires regulated institutions to seek
approval before launching any new product or service, or before establishing any outsourcing arrangement, and
approval processes are usually lengthy, a sandbox could help speed-up authorization and reduce the level of
uncertainty for financial institutions.
12
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and the costs of lengthy authorization processes.
Unregulated innovators that are not seeking
authorization may also benefit from obtaining
confirmation that their business, products or
services are not subject to regulation.

that are prohibited by existing regulations (e.g.,
CFPB),16 or innovations to improve processes
within the financial authority (e.g., Bank of
England).17

Terms of Participation
The acceptance of innovators in the sandbox allows them to start separate pilots to test their proposed
innovations. Conducting pilots is commonplace for financial institutions before launching new products
and services, but a pilot conducted within a regulatory sandbox is different, in that the pilot is explicitly
authorized by the authority. As a consequence, there is a need to establish strict rules to mitigate risks for
the innovator, the authority, and the consumers affected by the pilot.







General principles, parameters and conditions. There are terms that will apply to all
innovators and all pilots, including principles (e.g., fair treatment of consumers, protection of
customer data), parameters (e.g., maximum duration for all pilots) and conditions (e.g., obligation
to report to the authority on the progress of the pilots, the authority’s right to mandate early
termination of pilots [e.g., when an innovator does not follow the agreed terms of participation, or
when risks of a pilot have proved to exceed the benefits], the authority’s right to publicize certain
aspects of the pilots and the lessons drawn from them, and the innovators’ right to opt out the
sandbox).
Customized parameters and conditions. In addition to terms that apply to all sandbox
participants, there can be customized parameters and conditions for each pilot. An example is the
extension of waivers or other leniency (see below) to individual innovators in order to allow them
to conduct their pilots without the implication that other innovators will receive similar treatment.
Extension or removal of privileges. There is no guarantee that waivers or other leniencies
extended to individual innovators prior to the start of their pilots will be extended after the end of
the pilots
Innovator’s liability. Waivers or other leniencies extended to innovators to participate in the
sandbox should not limit their liability towards consumers and third parties negatively impacted
by their pilots.

The customized terms governing the participation of each innovator may vary according to the proposed
pilot and to country- or authority-specific factors such as the types of products and services that are
subject to licensing or authorization, and the scope of the authority’ ability to exercise discretion in the
application of the regulatory framework. For instance, some authorities can accept for participation in the
sandbox an unregulated firm that would otherwise need an authorization, or an innovation that does not
comply with a regulation. These situations could require the use of “special regulatory instruments” to
limit, alleviate, suspend, waive or delay application of regulatory and licensing requirements while the
innovation is being tested in the sandbox. The need for, and the nature and availability of, such special
instruments vary across regulatory sandboxes. Some of the existing instruments are described below.


Restricted authorization. When an unregulated innovator needs an authorization to operate and
offer the type of product or service that is being proposed to the sandbox, a restricted

16

Consumer Financial Protection Bureau, web site, https://www.consumerfinance.gov/about-us/projectcatalyst/trial-disclosure-program (accessed October 31, 2017).
17
Bank of England, web site, http://www.bankofengland.co.uk/Pages/fintech/default.aspx, (accessed October 31,
2017).
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authorization can be issued exclusively to give permission for the innovator to run the pilot. The
restricted authorization would make the full authorization process easier, in case the innovator
applies for one when the pilot is completed.
Waivers. In case the authority determines that an innovation being proposed to the sandbox is
made difficult or is prohibited by a regulatory requirement, the authority can issue a waiver or
similar regulatory leniency instrument. A waiver may also be used in substitution of a restricted
authorization.18
No enforcement action letter. No enforcement action letters can be used when an innovation
raises uncertainty as to which regulatory requirements could be breached during the pilot and in
what manner. The objective is to give assurance to innovators that no disciplinary action will be
taken should unexpected problems arise, as long as the innovators respect the agreed-upon
parameters and principles and actively and openly engage with the authority during their pilots.

When instruments such as those cited above are not needed or possible, the authority could provide
formal guidance (written or otherwise) to an innovator on the application of regulatory requirements to
the innovation being proposed to the sandbox.
In addition to principles, parameters and conditions applicable to all innovators participating in the
sandbox, specific conditions for each innovator and its pilot can be established, including:






Parameters (limits) of the pilot. Authorities may set a general maximum duration for all pilots
(e.g., one year) while specific parameters for individual pilots can be customized (e.g., the
specific duration, maximum number of customers, types of customers, maximum number or
value of payment transactions, geographical reach, maximum value of deposits or loans,
maximum number of agents or transaction points, etc.).
Reporting to the authority. The authority can set specific reporting requirements on the progress
of individual pilots, and at their completion, according to the characteristics of each pilot. The
reporting should give timely and sufficient information to the authority while not being overly
burdensome to the innovators.
Exit strategy and safeguards. The innovators must have a clear exit strategy to terminate the
pilot at a pre-defined date. For instance, they need to explain to the authority how consumers will
be informed about any discontinuation of services, and whether they will be eligible to receive
any compensation. Depending on the pilot, an innovator may be required to provide specific
disclosures to consumers, such as informing them that the services are being provided as part of a
pilot within the regulatory sandbox. The authority may also require safeguards (e.g.,
compensation funds, professional indemnity insurance), such as to compensate losses or other
harm incurred by consumers.

Post-Pilot Actions
Based on the results of the pilots, the authority can decide upon measures to take in relation to
unregulated innovators and/or regulated institutions that participated in the sandbox, a market segment, or
in relation to certain regulatory requirements. Potential post-pilot actions can be significantly limited by
an authority’s legal powers, and could include:

18

The Australian Securities and Investment Commission (ASIC) has issued a FinTech waiver to any FinTech firm
willing to test products for a limited time following certain principles, parameters and conditions. ASIC, web site,
http://asic.gov.au/for-business/your-business/innovation-hub/licensing-and-regulation/licensing-exemption-forfintech-testing (accessed November 2, 2017).

|7

Return to Table of Contents









Authorization for rolling out an innovation. The most common outcomes from existing
regulatory sandboxes have been for an unregulated innovator to obtain authorization to enter a
regulated market, and for a currently regulated institution to receive authorization to roll out the
product or service tested in the sandbox. The authorization can be full (e.g., an authorization to
operate as a full-fledged bank, or an authorization to roll-out the product without any limiting
condition) or tailored (e.g., an authorization to operate as a limited-purpose bank with a narrow
range of permissible activities, or an authorization to roll out the product subject to certain
limitations).
Individual or general (class) waivers. Waivers that were provided to individual innovators prior
to launching their pilots in the sandbox can be extended or terminated when the pilots are over.
Based on the results from one or more pilots, the authority can also issue general (or class)
waivers from certain regulatory requirements that would benefit a whole segment of the
unregulated and/or regulated market (e.g., a waiver for FinTech firms, a waiver from a payment
transaction authentication requirement, etc.)
Regulatory or supervisory reforms. The authority may decide, based on the results of the
sandbox, that a regulatory change is in order, for example to permit or to lower obstacles for
certain innovations. Supervisory practices that could have been impeding certain innovations may
also be changed.
Regulatory guidance. The authority may decide that it is necessary to issue additional guidance
clarifying how certain regulatory requirements apply to certain innovations. Guidance can be
issued to a specific innovator or to all regulated institutions.

Taking general actions (i.e., actions that could benefit institutions beyond sandbox participants) could be
as important as taking action in relation to individual sandbox participants when they exit the sandbox.
The purpose is to avoid creating unlevel competition (or the perception of unfairness) by extending
privileges such as waivers and regulatory guidance to individual innovators. The learnings from the
sandbox should lead to a consistent approach to innovation that benefits any potential market participant,
including improvements to the overall regulatory framework.

Running a Regulatory Sandbox
A regulatory sandbox can be a resource-intensive initiative requiring human, logical and financial
resources, without which it could fail to achieve its stated objectives. Some sandboxes will require a
formal and dedicated unit within the authority’s organizational structure, while others will not.19 The
required resources will vary according to the sandbox’ operating model and could be used in a range of
activities, as described in Box 3.
Box 3. Examples of activities involved in running a regulatory sandbox
Setting up the sandbox
Conducting research on sandbox practices, operating models and the regulatory instruments available
to and used by financial authorities; drafting the objectives, governing rules and operational
procedures of the sandbox; coordinating and undertaking internal and external consultations;
preparing and coordinating internal and external communication materials and efforts; conducting
research on innovations, etc.
Running the sandbox
19

In theory, a regulatory sandbox could also be a licensed and supervised non-profit entity set-up by innovators and
other market participants as a “sandbox umbrella”, as proposed for example by UK FCA in Financial Conduct
Authority, “Regulatory Sandbox,” (London: FCA, November, 2015),
https://www.fca.org.uk/publication/research/regulatory- sandbox.pdf.
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Advertising and managing application processes; screening and coordinating the analysis of
applications; coordinating and conducting meetings with the applicants; communicating the decision
on each application; receiving, analyzing and giving feedback on monitoring reports of ongoing pilots;
proposing and consulting on post-pilot measures for individual innovators.
Other tasks
Other activities may be necessary to enhance the results of the regulatory sandbox, such as proposing
and pushing for regulatory reforms, coordinating decisions on participants and post-pilot actions with
other authorities, organizing and participating in industry events to discuss innovations, and preparing,
consulting on and communicating progress reports on the regulatory sandbox.20

A sandbox that receives applications on a rolling basis can be more difficult to manage, so the authority
may want to limit applications to one or a few time-windows per year. This could reduce the burden on
the authority, allowing them to manage cohorts of applications and the pilots. Another way to reduce the
burden of running a sandbox is to temporarily or permanently focus on innovations that tackle a limited
set of specific issues, such as RegTech for regulatory reporting or innovations to expand financial
inclusion.
Most regulatory sandboxes are led by one authority, but joint initiatives, where a regulatory sandbox is
created and managed by more than one authority, are possible. Joint efforts could facilitate innovations
that blur the boundaries between different sectors, such as by bundling or linking insurance, credit,
savings, and payments services. However, a joint effort could be more burdensome due to the interagency coordination required.

Potential Benefits and Risks of Regulatory Sandboxes
The experience with regulatory sandboxes by financial authorities is still limited and there is not yet
enough evidence of their positive impact in encouraging innovation. The UK FCA, for instance, reports
that “it is too early to draw robust conclusions on the sandbox overall impact (…) [but] testing indicates
that the sandbox is making progress towards promoting competition in the market.”21
There could be a range of benefits from a regulatory sandbox, but there could also be risks, which need to
be taken into consideration and addressed by authorities considering creating a sandbox, or already
designing or operating one. Some potential benefits and risks are described in Box 4.22
Box 4. Potential benefits and risks of regulatory sandboxes
Potential benefits

Potential risks





Lowering entry barriers for nonbanks such
as FinTech to spur competition with
currently regulated institutions

Jeopardizing regulatory, supervisory or even
administrative priorities by diverting scarce
resources and attention, including reforms that
are known to be needed to enable innovation

See Financial Conduct Authority, “Regulatory Sandbox Lessons Learned Report,” (London: FCA, 2017).
Ibid, 4.
22
Zetzsche et al, “Regulating a Revolution: From Regulatory Sandboxes to Smart Regulation,” 38-41 describes the
upsides and downsides of regulatory sandboxes and other regulatory approaches to innovation. Jenik and Lauer,
“Regulatory Sandboxes and Financial Inclusion,” 4-6, also provides a discussion of benefits and risks of sandboxes,
and specific considerations on financial inclusion.
20
21
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Facilitating and increasing the quality of
regulatory reforms that can enable
innovation (e.g., pinpoint regulatory barriers
and related solutions through the pilots)
Increasing transparency about the
authority’s positioning with regard to
innovators and innovations
Passing a strong message to the general
public and the industry about the authority’s
support to innovation
Increasing legal certainty for innovators,
including currently regulated institutions,
which could spur further innovation
Reducing innovators’ costs with legal advice
to interpret regulations
Reducing the length of
authorization/licensing procedures
Allowing the authority to learn and
understand innovations and their risks in
greater depth and in a timely manner, which
could increase supervisory effectiveness
Increasing innovator’s access to, or
improving terms of, external funding
Creating a practice of open, active and
continuous dialogue and engagement
between authorities and industry players














Failing to set up and enforce effective
safeguards for customers and market
participants that could be negatively impacted
by the pilot
Undermining competition by steering
innovation, creating the perception that the
sandbox is the only entry door for innovation,
and by benefiting (e.g., via waivers) only a
limited group of innovators
Failing to address obstacles that cross the
boundaries between different sectors
Not creating a fully enabling environment for
innovation in the absence of the right mindset
and openness to innovation and regulatory
change
Not addressing obstacles that are not rooted in
the regulatory or supervisory framework
Failing to secure adequate resources for the
regulatory sandbox
Incurring unforeseen costs and legal liability
due to negative impact of the pilots
Creating the perception that after successful
pilots under the sandbox, innovations are riskfree and guaranteed by the authority
Hurting the authority’s reputation due to the
materialization of the risks cited above

Conclusion
Many financial authorities have set up regulatory sandboxes and others are likely to follow. There is
limited evidence so far on the effectiveness of regulatory sandboxes in promoting innovation, and they
might not be necessary or even possible in every context. In fact, some authorities may be able to use
special regulatory instruments such as waivers and no enforcement action letters without setting up a
regulatory sandbox. However, regulatory sandboxes offer many potential benefits, importantly including
improving the dialogue between the authorities and innovators.
The usefulness, operating model and risks of regulatory sandboxes will vary across countries, depending
on numerous factors such as whether the regulatory framework is overly prescriptive, whether the
authority has legal discretion to waive or customize regulatory requirements, and whether there are
resources available to run the sandbox. Authorities should determine the best approach for their particular
context, and should work-out the details of their regulatory sandboxes early in the design process,
especially including how to mitigate potential risks.
Regulatory sandboxes are more likely to contribute to enduring results if they are part of a broader, more
comprehensive package of initiatives to spur innovation and address underlying weaknesses that block
beneficial innovation. Comprehensive packages can include:
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A proactive and ongoing effort to improve the regulatory framework (e.g., creation of special
charters,23 open banking,24 and smaller adjustments25).
A proactive effort to periodically review and improve regular licensing and product authorization
processes and requirements in light of market developments and regulatory or supervisory
strategies.
Policy or supervisory measures designed to increase competition and spur innovation generally.26
Routine conduct of regulatory impact assessments (i.e., comprehensive and systematic appraisals
of the positive and negative effects of proposed or existing regulations).27
Innovation hubs (i.e., one-stop-shops at financial authorities dedicated to researching and sharing
knowledge on innovation, and providing information to innovators).28
Support to FinTech accelerators, incubators, and competitive events.29
Proactively improving information sharing and coordination with non-financial authorities to deal
with issues outside the financial sector that impact financial innovation such as deficient public
infrastructure (e.g., unreliable telecommunications services and lack of a national ID system),
which are particularly important in EMDEs.

Thus, regulatory sandboxes should not be viewed as a panacea, and should be considered in the context of
a range of steps the authorities can take to promote competition and enable and encourage innovation.
This Note has sought to provide financial authorities an orientation to current developments regarding a
regulatory sandboxes and related initiatives worldwide, and to highlight the key potential benefits and
risks associated with them.

23

Special charters are regulatory spaces created specifically to allow entry of nonbanks into a regulated market.
Examples are FinTech charters, limited/payment bank licenses, and nonbank e-money issuer licenses.
24
“Open banking” refers to requirements for banks to allow third parties such as FinTech firms to offer services to
bank customers using Application Programming Interfaces to access the bank customer information held at the
bank. See for example the Payment System Directive 2 in Europe (Directive (EU) 2015/2366) which imposes such a
requirement on all payment account providers (including banks).
25
Small adjustments to regulation – rather than major reforms such as the creation of special charters – can have a
positive impact on innovation. An example would be tweaking transaction authentication requirement to allow a
range of technologies to be used.
26
An example is the package of initiatives implemented by Mexico’s pensions regulator, CONSAR, to increase
competition and improve customer service through the adoption of technology, which included requiring
digitalization of operational procedures by pension administrators, publicizing a service quality ranking of pension
administrators and launching an open mobile application (“Afore Móvil”) to allow remote pension account opening
and deposits (the mobile application is described here: https://www.gob.mx/aforemovil).
27
Organisation for Economic Cooperation and Development, web site, http://www.oecd.org/gov/regulatorypolicy/ria.htm, (Accessed November 2, 2017).
28
See a description and examples of innovation hubs in Zetzsche et al, “Regulating a Revolution: From Regulatory
Sandboxes to Smart Regulation,” 8-11.
29
There are no standard definitions for these terms and they are sometimes used interchangeably. In general, an
accelerator provides opportunities for FinTech firms to access seed funding, while in an incubator FinTech firms
have access to management support. Competitive events such as innovation challenges offer prizes or other rewards
to innovators that present the best solution to a particular problem.
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